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1

`Washington Statewide Homeland Security Strategic Plan 
Action Plan Priorities 

  
  

Action Plan Key Coordinating 
Lead 

Strategies Additional 
Strategies 

1 
WA HLS Strategic Plan & 
Organization Coordination 
and Review  
 

MIL DEP HQ 1.4.1, 7.2.2, 7.3.1, 1.1.1-
1.1.2  

2 
Homeland Security Advisory 
System (HSAS)
 

MIL DEP HQ 2.2.3 
1.1.1, 1.1.2, 
1.4.1, 7.2.2, 

7.3.1 

3 Private Sector Partnership  
 MIL DEP HQ 1.5.1, 1.5.3 

1.1.1, 1.1.2, 
1.4.1, 7.2.2, 

7.3.1 

4 
Building Statewide HLS 
Prevention Capacity
 

WSP/WASPC   3.2.1

5 
Washington Statewide 
Integrated Intelligence 
Center (WAJAC)
 

WSP/WASPC 3.1.1 – 3.1.4, 3.1.6 – 7, 
3.4.2 

3.1.2 – 
3.1.7, 3.4.2 

6 
Intelligence Threat 
Information System
 

WSP/WASPC   3.3.1, 3.4.4

7 
HLS Disaster Mass Fatality 
Action Plan
 

DOL   6.2.4

8 
Victim Assistance Support 
Plans for Special Needs 
Populations
 

DSHS  6.3.3

1.1.1, 1.3.1, 
1.4.1, 1.5.1, 
2.2.1, 4.1.1, 
5.2.4, 5.3.1, 
5.3.3, 5.4.1, 

5.5.1k 
6.1.1, 6.3.1, 

6.3.2 

 9 Regional HAZMAT
 

DOE-SERC-
WSP-MIL DEP 

(EMD) 
5.8.1 & 5.8.2 

4.1, 4.2, 
5.1, 5.2, 
5.3, 5.4, 
5.5, 7.1 

10 
Identify Equipment 
Standards & Needs for First 
Responders
 

MIL DEP(EMD) – 
CHS Equipment 
Sub-Committee 

5.1.1 
1.5.1, 2.1.1, 
5.4.5, 5.8.1, 
5.8.2, 7.2.1 

11 
NIMS National Incident 
Management System 
Education & Training
 

WSP   5.3.4

12 Washington State Northern WSP   3.5.1

Washington Statewide Homeland Security Strategic Plan Strategies and Coordinating Leads 
Mil Dep (HQ)  1.1.1, 1.1.2, 1.4.1, 1.5.1, 1.5.3, 2.2.3, 7.2.2, 7.3.1 
Mil Dep (EMD)  1.3.1, 1.3.2, 1.5.2, 2.2.4, 2.3.1, 4.1.1, 4.1.2, 4.2.1, 5.1.1, 5.2.1, 5.2.2, 

5.2.3, 5.2.4, 5.3.1, 5.3.2, 5.3.3, 5.3.5, 6.2.1, 6.3.1, 6.3.2, 7.1.2, 7.2.1 
WSP/WASPC  3.1.1, 3.1.2, 3.1.3, 3.1.4, 3.1.5, 3.1.6, 3.1.7, 3.2.1, 3.3.1, 3.4.1, 3.4.2 
   3.4.3, 3.4.4, 3.5.1, 4.1.3, 4.1.4, 5.1.2, 5.3.4, 5.7.1, 5.7.2, 6.1.1  
CTED – AGR  1.5.4 
DIS – SIEC  2.1.1, 2.1.2, 2.2.1, 2.4.1 
GA   6.2.2, 6.2.3 
WSEMA – EMD  5.5.1, 5.5.2, 5.5.3 
DOH   5.4.1, 5.4.2, 5.4.3, 5.4.4, 5.4.5 
OFM - WCNCS  5.6.1, 5.6.2, 7.1.1 
DOE – SERC  5.8.2 
DSHS   6.3.3 
DOL   6.2.4 
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Action Plan Key Coordinating 
Lead 

Strategies Additional 
Strategies 

Border Security
 

13 

Communications 
Interoperability & 
Connectivity  
(Plans – Protocols & 
Inventories)
 

 
SIEC 2.1.1, 2.1.2, 2.2.1 

1.1.1, 1.2.2, 
1.5.1, 2.2.4, 
2.3.1, 3.1.1, 
3.1.4, 3.1.5, 
3.3.1, 5.2.3, 
5.2.4, 5.3.4, 
5.5.1, 5.5.2, 
7.1.1, 7.1.2, 
7.2.2, 7.3.1 

14 
Lessons Learned – Best 
Practices Sharing System
 

WSEMA 5.5.1, 5.5.2, 5.5.3  

15 
Washington State EOC – 
Private Sector Information 
Sharing

MIL Dep (EMD) 
 

1.5.2 
 

1.5.3, 1.5.4 

16 
State and National 
Homeland Security 
Legislation

AGO 1.2.1 – 1.2.2  

17 Washington State Disaster 
Logistics

General 
Administration 

(GA) 
6.2.2, 6.2.3 6.2.1 

18 
Critical Infrastructure Threat 
Detection and Protective 
Countermeasures
 

WSP   4.1.3, 4.1.4

19 
Washington State Citizen 
Volunteers
 

OFM-WCNCS   5.6.1, 5.6.2

20 
Private Sector Homeland 
Security Communication 
Program
 

CTED – AGR 1.5.4 
1.5.1, 1.5.3, 
3.4.4, 5.2.1, 
5.3.1, 5.3.2, 

5.3.5 

21 
Cyberterrorism Prevention 
& Preparation
 

DIS   2.4.1

22 
Homeland Security 
Education & Training for 
Healthcare Professionals
 

DOH  5.4.1

1.1.1, 1.1.2, 
1.4.1, 2.2.2, 
5.1.2, 5.3.2, 
5.3.3, 5.4.3, 
5.4.4, 5.4.5, 

5.8.1 

23 HLS Medical Surge  
 DOH  5.4.2 1.1.1, 5.4.3, 

5.4.5 

24 

Statewide Laboratory 
Response Network to 
Provide Terrorism Early 
Detection  
 

DOH   5.4.3 5.4.1

Washington Statewide Homeland Security Strategic Plan Strategies and Coordinating Leads 
Mil Dep (HQ)  1.1.1, 1.1.2, 1.4.1, 1.5.1, 1.5.3, 2.2.3, 7.2.2, 7.3.1 
Mil Dep (EMD)  1.3.1, 1.3.2, 1.5.2, 2.2.4, 2.3.1, 4.1.1, 4.1.2, 4.2.1, 5.1.1, 5.2.1, 5.2.2, 

5.2.3, 5.2.4, 5.3.1, 5.3.2, 5.3.3, 5.3.5, 6.2.1, 6.3.1, 6.3.2, 7.1.2, 7.2.1 
WSP/WASPC  3.1.1, 3.1.2, 3.1.3, 3.1.4, 3.1.5, 3.1.6, 3.1.7, 3.2.1, 3.3.1, 3.4.1, 3.4.2 
   3.4.3, 3.4.4, 3.5.1, 4.1.3, 4.1.4, 5.1.2, 5.3.4, 5.7.1, 5.7.2, 6.1.1  
CTED – AGR  1.5.4 
DIS – SIEC  2.1.1, 2.1.2, 2.2.1, 2.4.1 
GA   6.2.2, 6.2.3 
WSEMA – EMD  5.5.1, 5.5.2, 5.5.3 
DOH   5.4.1, 5.4.2, 5.4.3, 5.4.4, 5.4.5 
OFM - WCNCS  5.6.1, 5.6.2, 7.1.1 
DOE – SERC  5.8.2 
DSHS   6.3.3 
DOL   6.2.4 
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Action Plan Key Coordinating 
Lead 

Strategies Additional 
Strategies 

25 
Statewide Quarantine and 
Isolation  
 

DOH   5.4.4 5.4.5

26 Hospital Decontamination  DOH 5.4.5 
 5.4.3 

27 
Critical Infrastructure 
Identification Program 
Strategy (CIIPS)
 

Mil Dep (EMD) 4.1.1, 4.1.2 
1.4, 3.1, 
3.2, 3.3, 

3.4, 5.3.2, 
5.5, 7.1 

28 

Secure Critical 
Infrastructure System for 
Geographic & Tabular 
Information
 

Mil. Dep (EMD) 4.2.1 

4.1, 3.4.2, 
3.4.3, 5.7.1 

29 
Incident Management 
Teams
 

WSP   6.1.1 5.1.2, 5.1.3

30 

Emergency Responder 
Training, Education, 
Credentialing – Homeland 
Security Institute (HIS)
 

WSP 
5.1.2 
(note separate budget 
plan in EXCEL) 

 

31 
Secure Portable ICS  
Incident Management 
Hardware/Software System
 

WSP  5.7.2

5.1.2, 5.2.1, 
5.2.3, 5.3.4, 
5.4.1, 5.4.2, 
5.7.1, 5.8.1, 
5.8.2, 6.1.1, 
6.2.2, 6.2.4 

32 

Regional Integrated 
Prevention  Information 
Sharing  - Records 
Management Systems
 

WSP   3.1.5, 3.4.1

33 

Train State & Local Elected 
Officials In Incident 
Management and Continuity 
of Government Principles
 

Mil Dep (EMD) 5.3.3 
 

1.1.1, 1.1.2, 
1.3.2, 1.4.1, 
1.5.1, 3.2.1, 
3.4.4, 5.2.1, 
5.3.1, 5.3.4, 

7.1.2 

34 
Coordinate Statewide to 
Reduce Duplication of Effort 
and Resources
 

Mil Dep (EMD) 
 
7.1.2 

 
 

7.1.1 

35 
Implementing and Using the 
National Incident 
Management System
 

Mil Dep (EMD) 5.2.3 
1.5.2, 5.2.1, 
5.3.4, 5.5.3, 

6.1.1 

36 
Homeland Public 
Information Program & 
Advisory System Public 

Mil Dep (EMD) 
5.3.5, 2.2.4 
(Note- combine with 
42)  

 

Washington Statewide Homeland Security Strategic Plan Strategies and Coordinating Leads 
Mil Dep (HQ)  1.1.1, 1.1.2, 1.4.1, 1.5.1, 1.5.3, 2.2.3, 7.2.2, 7.3.1 
Mil Dep (EMD)  1.3.1, 1.3.2, 1.5.2, 2.2.4, 2.3.1, 4.1.1, 4.1.2, 4.2.1, 5.1.1, 5.2.1, 5.2.2, 

5.2.3, 5.2.4, 5.3.1, 5.3.2, 5.3.3, 5.3.5, 6.2.1, 6.3.1, 6.3.2, 7.1.2, 7.2.1 
WSP/WASPC  3.1.1, 3.1.2, 3.1.3, 3.1.4, 3.1.5, 3.1.6, 3.1.7, 3.2.1, 3.3.1, 3.4.1, 3.4.2 
   3.4.3, 3.4.4, 3.5.1, 4.1.3, 4.1.4, 5.1.2, 5.3.4, 5.7.1, 5.7.2, 6.1.1  
CTED – AGR  1.5.4 
DIS – SIEC  2.1.1, 2.1.2, 2.2.1, 2.4.1 
GA   6.2.2, 6.2.3 
WSEMA – EMD  5.5.1, 5.5.2, 5.5.3 
DOH   5.4.1, 5.4.2, 5.4.3, 5.4.4, 5.4.5 
OFM - WCNCS  5.6.1, 5.6.2, 7.1.1 
DOE – SERC  5.8.2 
DSHS   6.3.3 
DOL   6.2.4 

10/19/2004 
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Action Plan Key Coordinating 
Lead 

Strategies Additional 
Strategies 

Information Education
 

37 

Statewide Emergency 
Operations Public 
Information 
Communications Network
 

Mil Dep (EMD) 2.2.2 2.1-2.4 

38 
Information Sharing 
Templates for Information 
Exchange
 

Mil Dep (EMD) 2.3.1 

2.2.2, 2.4.1, 
3.1.2, 3.1.3, 
3.1.5, 5.2.1, 
5.2.3, 5.3.1, 
5.3.3, 5.3.4, 
5.4.1, 5.7.2, 

6.3.2 

  
39 

HLS Public Education & 
Training
 

Mil Dep (EMD) 5.3.1, 5.3.2 

1.1.1, 1.4.1, 
1.5.1, 1.5.4, 
2.2.4, 3.3.1, 
4.2.1, 5.1.2, 
5.3.5, 5.5.1, 
5.5.3, 5.6.1, 

5.6.2 

40 
Communications 
Interoperability Focused 
Procurement
 

Mil Dep (EMD) 7.2.1 
1.1.1 – 

2.4.1, 3.1.3-
3.1.6, 7.2.2 

41 
Statewide HLS Recovery 
Plan
 

Mil Dep (EMD) 6.3.1, 6.3.2 

1.1.1, 1.3.2, 
1.5.1, 1.5.3, 
2.2.2, 2.2.4, 
5.2.1, 5.2.2, 
5.2.4, 5.3.1, 
5.3.1, 5.5.2, 
5.5.3, 5.6.1, 
5.6.2, 5.7.2, 
6.1.1, 6.2.4, 

6.3.3 

42 
Public Information Plan for 
Homeland Security
 

Mil Dep (EMD) 2.2.4 (Note - combine 
with 36 & delete #42) 

5.2.3, 5.3.1, 
5.3.4, 5.3.5, 

6.6.2 

43 
Statewide HLS Exercises 
Program
 

Mil Dep (EMD) 5.2.1, 5.2.2 5.5.2, 6.3.2 

44 
Planning for Continuity of 
Government/Continuity of 
Critical Services
 

Mil Dep (EMD) 1.3.1, 1.3.2  

45 

Emergency Prepositioned 
Supplies & Equipment and 
Mutual Assistance Program 
Coordination
 

Mil Dep (EMD) 6.2.1  
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Action Plan Key Coordinating 
Lead 

Strategies Additional 
Strategies 

46 
Develop and Exercise 
Mutual Assistance 
Compacts
 

Mil Dep (EMD) 5.2.4 5.2.1, 5.2.2, 
6.3.1, 7.1.2 

47 Building Mapping/GIS WSP   5.7.1, 3.4.3 3.4.3

48 Identify Funding 
Opportunities

OFM (Not 
Available Yet) 7.1.1  

 49 Statewide Agricultural 
Assessments WSDA   3.7.1 3.7.1

50 
Agriculture Sector Critical 
Infrastructure Identification 
& Protection

WSDA  3.7.2
1.4, 3.1.1, 
3.2, 4.2.1, 

7.1.1, 3.7.5 

51 Agriculture Surveillance and 
Monitoring WSDA   3.7.3 3.7.3

52 
Agriculture Animal, Food 
and Commodity 
Tracking/Identification

WSDA  3.7.4 1.5.1, 4.1.1, 
4.2.1 

53 Agricultural Critical 
Infrastructure GIS Capability WSDA 3.7.5, 4.1.1, 4.1.2 3.1.1, 4.2.1, 

7.1.1 

54 

Agri-Terrorism Prevention 
Training, Equipping and 
Exercising
 
 
 
 

WSDA   3.7.6 5.1

State Agency Project Action Plans In Support of 
Strategic Action Plans 

55 Chemical Infrastructure 
Reporting DOE   4.1.1, 4.1.2

1.4, 3.1, 
3.2, 3.3, 

3.4, 5.3.2, 
5.5, 7.1 

56 WMD Response Vehicle WSP   5.1.1
57 WMD Detection Equipment WSP   5.1.1

58 Aerial Imaging System/FLIR 
with Microwave Downlink WSP   3.1.1, 4.1.3 3.1.5, 3.5.1, 

3.4.1, 4.1.4 

59 
WSP Disaster 
Recovery/Business 
Continuance

WSP  4.1.4
1.3.2, 1.5.1, 
3.4.1, 5.7.2, 
6.3.1, 6.3.2 

60 Mobile Vehicle and Cargo 
Inspection System WSP    5.1.1 3.5.1, 4.1.4

61 Remote Computer Security 
Access/Quarantine Control WSP  6.3.1 3.1.3, 6.2.2, 

6.2.3 

62 
Disaster Emergency Power 
to Provide Continuity of 
Services for the Office of 
Insurance Commissioner

OIC   1.3.2

63 UW Medicine Cyber- UW   None Listed



As of Oct 2004 

10/19/2004 
Washington Statewide Homeland Security Strategic Plan – Action Plan Initiatives Summary Matrix 
 

6

Action Plan Key Coordinating 
Lead 

Strategies Additional 
Strategies 

Security Firewall

64 
Harborview Computer 
Security and Power 
Upgrades of Critical 
Computer Systems

UW   None Listed

65 

 
Bioterrorism UW Medical 
Center Decontamination 
Capability
 

UW  5.4.5 4.1.4, 5.1.1, 
5.4.4 

 66 
UW 800 MHz Radio Needs 
for Other Than University 
Police and Environmental 
Health

UW   2.1.2 1.5.1

 67 UW Data Center Cyber-
Security UW   2.4.1

68 

UW Medical Center Role-
Based Security 
Infrastructure 
Software/Hardware  
(HIPPA Compliance

UW   None Listed

68 UW Class IV Data Center 
(HIPPA Compliance) UW   None Listed

69 
UW Medical Center 
Surveillance and Monitoring 
Cameras

UW 4.1.3, 4.1.4 5.4.2, 5.4.5 

70 
UW Medical Center 
Surveillance and Monitoring 
Cameras

UW    4.1.3, 4.1.4

71 
Videoconferencing 
Capability for UW Medical 
Centers and the UW EOC

UW   2.1.2 1.5.1

72 UW Replace Outdated Fire 
Alarm Reporting System UW   5.1.1

73 Emergency Responder 
Training WSP    5.1.2 5.2.2, 5.2.3

74 EWU Campus Warning 
System EWU  7.2.1 2.1, 2.2., 

2.4 

75 
Drivers License and 
Identification Scanning and 
Imaging System

DOL   3.4

See Excel Spreadsheet for Initiative Detail 
       
 



Action Plan #1 

Home - Summary Matrix
Washington Statewide Homeland Security  

Strategic Plan and Organization Coordination and Review 
Military Department 

1.4.1, 7.2.2, 7.3.1, 1.1.1, 1.1.2 
 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Nancy Bickford, 253-512-7712, nancy.bickford@mil. wa. gov, 

Washington State Patrol (WSP) 

mailto:nancy.bickford@mil.wa.gov


Action Plan #1 

Washington Military Department and Joe Huden, 253-512-8108, 
joe.huden@mil.wa.gov, Washington Military Department 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:   
 

o Committee on Homeland Security 
o Emergency Management Council 
o Domestic Security Executive Group 
o Regional Homeland Security Coordinating Districts and to include all 

organizations and agencies associated with these domestic security councils 
 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  1.4.1, 7.2.2, 7.3.1, 1.1.1, 1.1.2 
 
1.1.1 Further develop partnerships to identify existing capabilities and capacities to meet the threat of 
terrorism and ensure there are clear linkages between all levels of government, tribal nations, private 
sector and citizens.  
 
1.1.2 Review the existing statewide domestic security structure to maximize the organizational efficiency 
and effectiveness. 
 
1.4.1 Create task oriented action plans that include establishing a baseline, desired end states, targets 
and performance measures for the statewide goals and objectives. 
 
7.2.2 Develop a core statewide emergency response capability and then augment based on threat. 
 
7.3.1 Develop and maintain a state homeland security priority list to fund when resources are available. 
 
 
 A.  Additional strategies this action plan supports:  Homeland Security Plan 

and Domestic Security Organization Oversight and Review, 1.4.1, 7.2.2, 7.3.1, 
1.1.1, 1.1.2  and 2.2.3. 

 
4.  BASELINE ASSESSMENT: 
 

A. What is the status of this strategy today?  
1.  Created statewide strategic plan. 
2.  Developed action plan templates and provided education to coordinating 

leads. 
3.  Conducted an offsite to review the statewide organization structure and 

plan for the future.  
4. Assisted regions with own planning initiatives. 
5.  Created the initial process to review, select and coordinate funding 

allocation within the state from federal sources. 
6. Participated in federal level processes. 
7.  Communicated current status throughout the state via the homeland 

security newsletter, briefings and the homeland security website.  Essentially 

Washington State Patrol (WSP) 
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reviewed what the state created for its initial years of formulation (1999-2003) 
and created our initial strategic plan and funding processes.   

 
 B.  What funding has been received to date including the source?   

 
o Funded a strategic planner through the state homeland security grant 

program -- $100K 
 

B. What capability or capacity has been created to date?  
 

o The ability to keep focused on strategic planning and the action plan 
process and the ability to coordinate statewide. 

 
  
5.  END STATE GOAL: 
 

A. What is the end state you wish to achieve long term? 
 

1. Want to be able to target the funding to achieve the greatest 
economies of scale.   

2. Look at the whole system and make sure that when we commit funding 
that it maximizes our total building of capability and capacity above 
what we could build by looking only at the separate pieces individually.   

3. Would like to ensure that every stakeholder has the ability to provide 
input to the process.   

4. Continue to build partnerships and relationships that strengthen our 
ability to plan and focus efforts.   

5. Completed action plans that are reviewed, refined, initiatives 
prioritized, and updated as required to focus the efforts.  Facilitate an 
ongoing process to ensure there is the capability to evaluate threat 
statewide. 

  
 

B. What capability needs to be created? 
 

1. Disciplined review process 
2. Timelines 
3. Method to prioritize 

 
 C.  What capacity needs to be created?  
 

1. Sustain the effort and urgency of the domestic security focus. 
2. Commit to a continual process of review and strategic planning. 
3. Avoid complacency by communication and involvement.  

 
C. What is the long term fiscal impact?  

Washington State Patrol (WSP) 
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1. $100K annually for homeland security strategic planner. 
 
2. Potentially long term costs for statewide homeland security needs 

exceeds $40M per year over the next 10+ years. 
 
  
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  
1. Learning over time -- the experience and lessons learned of review 

over time for our processes and plans.  
2. Method of capturing of best practices from other states.  
3. Refinement of our prioritization process.  
4. Synchronized public information process to ensure all stakeholders are 

heard and included.  
 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  
 

1. Revise strategic plan matrix and republish strategic plan. 
2. Refine the prioritization process.  
3. Develop business plans for high priority initiatives.  
4. Launch the statewide homeland security balanced scorecard to require 

accountability reporting.  
 

 B.  What needs to be done in year 2?  
 

1. Hire a public information officer for homeland security.  
2. Begin creating a public information campaign.  
3. Continue year 1 initiatives.   
4. Strategic planning review of current status and create plan for next 

three years.  

Washington State Patrol (WSP) 
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Washington State Patrol (WSP) 

 
C. What needs to be done in year 3?   
 

1. Create the process to capture state level best practices and review for 
applicability within Washington State.  

2. Continue refining year 1 and year 2 initiatives.     
  

D. What needs to be done in year 4?   
 

1. Review strategic planning process and system infrastructure.  
2. Continue refining years 1-3 initiatives. 

  
 E.  What needs to be done in year 5?  
 

1. Review strategic planning process and system infrastructure.  
2. Continue refining years 1-3 initiatives.   
 

  F.  What needs to be done beyond 5 years?  
 

1. Review strategic planning process and system infrastructure.  
2. Continue refining years 1-3 initiatives.   
 

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  
 

1. Revise strategic plan matrix and republish strategic plan. 
2. Conduct strategic planning for Committee on Homeland Security Leadership. 
3. Assist with the forming of the new Committee on Homeland Security Sub-

Committees (e.g., Critical Infrastructure Protection, Prevention). 
 

 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
 

1. Strategic planner, republishing new matrix and plan, and conduct of annual CHS 
Leadership Strategic Planning is approx $110,000 for salaries and printing. 

 
3. In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  
 

1. Hire PIO - High Priority (1).  
2. Begin public information campaign - Medium Priority (2).  

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  
 

1. PIO costs - approx $80K.  
2. Public Info Campaign - $25K.  
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9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance 
measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of the 
Washington Statewide Homeland Security Strategic Plan  

 
Targets to Begin in Year 1   
 
1. Complete balanced scorecard implementation by 2005.  
2. Create business plan template and finish business plans by 2005.  
3. Prioritize the initial action plan initiatives by 2005.  

  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:   
 

1. Funding That Has Been Attempted  
 

o State Homeland Security Grant Program to hire a strategic planner, and publish 
initial strategic plan.   

 
2. Funding To Be Attempted   
 

o State Homeland Security Grant Program for PIO and Threat Assessment 
Funding.   

o Future funding may include Washington State 07-09 funding requests to support 
long term costs. 

 
11. ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART 

OF THIS ACTION PLAN:  
 

o Whether the regional organization, roles and responsibilities need to be better 
defined in policy or potential statute?  

o Does prioritization process need to be better defined in policy? 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.

mailto:nancy.bickford@mil.wa.gov
mailto:joe.huden@mil.wa.gov
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Homeland Security Advisory System 
Military Department 

2.2.3 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier): 
Nancy Bickford, 253-512-7712, nancy.bickford@mil. wa. gov, Washington Military Department and 
Joe Huden, 253-512-8108, joe.huden@mil.wa.gov, Washington Military Department  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  
 

mailto:nancy.bickford@mil.wa.gov
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 Committee on Homeland Security 
 Emergency Management Council  
 Domestic Security Executive Group 
 Regional Homeland Security Coordinating Districts  
 All organizations and agencies associated with these domestic security councils 

 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  2.2.3 
 
2.2.3 Maintain and improve the Homeland Security Advisory System (HSAS).  Continue to dialogue with state and 
federal partners to identify and resolve system issues. 
 
 
 A.  Additional strategies this action plan supports:  1.1.1, 1.1.2, 1.4.1, 7.2.2, 7.3.1 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  

Guides for:  
a) State Agencies and Separately Elected Officials 
b) Tribal, County and Local Government  
c) Business, Critical Infrastructure and Key Assets 
d) Neighborhoods, Families and Citizens  

 
 B.  What funding has been received to date including the source? None  
 
 C.  What capability or capacity has been created to date? Information on the initial 

federal system provided to Washington State organizations and citizens.  
 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  
 

1.  Would like this to be a useful, understood and valuable information process for 
emergencies.  
 
2.  Would like individuals and organizations know what to do at any level within the system.  

 
 B.  What capability needs to be created?  
 

1. Review system and guides.  
2. Recommend to DHS any changes needed.    

 
 C.  What capacity needs to be created? Communications to facilitate statewide 

understanding.    
 
 D.  What is the long term fiscal impact? Changes in protective measures will have 

financial impact on state, tribal, and local level entities that may or may not be covered by 
the federal level.   
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6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  
 

1. Meaningful system of notification and actions to take as a result.  
 
2. More localized system based on threat.  
 
3.  Communications plan to educate the population on the threat advisory system.  

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  
 

1.  Participate with DHS to improve the threat advisory system.  
 
2.  Review and update statewide threat advisory guides.  

 
 B.  What needs to be done in year 2?  
 

1.  Hire a public information officer for homeland security.   
 
2.  Begin creating a public information campaign.  

 
 C.  What needs to be done in year 3?  
 

1.  Create a survey to assess statewide understanding and use of the threat advisory 
system and protective measures adopted.  
 
2. Analyze survey results.  

  
 D.  What needs to be done in year 4? Make changes to the statewide threat advisory 

system based on survey results.  
  
 E.  What needs to be done in year 5?  
 

1. Review system process.  
 
2.  Continue refining years 1-3 initiatives.     

 
 F.  What needs to be done beyond 5 years?  
 

1. Review system process.  
 
2.  Continue refining years 1-3 initiatives.    

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
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 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1: Review and Update Guides - Medium Priority (2).  
 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1? One time costs 

estimated at $40K to hire a consultant to review and update guides.  
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:   
 

1.  Hire PIO - High Priority (1) 
2.  Begin designing survey to assess HSAS understanding with the Public         - Medium 
Priority (1) 
3. Begin public information campaign - Medium Priority (2).   

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  
 

1. PIO costs - approx $80K 
2. Design and Conduct Survey of HSAS Understanding - approx $25K (design), $50K 
(conduct). 
3. Begin Public Info Campaign - $25K.  

 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan –  

 
Targets Beginning in Year 1 - Complete HSAS guide review and updating by 2006.  

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
 

1. Funding That Has Been Attempted - None.   
2.  Funding To Be Attempted  

 State Homeland Security Grant Program for PIO and Threat Assessment 
Funding.   

 Future funding may include Washington State 07-09 funding requests to 
support long term costs.  

 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   
 

1. Potential impact within Washington State for DHS changes to the HSAS system.  
2. Will the survey results in year 3 indicate any state policy changes needed.  
3.  Any liability implications based on the threat advisory system.  
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Military Department 

1.5.1 and 1.5.3  
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier): 
Nancy Bickford, 253-512-7712, nancy.bickford@mil. wa. gov, Washington Military Department and 
Joe Huden, 253-512-8108, joe.huden@mil.wa.gov, Washington Military Department  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  
 

mailto:nancy.bickford@mil.wa.gov


Action Plan #3 

Washington State Patrol (WSP) 

o Association of Washington Business 
o Pacific Northwest Economic Region (PNWER) 
o Associations of Washington Cities and Counties 
o Committee on Homeland Security 
o Emergency Management Council  
o Domestic Security Executive Group 
o Regional Homeland Security Coordinating Districts 
o All organizations and agencies associated with these domestic security councils.  

 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  1.5.1, 1.5.3 
 
1.5.1 Partner with business, all levels of government and statewide associations to improve emergency capabilities 
and capacity. 
 
1.5.3 Include the business community in the statewide domestic infrastructure membership. 
 
 
 A.  Additional strategies this action plan supports:  1.4.1, 7.2.2, 7.3.1, 1.1.1, 1.1.2  and 

2.2.3. 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  
 

1. Included private sector representatives in all of the domestic infrastructure groups.   
2.  Conducted private sector roundtable discussions to encourage dialogue.   
3.  Work with trade associations and conducted information briefings.  
4. Created the private sector resource page on the department internet page. 5.  
Participating in a pilot information sharing program between government and the private 
sector.  
6.  Began buffer zone protection planning efforts for key assets within the state.  
7.  Created a Homeland Security Update Newsletter to provide information and education to 
the private sector and other stakeholders.   

 
 B.  What funding has been received to date including the source? None  
 
 C.  What capability or capacity has been created to date? Outreach to the private sector 

and educational materials.  
 
 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term? Disaster resistant business 

sector.   
 
 B.  What capability needs to be created?   
 

1.  Resource tools for businesses.  
2.  Infrastructure assessment and analysis of interdependencies.  
3.  Communication plan to educate and share information with the private sector.  
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 C.  What capacity needs to be created? Avoid complacency by communication and 

involvement.  
 
 D.  What is the long term fiscal impact?  
 

1. Dependent upon the needs developed by the infrastructure assessments.  
2.  Cost of educational materials and implementation of the education program is 
approximately $50K/year over the next 5 years.  

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  
 

1.  Comprehensive infrastructure assessments and protection plans in partnership with 
Washington businesses.   
2.  Public information and education program.  
3. Additional outreach to business leaders and trade associations.    

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  
 

1. Research business and trade associations that have not been part of the stakeholder 
process.  
2. Contact business and trade associations not currently engaged and provide opportunities 
for participation.  

 
 B.  What needs to be done in year 2?  
 

1.  Hire a Public Information Officer for Homeland Security.   
2.  Begin creating a public information and education campaign.  
3. Partner on infrastructure assessment methodologies and interface with private sector.  

 
C. What needs to be done in year 3?  
 
1.  Continue year 1 and 2 initiatives.   
2. Survey business sector to determine the escalating security requirements that will impact 
state and/or federal assistance needed.   

  
 D.  What needs to be done in year 4? Continue to refine initiatives in years 1-3.  
  
 E.  What needs to be done in year 5? Continue to refine initiatives in years 1-3.  
 
 F.  What needs to be done beyond 5 years? Continue to refine initiatives in years 1-3.   
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
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 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1: Business sector and associations study for Washington State.  

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1? One time costs 

estimated at $10K.    
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  
 

1.  Hire PIO - High Priority  
2.  Initiating partnership discussions on infrastructure assessment- High Priority  
3. Create a Project Impact or Business Executives for National Security (BENS) type 
initiative to provide statewide private sector education and resources.  

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  
 

1. PIO costs - approx $80K 
2. Business Info and Education Campaign - $25 - 50K.  
3.  Create a business sector Project Impact or BENS pilot - $100K.  

 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

 
Targets to Begin in Year 1   
1. Complete business sector and associations study by 2006.  
2. Contact and provide outreach briefings to at least 15 new organizations by 2006.  

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
 

1. Funding That Has Been Attempted - None.  2.   
 

Funding To Be Attempted - 1.  State Homeland Security Grant Program  
 

2.  Future funding - may include Washington State 07-09 funding requests to support long 
term costs.  

 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   
 
1. Clearly defining roles, responsibilities,   and expectations between the private sector and 
government.  
2. Whether federal funding can be used to support business sector initiatives?  
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WSP – HLS Structure to Coordinate and Facilitate Building Prevention Capacity 
(3.2.1) 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland Security 
Strategic Plan to articulate specific actionable items.  The following template provides a consistent 
process to allow easier evaluation, prioritization and resource allocation.  The results of this 
process will continue to build statewide capability (what can be done) or capacity (how much can 
be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION  
 
Captain Mark Couey, (360) 753-0315, mark.couey@wsp.wa.gov, Washington State Patrol, 
Investigative Assistance Division 
 
 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  
 

a. Washington State Patrol  

mailto:nancy.bickford@mil.wa.gov
mailto:mark.couey@wsp.wa.gov
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 Investigative Assistance Division 
b. Washington State Joint Analytical Center (WAJAC) 
 

3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
 

Strategy 3.2.1 – Use the state homeland security structure to coordinate and facilitate the 
building of prevention capacity. 
 

 A.  Additional strategies this action plan supports:   
 
       None 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  
 
 The state Committee on Homeland Security (CHS) and affiliated programs have been very 

effective in discussing, recommending, resourcing, and executing programs associated with 
addressing the consequences of terrorist attacks.  However, there have not been equal 
efforts in dealing with the strategic and operational issues that are necessary to prevent 
attacks from occurring in the first place. 

 
 The CHS information subcommittee and intelligence subcommittee have done exceptional 

work in narrowly defined areas and self-tasked initiatives.  Combining the assets of both 
subcommittee into a new “prevention subcommittee” with a focus on developing strategic 
and operational recommendations will further enable the federal, state, local, tribal, and 
private entities within the state to detect, deter, deny, and prevent terrorist related acts.   

 
 B.  What funding has been received to date including the source?   
 
 None 
 
 C.  What capability or capacity has been created to date?   
 
 Agreement has been reached with the information subcommittee and intelligence 

subcommittee to combine resources into a new “prevention subcommittee.”  Two prevention 
subcommittee meetings have been conducted. 

 
 
 
5.  END STATE GOAL: 
 

A. What is the end state you wish to achieve long term?   
 
Combine assets of the information subcommittee and intelligence subcommittee in the 
creation of the “prevention subcommittee.”  Invite other participants who have a leadership 
or coordinating role in the prevention of attacks.  The additional participants should include 
representatives of sea and air ports, border and transportation security agencies, US Coast 
Guard, JTTF personnel, law enforcement, private sector security, and other entities.   
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The “prevention subcommittee” will facilitate the resources of the state homeland security 
structure by facilitating the building of prevention capacity. 
 
B. What capability needs to be created?   
 

a. Utilization of the state homeland security structure to coordinate a systematic, 
cross-jurisdictional response to terrorism protection. 

 
 Develop a statewide systematic process for “threat identification.”  This should 

include police awareness, health surveillance, news monitoring, threat focus, 
and data documentation. 

 Develop a statewide systematic process for “threat assessment.”  This should 
include intelligence collection authority, threat analysis and evaluation, and 
intelligence dissemination. 

 Develop a statewide systematic process for “target assessment.”  This should 
include critical infrastructure, vulnerability assessment, gap analysis, and 
criticality analysis. 

 Develop a statewide systematic process for “protection response.”  This 
should include physical protection, interdiction, public affairs, inoculation, 
public information and warning. 

 
C. What capacity needs to be created?   

 
a. Creation and usage of the prevention subcommittee to facilitate the effective and 

efficient usage of the state homeland security structures to deliver greater 
protection to the state. 

 
 D.  What is the long term fiscal impact?  
  
 Federal Homeland Security Grant programs are anticipated to continue without a match 

requirement for the next three years, anticipate a 24% state/local match for the next three 
years, anticipate 100% state funding within seven to ten years. 

 
 
 
6.  GAP ANALYSIS: 
 

A. What are the major gaps between your baseline and your desired end state?   
 

a. Understanding of the current objectives of the information and intelligence 
subcommittees to recommend changes to current taskings. 

b. Development of goals, objectives, action plans, and performance measures for 
the “prevention subcommittee.” 

c. Selection of subject matter experts for the “prevention subcommittee.” 
d. Development of a process to effectively manage threat identification, threat 

assessment, target assessment, and protection response within the “prevention 
subcommittee.” 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
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A.  What needs to be done in year 1?   
 

a. Prevention subcommittee needs to be formed by combining the critical assets of 
the information and intelligence subcommittee.  Additional participants from sea 
and air ports, border and transportation security agencies, US Coast Guard, 
JTTFs, law enforcement, intelligence agencies, private sector security and other 
entities to be included. 

b. Assess current strategic objectives of the information and intelligence 
subcommittees to recommend changes to current tasks. 

c. Identify and analyze current activities occurring within the state to determine 
coordinated, successful priorities. 

d. Organize and build effective collaborations among all private and public sector 
entities operating within the state’s homeland security structure. 

 
B. What needs to be done in year 2? 
 

a. Development of a process to coordinate the statewide homeland security efforts 
into the following four categories for the prevention of attacks:  Threat 
identification, threat assessment, target assessment, and protection response. 

b. Recommend strategic priorities and operational initiatives to improve statewide 
efforts. 

 
C. What needs to be done in year 3?   
 

a. Continue to evaluate current terrorism prevention initiatives for continued 
improvement. 

  
 

D. What needs to be done in year 4?   
 

a. Continue to evaluate current terrorism prevention initiatives for continued 
improvement. 

  
E. What needs to be done in year 5?   

 
a. Continue to evaluate current terrorism prevention initiatives for continued 

improvement. 
 

F. What needs to be done beyond 5 years? 
 

a. Continue to evaluate current terrorism prevention initiatives for continued 
improvement. 

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  
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1. Seek approval from the state Committee on Homeland Security for the creation of 
the prevention subcommittee.  Select chair for the committee. 

2. Assign assets from information and intelligence subcommittee to prevention 
subcommittee.  Add additional participants from private and public sector entities. 

3. Identify and analyze current activities occurring within the state to determine 
coordinated, successful priorities. 

4. Organize and build effective collaborations among all private and public sector 
entities operating within the state’s homeland security structure. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   

 
1. Unknown 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:   
 

1. Same order as identified in Targets to Close Gaps 
 
 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   
 

1. Unknown 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):   
  
 
 A.  What performance measures support your action plan?  
 

a. Implementation of “prevention subcommittee” with participants from a variety of public 
and private entities. 

b. Development of effective collaborative partnerships throughout the state in terrorism 
prevention. 

c. Usage of the “prevention subcommittee” for coordinated terrorism prevention activities. 
d. Development of statewide strategic priorities and operational initiatives to improve 

statewide terrorism prevention efforts. 
 
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
Federal Homeland Security funding sources 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   State and federal laws will need to be considered in implementation of this 
project. 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.

mailto:nancy.bickford@mil.wa.gov
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Washington Statewide Integrated Intelligence System (WAJAC) 
HOMELAND SECURITY ACTION PLAN TEMPLATE  

(3.1.1, 3.1.2, 3.1.3, 3.1.4, 3.1.6, 3.1.7, 3.4.2) 
 
Purpose:  This process is the next step in the implementation of the Statewide Homeland Security 
Strategic Plan to articulate specific actionable items.  The following template provides a consistent 
process to allow easier evaluation, prioritization and resource allocation.  The results of this 
process will continue to build statewide capability (what can be done) or capacity (how much can 
be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION  
 
Captain Mark Couey, (360) 753-0315, mark.couey@wsp.wa.gov, Washington State Patrol, 
Investigative Assistance Division 
 
 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  
 

mailto:nancy.bickford@mil.wa.gov
mailto:mark.couey@wsp.wa.gov
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c. Washington State Patrol  
  Investigative Assistance Division 
 Training Division 
 Field Operations Bureau 

 
d. Washington State Joint Analytical Center (WAJAC) 
 

3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
 

Strategy 3.1.1 – Partner regionally and nationally to develop and implement effective 
systems for terrorist threat monitoring and surveillance. 

 
 A.  Additional strategies this action plan supports:   
 
 Strategy 3.1.2 – Define the essential elements of critical homeland security information. 
 
 Strategy 3.1.3 – Establish a system for dissemination of all relevant terrorism data and 

information to ensure reliable capability to alert officials and emergency response personnel 
of terrorist threats statewide. 

 
 Strategy 3.1.4 – Establish a statewide prevention, information, analysis, and intelligence 

sharing and infrastructure protection capability. 
 
 Strategy 3.1.6 – Create a central anti-terrorism intelligence and analytical center (WAJAC).  
 
 Strategy 3.1.7 – Establish one additional regional intelligence group and strengthen 

capacities and capabilities of existing groups. 
 
 Strategy 3.4.2 – Map threats and capabilities for pre-emptive action. 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  
 
 A joint proposal of the Washington State Patrol (WSP), Committee on Terrorism (COT), 

Washington Association of Sheriff’s and Police Chiefs (WASPC), and the Federal Bureau of 
Investigation (FBI) approved a written plan for the establishment of a “statewide integrated 
intelligence system.” 

 
 The proposal calls for the establishment of an integrated intelligence gathering, analytical 

capacity, and reporting system for all local, state, and federal law enforcement agencies 
operating within the state of Washington.  The plan calls for a cross-jurisdictional 
partnership that integrates law enforcement, first responders, emergency management, and 
where appropriate the private sector. 

 
 The plan further recommends that a Washington Joint Analytical Center (WAJAC) and 

regional intelligence units be created to ensure the fusion of intelligence information among 
local, state, and federal law enforcement agencies and others based on a right to know and 
need to know requirement. 
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 The WAJAC is currently operational and staffed with one WSP sergeant and three local law 
enforcement detectives.  Everett/Snohomish County, Seattle/King County, Vancouver PD, 
Spokane PD, Pierce County, Bellingham PD, and the WSP are currently operating 
intelligence units within their areas of responsibilities.   

 
 Funding has been requested from the Law Enforcement Terrorism Prevention Program to 

fund one WSP WAJAC supervisor, 2 WAJAC detectives, and two  WAJAC analysts at FBI 
Headquarters; one analyst to each of the six existing regional intelligence units; one analyst 
to the WSP Criminal Intelligence Unit; two additional detectives for the Spokane regional 
intelligence unit; and 4 detectives for the establishment of an additional regional intelligence 
unit in the Tri-Cities.   

 
 The FBI, in partnership with private and public sector entities, is in the process of developing 

the “Northwest Warning Alert & Response Network (NWWARN).  The purpose of this 
system is to provide credible information regarding alerts, threats, and warnings to public 
and private infrastructure stakeholders, law enforcement, and emergency services.  
NWWARN will have the ability to disseminate and collect information using a broadcast or 
targeted methodology to include the use of voice, e-mail, mobile text, and website updates 
based on the priority of the message.  Moreover, NWWARN will have the ability to allow 
citizens to pass suspicious information regarding criminal tips to the FBI. 

 
 The WSP also maintains the Washington Criminal Intelligence Index (WACII), a pointer 

system designed to collect and disseminate intelligence information.   This system has the 
capability to allow regional intelligence units to share information among each other.  
Currently other national databases are being explored for intelligence dissemination, for 
example, RISSNET, WSIN, and the FBI Law Enforcement On-line Network (LEO). 

 
 B.  What funding has been received to date including the source?   
 
 The NWWARN is funded by the FBI and Homeland Security Department.  The state has 

requested $3,046,500 from the LETPP grant to support the regional intelligence units and 
WAJAC.  If approved, a new regional intelligence unit will be established in the Tri-cities; 
two detectives will be added to the Spokane Regional Intelligence Unit; each regional unit 
would be provided an analyst, and five FTEs would be assigned to WAJAC. 

 
  Two detectives are funded by the WSP and assigned to the Seattle and Spokane JTTFs.  

One detective sergeant is funded by the WSP to support the WAJAC. WACII is supported 
through WSP funding as well. 

 
 WACII is functional and WSP pays the maintenance costs. 
 
 C.  What capability or capacity has been created to date?   
 
 One WSP sergeant has been assigned to WAJAC.  Two additional WSP detectives have 

been assigned to the JTTFs.   Additional law enforcement agencies have provided or may 
provide full and/or part-time employees to WAJAC. 

 
 Six regional intelligence units are operational.  The regional intelligence units are 

Seattle/King County, Everett/Snohomish County, Spokane, Pierce County, Bellingham, and 
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Vancouver.  Moreover, WSP operates an intelligence unit in Olympia.  Most of the WSP 
intelligence unit officers work in the regional intelligence units. 

 
 WACII was created in 2003.  WACII is limited in ability and regional intelligence units have 

been reluctant to use the program. 
 
 NWWARN is being implemented and will be operational in the near future. 
  
5.  END STATE GOAL: 
 

C. What is the end state you wish to achieve long term?   
 
Development of a fully operational Washington Joint Analytical Center that is integrated with 
the regional intelligence units.  The full implementation of WAJAC, regional intelligence 
units, NWWARN, and other initiatives will create a statewide, jurisdictionally integrated 
intelligence and analysis system. 
 
This system should be designed to quickly share and disseminate information between law 
enforcement, first responders, and public and private sector entities. 
 
Development of standardized operational, technological, and training policies and 
procedures for WAJAC and the regional intelligence units.  This will include systems for 
threat monitoring, development of critical homeland security information, and procedural 
steps for the collection, analysis, and dissemination of threat information. 
 
Five FTEs to be assigned to WAJAC, one analyst to be assigned to each regional 
intelligence unit, two additional detectives to be assigned to the Spokane regional 
intelligence unit, and the creation of an additional regional intelligence unit in the Tri-Cities 
with four detectives and one analyst. 
 
D. What capability needs to be created?   
 

b. Regional intelligence units not utilizing WACII.  Need to determine if WACII is a 
viable alternative for sharing of intelligence information among WAJAC and the 
regional units.  If WACII is not a viable option, then one common database or 
pointer system will need to be created to allow for the sharing and fusion of 
intelligence. 

c. WASPC members must agree to support the “statewide integrated intelligence 
plan” by agreeing to collect and share intelligence information. 

d. New intelligence unit must be established in the Tri-Cities.  As funding becomes 
available additional regional units should be created throughout the state.  

 
D. What capacity needs to be created?   

 
a. Develop a secure computerized storage system to support intelligence collection, 

collation, mapping, analysis, and dissemination. 
 
b. Secure a central repository for maintaining and tracking training records. 
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 D.  What is the long term fiscal impact?  
  
 Federal Homeland Security Grant programs are anticipated to continue without a match 

requirement for the next three years, anticipate a 24% state/local match for the next three 
years, anticipate 100% state funding within seven to ten years. 

 
 Total current funding to support the 19 additional FTEs assigned to WAJAC and the 

regional intelligence unit is $3,046,500. 
 
6.  GAP ANALYSIS: 
 

G. What are the major gaps between your baseline and your desired end state?   
 

a. Funding for the forming and structuring of a Tri-Cities regional intelligence unit. 
b. Assigning one analyst to each centers in Washington State. 
c. Funding for one supervisor, two detectives, and two analyst at WAJAC 
d. Utilization of technology to allow for timely collection, analysis, mapping, and 

sharing of intelligence information among WAJAC and the regional intelligence 
units 

e. Development of the essential elements of critical homeland security information. 
 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
  

A.  What needs to be done in year 1?   
 

a. Placement of sergeant and detectives in WAJAC to make it operational. 
b. Evaluate the resources required to develop and support the regional intelligence 

centers 
c. Evaluate if WACII can be used as a tool for the sharing of intelligence information 

or if another pointer system/database such as WSIN or other system should be 
used for this purpose. 

d. Coordinate intelligence collection and review suspicious terrorism incidents 
related to all crimes approach at WAJAC. 

e. Provide investigation targets to local JTTFs that coordinate with national JTTFs. 
f. Disseminate threat assessments, advisory bulletins, and intelligence trends from 

WAJAC.   
g. Evaluate the methods for the collection, analysis, and dissemination of threat 

information among WAJAC and regional intelligence units.   
h. Evaluate the resources required to develop and support the regional intelligence 

centers 
 

H. What needs to be done in year 2? 
 

a. Solicit user feedback regarding future requirements for WAJAC and the regional 
intelligence units. 
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b. Research and identify operational, technological, and training needs for WAJAC 
and the regional intelligence units. 

c. Evaluate the resources required to develop and support the regional intelligence 
centers. 

d. Assess intelligence pointer systems and other programs to allow for the mapping 
of threats for pre-emptive action. 

e. Identify trends through collated incidents.  Once trends identified they should be 
mapped and communicated to appropriate entities through threat assessments for 
pre-emptive action. 

f. Placement of an analysts in WAJAC and analysts and additional detectives in the 
regional intelligence units to allow for the analysis and sharing of information at 
the local level.  

g. Development of an operational plan that identifies how WAJAC and the regional 
intelligence units will support the state-wide integrated intelligence plan. 

h. Development of training curriculum for intelligence analysts, intelligence 
detectives, and intelligence managers and commanders.  

i. Identify subject matter experts. 
j. Continue to evaluate intelligence pointer systems and databases for the storage, 

analysis, evaluation, collation, and dissemination of intelligence information.   
 

I. What needs to be done in year 3?   
 

a. Develop trainers through train-the-trainer programs and other methods 
b. Evaluate support for the regional intelligence centers. Adjust resources as 

necessary to meet current and future needs. 
c. Evaluate support for the JTTF and WAJAC. Adjust resources as necessary to 

meet current and future needs. 
d. Test intelligence pointer systems/intelligence databases 

  
J. What needs to be done in year 4?   
 

a. Implement intelligence pointer system/intelligence databases 
  

K. What needs to be done in year 5?   
 
a. Evaluate systems and make recommendations for improvements 

 
L. What needs to be done beyond 5 years? 
 

a.  Evaluate systems and make recommendations for improvements 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  
 

5. Placement of FTEs in WAJAC to make it operational 
6. Development of operational plan for WAJAC and regional intelligence units 
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7. Evaluate methods for the collection, analysis, and dissemination of threat 
information. 

8. Determine feasibility of WACII 
9. Evaluate resources required to develop and support regional intelligence centers 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   

 
2. $11,495,200 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:   
 

2. Same order as identified in Targets to Close Gaps 
 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   
 

2. $1,551,300 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):   
  
 
 A.  What performance measures support your action plan?  
 

e. Implementation of WAJAC and Regional Intelligence Units (by 2005). 
f. Development of operational plan for the statewide integrated intelligence plan (by 2006). 
g. Complete identification of resources necessary to support JTTF and WAJAC (by 2006). 
h. Development of threat assessment tools for pre-emptive action (by 2007). 
i. Intelligence collection and pointer systems identified, assessed, and selected (by 2007). 

 
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
LETPP grant 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   State and federal laws will need to be considered in implementation of this 
project. 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.

mailto:nancy.bickford@mil.wa.gov
mailto:joe.huden@mil.wa.gov
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Home - Summary Matrix
 

WSP – Education for Threat Reduction & Anti-Terrorism Activities   
(3.3.1, 3.4.4) 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland Security 
Strategic Plan to articulate specific actionable items.  The following template provides a consistent 
process to allow easier evaluation, prioritization and resource allocation.  The results of this 
process will continue to build statewide capability (what can be done) or capacity (how much can 
be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION  
 
Captain Mark Couey, (360) 753-0315, mark.couey@wsp.wa.gov, Washington State Patrol, 
Investigative Assistance Division 
 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  
 

e. Washington State Patrol  
  Investigative Assistance Division 

mailto:nancy.bickford@mil.wa.gov
mailto:mark.couey@wsp.wa.gov
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 Training Division 
 Field Operations Bureau 
 Criminal Investigation Division 

 
f. Federal Bureau of Investigation 

 Joint Terrorism Task Force (JTTF) 
 

g. Washington State Joint Analytical Center (WAJAC) 
 
h. Washington State Regional Intelligence Centers 

  
3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
 

Strategy 3.3.1 – Develop threat reduction and anti-terrorism activities.  Provide educational 
opportunities to assist both law enforcement and the private sector. 

 
 A.  Additional strategies this action plan supports:   
 
 Strategy 3.4.4 – Establish a public and private community based pre-incident “threat 

indicator” training program. 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  
 
 The WSP is currently monitoring, collecting and disseminating threat information through 

partnerships with state, federal and local law enforcement agencies.   
 
 The WSP maintains the Washington Criminal Intelligence Index (WACII), a pointer system 

designed to collect and disseminate intelligence information. Currently other national 
databases are being explored for intelligence dissemination, for example, RISSNET. 

 
The WSP currently provides training involving the Incident Command System Model and 
other minimal terrorism response/awareness training to law enforcement and the public 
sector. 
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 B.  What funding has been received to date including the source?   
 
 Two detectives are funded by the WSP and assigned to the Seattle and Spokane. One 

detective sergeant is funded by the WSP to support the WAJAC. WACII is supported 
through WSP funding as well. 

 
 C.  What capability or capacity has been created to date?   
 
 Two detectives and one sergeant FTE have been created to support WAJAC and JTTF.  
 
 WACII was created in 2003. No capacity or capability exists for a pre-incident “threat 

indicator” training program. 
 
5.  END STATE GOAL: 
 

E. What is the end state you wish to achieve long term?   
 
The Washington Joint Analytical Center and WSP shall have in place an enhanced system 
designed to quickly share and disseminate information between all of Washington State’s 
law enforcement agencies.  
 
The WSP shall have the resources in place to provide training to address law enforcement 
and societal concerns in regards to homeland security. 
 
F. What capability needs to be created?   
 

c. Identify one common database or pointer system that all law enforcement 
agencies in the state use to share, collect and disseminate intelligence 
information. 

 
d. Develop a program to determine the target audience, training needs and a 

records tracking and a statewide standardized credentialing system 
 
 

E. What capacity needs to be created?   
 
a. Develop a secure computerized storage system to support intelligence collection 

and dissemination. 
 
b. Secure a central repository for maintaining and tracking training records. 
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 D.  What is the long term fiscal impact?  
  
 Federal Homeland Security Grant programs are anticipated to continue without a match 

requirement for the next three years, anticipate a 24% state/local match for the next three 
years, anticipate 100% state funding within seven to ten years. 

 
 
6.  GAP ANALYSIS: 
 

M. What are the major gaps between your baseline and your desired end state?   
 

a. Forming and structuring of regional intelligence centers in Washington State. 
b. Identification of educational programs and target audiences 
c. Manpower to support training 
d. Manpower to support intelligence collection, analysis and  dissemination 
e. Training program development and dissemination 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
  

A.  What needs to be done in year 1?   
 

a. Research and identify training needs 
b. Evaluate current training records management system and the ability to expand 

the current program 
c. Evaluate methods for course advertisement and registration 
d. Evaluate the resources required to develop and support the regional intelligence 

centers 
e. Evaluate resources required to support and expand the WSP’s involvement in 

JTTF and WAJAC 
f. Assess intelligence pointer systems and determine current and future 

requirements. 
 

N. What needs to be done in year 2? 
 

a. Develop a survey instrument to determined training needs  
b. Develop curriculum based on assessed needs  
c. Identify subject matter experts 
d. Provide resources to support the regional intelligence centers 
e. Provide resources to support and expand the WSP’s involvement in the JTTF and 

WAJAC 
f. Evaluate intelligence pointer systems 
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O. What needs to be done in year 3?   
 

a. Develop trainers through train-the-trainer programs and other methods 
b. Evaluate support for the regional intelligence centers. Adjust resources as 

necessary to meet current and future needs. 
c. Evaluate support for the JTTF and WAJAC. Adjust resources as necessary to 

meet current and future needs. 
d. Test intelligence pointer systems 

  
P. What needs to be done in year 4?   
 

a. Implement intelligence pointer system 
  

Q. What needs to be done in year 5?   
 
a. Evaluate intelligence pointer system 

 
R. What needs to be done beyond 5 years? 
 

a.  Evaluate systems and make recommendations for improvements 
 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  
 

10. Identification of training needs 
11. Evaluation of current methods and resources 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   

 
3. $10,000 
4. $10,000 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:   
 

3. Assess needs and develop curriculum  
4. Provide resources to support regional intelligence centers 
5. Provide resources to support and expand WSP’s involvement in the JTTF and 

WAJAC 
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 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   
 

3. $25,000 
4. $1,000,000 
5. $1,000,000 

 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):   
  
 
 A.  What performance measures support your action plan?  
 

j. Training needs identified by 2005. 
k. Complete identification of resources necessary to support regional intelligence centers 

by 2006. 
l. Complete identification of resources necessary to support JTTF and WAJAC by 2006. 
m. Intelligence collection and pointer systems identified and assessed by 2006. 

 
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  No 
funding has been attempted to date. Federal sources may be available to initiate project 
 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   State and federal laws will need to be considered in implementation of this 
project. 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.

mailto:nancy.bickford@mil.wa.gov
mailto:joe.huden@mil.wa.gov
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HLS Disaster Mass Fatality Action Plan 
ENHANCE DISASTER MORTUARY (MORGUE) PLANS AND CAPABILITIES 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

Purpose:  This process is the next step in the implementation of the Statewide Homeland Security 
Strategic Plan to articulate specific actionable items.  The following template provides a consistent 
process to allow easier evaluation, prioritization and resource allocation.  The results of this 
process will continue to build statewide capability (what can be done) or capacity (how much can 
be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
John Reda, 360-664-1505, jreda@dol.wa.gov, Department of Licensing; Jon Donnellan, 360-664-
1394, jdonnellan@dol.wa.gov, Department of Licensing  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Department of Licensing; Washington State Military Department 
Emergency Management Division, Department of Health, FEMA grant 
 

mailto:nancy.bickford@mil.wa.gov
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 6.2.4 Review and enhance disaster 
mortuary (morgue) plans and capabilities. 
 
 A.  Additional strategies this action plan supports:  . 
 
4.  BASELINE ASSESSMENT: 
 

A. What is the status of this strategy today?  DOL received a FEMA grant through EMD 
to update ESF8 of the Washington State Emergency Management Plan by creating a 
Mass Fatality Plan for Washington State.  DOL needed the grant to hire a plan writer as 
we did not have the staff capacity to write the plan internally.  This grant was completed 
and the plan and supporting documents were accepted by EMD in March 2004.  The 
documents point out that currently Washington can manage the low level fatality 
incidents through the existing capacity of the coroner/medical examiner offices, and can 
manage the mass fatality incident by requesting assistance from FEMA and DMORT.  
There is no organized plan or ability to respond to the mid level fatality incidents at this 
time.  These mid level incidents need to be planned for.  They should become part of the 
ongoing planning being conducted for emergency medical responses to disasters. 
Mutual aid procedures for coroner/medical examiner offices need to be developed for a 
regional response capablilty.  When any incident occurs the emergency medical 
response is the first response and the incident commander needs to also evaluate 
fatalities and coordinate with the local coroner/medical examiner, who by law, is in 
charge of investigating all accidental deaths in each county.  IT IS IMPORTANT TO 
RECOGNIZE across the country that 6.2.4 has been misidentified as disaster mortuary 
plans, when it really is a DISASTER MORGUE PLAN.  Coroners and medical examiners 
operate morgues, funeral homes operate mortuaries. The fatality response is a recovery 
and identification of human remains process, and has no direct connection with funeral 
homes.  After the recovery, identification and cause of death has been accomplished, 
the human remains are released to the next of kin and whatever funeral home they 
select.  Coroners and Medical Examiners, not funeral professionals, need to become 
part of the planning process. 

 
 B.  What funding has been received to date including the source?  A $15,000 grant 

was provided by FEMA through EMD for DOL to assemble the state Mass Fatality Plan and 
suggested edits to ESF8.  That work has been completed. 

 
B. What capability or capacity has been created to date?  The lack of ability to respond 

to "mid level' fatality incidents, the need for further planning, and the procedures to 
manage a mass fatality incident have been identified.         The three levels of response 
to fatalities are; 

1. Low level - The number of fatalities that is within the ability and resources of the local 
coroner/medical examiner’s office to manage.  This number will vary with each county in the 
state due to local staffing and resource levels. 

2. Mid level - The number of fatalities is greater than the local coroner/medical examiner’s 
office can manage, AND not of sufficient number to request assistance from Homeland 
Security/FEMA to respond with a DMORT team.  This level would need state/regional level 
planning and coordination through EMD and mutual aid agreements between counties. 

3. High level - The number of fatalities is greater than local and state resources can manage 
and the Governor requests assistance from Homeland Security/FEMA to mobilize a DMORT 
Team. 
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5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  Fatality incident planning to 

manage all levels of incidents within the state.  And a recognition that coroners and medical 
examiners are the key legally authorized official in charge of investigating fatality incidents 
and they must become part of the planning process and their role identified in any fatality 
incident.  These officials need to become key players in the development of fatality incident 
plans.  

 
 B.  What capability needs to be created?  The capability to handle the "mid level" fatality 

incident by developing mutual aid procedures in coordination with the Department of Health, 
Emergency Management Division and the Homeland Security Strategic Plan. 

 
 C.  What capacity needs to be created?  The capacity to respond effectively to all levels 

of fatality incidents.  As part of this planning, the state needs to review and determine if 
supplies and equipment unique to fatality incidents need to be stored within the state. 

 
 D.  What is the long term fiscal impact?  This is not identiofied at this time.  The fiscal 

impact will be easier to identify as the planning proceeds.    
 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  1.  

The lack of mid-level fatality response capability within the state  2.  Clear roles and 
responsibilities for state and local agencies/officials for managing mass fatality incidents that 
exceed local resources.  3.  Collaboration network statewide to work on mass fatality 
planning.  4.  Inclusion of coroners/medical examiner professionals in regional and 
statewide emergency planning efforts  5.  Clarify roles of morgues and mortuaries in the 
event of a disaster. 6. Statewide procedures and mutual aid agreements to successfully 
respond to mid level fatality incidents.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  1. Develop disaster fatality collaboration workgroup 

that includes emergency planning, morgue and mortuary representation.  Jointly determine 
methodology and responsibilities for developing the mid-level fatality response plan.  Assign 
responsibilities and determine subject matter experts.  2. Develop standard definitions, roles 
and responsibilites for components involved in a mass fatality incident (e.g., morgues, 
mortuaries) 3.  Determine resources needed to complete mid-level fatality plan (e.g., FTEs, 
funding) to compete for funding in the state budget or grant opportunities. 

 
 B.  What needs to be done in year 2?  1. Review local level plans to determine local 

capacity and capability within the state.  2.  Research any federal assistance available 
below the DMORT level that could be applied to mid-level fatalities. 3.  Research interstate 
assistance possibilities (EMAC) and potential NW states alliances. 4.  Assign responsibilities 
for plan annexes and components and complete draft 1 for mid-level fatality incidents. 3.  
Communication plan for educating stakeholders and the public on the key legal 
responsibilties of coroners and medical examiners in mass fatality incidents. 
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 C.  What needs to be done in year 3?  1.  Complete and vet mid-level fatality incident 
plan.  2.  Update ESF 8. 3.  Work on inter and intra state mutual aid agreements. 

  
 D.  What needs to be done in year 4?  1. Complete mutual aid agreements and plan a 

mid-level fatality exercise to test. 2. Program funding to test. 
  
 E.  What needs to be done in year 5?  1.  Mid-level fatality exercise to test plan and 

mutual aid assistance agreements. 
 
 F.  What needs to be done beyond 5 years?  Reassess and adjust plans. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  1. HIGH  Adopt methodology and form workgroup.  2. HIGH  Standard 
definitions, roles and responsibilities.  

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  $.  Priority 

2:  $.  . 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  HIGH  Communication plan for roles and responsibilities in the event of 
mass fatalities.. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  See B above for 

examples. 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance measures 

need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan  1.  Mass fatality workgroup completed by 2005.  2.  
Methodology and responsibilities determined for mid-level fatality plan completed by 2005.  
3.  State level definitions, roles and responsibilities determined by 2005. 4.  Local level plan 
review by 2006. 5.  Research federal level assistance potentially available and inter-state 
assistance by 2006. 6. Complete assignment for mid-level fatality plan sections and 
annexes by 2006. 7.  Complete communication plan for mid fatality roles and responsibilities 
by 2006. 7.  Statewide mid-level fatality plan completed and ESF 8 updated by 2007.  8.  
Complete mutual aid assistance compacts by 2008.  9.  Complete a mid-level fatality by 
2008.  

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
Funding will be requested for the mid-level fatality reponse plan and associated mutual aid 
agreements in the amount of         , the amount estimated to contract for plan development.  There 
may be grant opportunities from DHS, or USDHHS for some funding but have yet to be applied for. 
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11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   Responsibilities within ESF 8 need to be more clearly defined and 
coroner/medical examiners included as a routine part of the planning process.  With many planning 
efforts ongoing the Governor's Domestic Security Executive Group may need to intervene to 
prioritize inter-agency initiatives and fully commit to this as well as other inter-agency efforts.  2. 
There may be undetermined legal policy issues for the handling of human remains during an 
emergency that we may not have determined yet. 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 

mailto:nancy.bickford@mil.wa.gov
mailto:joe.huden@mil.wa.gov
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Victim Assistance Support Plans for Special Needs Populations 

Homeland Security Action Plan Template 
 

1.  Coordinating Lead:  Judy Johnson (360) 902-7593 The Department of Social and Health 
Services  
 
2. What agencies, offices, associations and individuals collaborated on this 
action plan?:  DSHS Office of the Secretary, DSHS Loss Prevention and Risk Management 
(Solomon Uwadiale, PhD.), DSHS Communications and Strategic Partnerships (Irenne Hopman), 
DSHS Aging and Disability Services Administration (Mark Kelley, Frank Sanborn), DSHS 
Children’s Administration (Tammi Erickson, Pam Mann), DSHS Management Services 
Administration (Kathleen Brockman, Judy Johnson, Mark Crosson), DSHS Health and 
Rehabilitation Services Administration (Karie Castleberry, Melena Thompson, Glen Baldwin), 
DSHS Juvenile Rehabilitation Services Administration (Randy Sparks, Trent Phillips), DSHS 
Economic Services Administration (June Simpson, Stan Carlton, Adolfo Capestany, Luisa 
McEacheron), DSHS Medical Assistance Administration (Ed Hundsnurscher), DSHS Information 
System Services Division (Greg Emans, Jerry Britcher), Financial Services Administration (Jay 
Minton).  
 
These agencies (other stakeholders) have been targeted for future discussions regarding 
participation in the plan: Washington State Department of Health, Red Cross, Victim Crisis 
Response Team Working Group (VCRT), DSHS Victim Assistance office, Community, Trade and 
Economic Services, Families and Friends of Missing Persons and Violent Crime Victims, Dr. Ted 
Rynearson and the Outreach and Support Beyond the Crisis Advisory Council, Center for Sexual 
Assault and Traumatic Stress, Labor and Industries Crime Victims Unit, and various targeted 
municipalities. 
 
3. Strategy this Action Plan Addresses:  6.3.3 “Develop victim assistance plans (e.g. 
special needs populations, mental health issues, and orphans) for potential terrorist events. 
 

a) Additional strategies this action plan supports: 1.1.1, 1.3.1, 1.4.1, 1.5.1, 2.2.1, 4.1.1, 5.2.4, 
5.3.1, 5.3.3, 5.4.1, 5.5.1, 6.1.1, 6.3.1 and 6.3.2 

 
4. Baseline Assessment:  
 

 a) What is the status of this strategy today? 
 

As yet undefined, however, existing plans developed for natural disasters and to support the 
mission of DSHS will provide the foundation for development and implementation of this 
strategy.  

 
b) What funding has been received to date to include the source of funding? 

 
There has been no funding received to date on this proposal. Funding requests will be 
made as a secondary part of the Agencies planning process. 
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c) What capability and capacity has been built to date? 
 

Existing plans developed for natural disasters, repatriation, all hazards and the current mission 
of DSHS will provide the foundation to capabilities and capacities needed to support this 
strategy. 

 
5. End state goal:  
 

a) What is the end state you wish to achieve long term? 
 

To have a viable plan that can be implemented to meet the needs of clients and 
stakeholders by providing victim assistance in response to a terrorist event. 

 
b) What capability (what) needs to be built? 
 
External dependencies: 

 
• Critical and adequate infrastructure (to include such things as: transportation, funding 

adequate resource coverage, accessibility and contingencies) 
 
     Internal dependencies: 
 

• Define and delegate the roles and responsibilities of DSHS Team members and 
stakeholders and how they are to interact and react (to include communication plans 
and tools) within a statewide system. 

• Develop and maintain viable emergency Communications plan and collaboration 
plans 

• Develop and implement a comprehensive training and testing plan for staff and 
stakeholders 

• Develop comprehensive statewide facilities, systems and equipment relocation plans 
• Definition and development of statewide emergency response infrastructure to 

include redundant facilities, equipment and systems 
• DSHS Executive support for each administrations roles or requirements within this 

plan and process 
• Accessibility and maintenance for the plan and data systems to support the plan 

 
c) What capacity (how much) needs to be built? 

 
• Statewide training and testing mechanism for staff and stakeholders 
• Planning staff available to determine proper procedures and resource measurements 
• Contracts negotiated and necessary Memorandum of Understanding’s (MOU’s) 

created between stakeholders and service providers 
• Development of systems to maintain stability through a communication feedback 

mechanism 
• Clarify the best process to provide the necessary service 
• Comprehensive contingencies addressing facilities, relocations, communications and 

stakeholders 
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d) What is the long term fiscal impact 

 
Beyond the initial start up investment of $500,000 the anticipated ongoing annual expenditures 
will be approximately $300,000. Additional long-term impacts will be unknown until the 
incremental yearly targets are determined and the comprehensive strategies and the review of 
request plans are complete.  
 
Fiscal impacts will be determined once completion of the year-by-year strategies is able to 
compile and prioritize a comprehensive review of the requests. 

 
6:  Gap Analysis: (What are the key targets that must be addressed to close the gap?) 
 

a) What are the major gaps between your baseline and your desired end state? 
 

• Clearly define what we are to achieve to include a prioritization of objectives 
• Funding challenges 
• Time constraints of staff to develop and clearly articulate the plan internally and with 

the stakeholders 
• Comprehensive information available to all stakeholders 
• Coordination and collaboration of plans in place and documented with all 

stakeholders 
• Definition or guidelines for probable scope of terrorist event 

 
7.Targets to close the gaps:  (List by year to be accomplished) 
 

a) What needs to be done in year 1? 
 

• Understand how existing support systems for clients and special needs populations’ 
function and what additional changes will be required  

• Clearly articulate the goals of the emergency management plan as well as 
developing the plan and insure all DSHS staff and stakeholders understand vision 

• Clarify the strategic and operational roles so the team members know their functions 
and responsibilities 

• Develop and agree to decision-making mechanisms to be used by the teams 
• Clearly define and develop reporting and communication mechanism 
• Determine current and future monetary needs and request appropriate funding 
• Develop victim assistance plans for support to special needs populations during 

terrorist events and determine training requirements 
• Define the primary stakeholders, their competencies and procedures 
• Clearly define the plan to staff and stakeholders develop measurement indicators 

and resources available to develop and implement the plan(s) 
• Create a schedule of meetings (timelines) and expectation dates 
• Annually we need to review and determine what lessons were learned from the 

previous year(s) 
 

b) What needs to be done by year 2? 
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• Develop and implement a statewide training program, measurements for 

performance indicators and methods to provide service 
• Review and clearly define reporting mechanisms and define measurements to insure 

target populations are served 
• Develop integration and relationships of services to be provided and methods to 

insure all team members understand 
• Review and update the plan(s) to insure capacity is available 
• Review and propose funding options outside of Homeland Security funding 
• Review reporting and communication mechanisms 

  
c) What needs to be done by year 3? 

 
• Review and update training program 
• Create wide spread personal accountability for plan among DSHS and stakeholders 
• Review and possibly revise information flow and accountability measures 
• Review membership and make-up of partnerships, are the required materials, 

services, resources and equipment available  
• Ensure infrastructure is in place (transportation, communication tools, etc) 
 

d) What needs to be done by year 4? 
 

• Annual review plan and update of plan by team members and EMD 
• Training and simulation exercises by staff and EMD 

 
e) What needs to be done by year 5? 

 
• Annual review and plan updates  
• Training exercises with all stakeholders 

 
f) What needs to be done beyond year 5 years? 

 
• Annual review and plan updates, performance measurements fully installed and 

understood 
• Training exercise with all stakeholders to insure output is meeting designed needs of 

team 
 
8.  Initiatives, Pilots and Demonstration Projects, Priorities  and Estimated 
Costs:   
 

a) In priority order, list the specific initiatives, pilots or demonstration projects for target year 1. 
 

• Defining and further establishing the plan and its necessary stakeholders (high) 
• Develop an agency emergency management plan (high) 
• Develop an emergency response infrastructure (high) 
• Communicating the plan (medium) 
• Training and familiarization with the plan will be the first year focus (medium) 
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b) What are the estimated costs of priority 1, 2, 3 
 

As yet to be fully determined, however, this project will take a minimum of three (3) 
dedicated staff and we anticipate $500,000 start up costs to fully implement these identified 
priorities 

 
9. How will you measure success (Performance)? 
 

a) What performance measures support your action plan? 
 

Actual tabletop and simulated exercises to test the plan with all stakeholders including, Military 

Department, Emergency Management and other key players, in addition: 

• Defining and further establishing the victim assistance plan and its necessary 
partnerships 

• Communicating the victim assistance plan 
• Training and familiarization with the victim assistance plans 
• Secure funding to realize development of plan, communicate the plan and to 

train/educate the staff and team partners as soon as possible. 
 

Performance measures that directly relate to showing outcomes/results may include: 

 

• Victim assistance plans completed by 2005. 
• Communication plan for the victim assistance plan developed by 2006. 
• Communication plan implemented by 2006. 
• Familiarization education and training developed by 2006. 
• Familiarization education and training conducted by 2006. 

 
10.  What funding sources have or will be attempted other than Department of 
Homeland Security Federal funding? 
 
 As yet to be determined 
 
11.  Are there any policy or legal issues that need to be considered as part of 
this action plan? 
 
 Pending a formal response from the Attorney General’s office:  

• Personal liability of staff when engaged in implementation of the plan 
• Reallocation of funds (if necessary) from existing resources 
• Stakeholder responsibilities and liabilities 
• Review various union issues and contracting out changes to be implemented by the 

state in 2005 
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State Emergency Response Commission – Department of Ecology 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1. COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):   
 
State Emergency Management Division, Mark Ligman (EMD) 253-512-7069 or 
m.ligman@emd.wa.gov
 
2. WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  
 

mailto:nancy.bickford@mil.wa.gov
mailto:m.ligman@emd.wa.gov
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State Emergency Management Council, Washington State Patrol, Action Plan #9 SERC – 
Department of Ecology – WSP- EMD  
Department of Ecology, Washington Emergency Management Division, Washington State Fire 
Chiefs Association  
 
3. STRATEGY THIS ACTION PLAN ADDRESSES:  
 
5.8.1 Support and sustain existing regional CBRNE response capability and capacity statewide. 
5.8.2 Establish and sustain regional Hazardous Materials (HAZMAT) response capability and 
capacity statewide.  
 
A. Additional strategies this action plan supports: 4.1, 4.2, 5.1, 5.2, 5.3, 5.4, 5.5, 7.1.  
 
4. BASELINE ASSESSMENT:  
 
A. What is the status of this strategy today? Current Status - No statewide coordinating effort to 

establish a regional hazmat/CBRNE response capability. SERC tasked by EMC to develop 
proposal on response capability statewide.  Currently developing an inventory of team 
capability, training, equipment and locations..  

 
B. What funding has been received to date including the source? No funding has been 

specifically allocated to develop a coordinated regional hazmat/CBRNE response capability 
statewide.  

 
C. What capability or capacity has been created to date? Capacity, where it exists, has been 

built at the local level. Local response capability varies widely across the state. Ecology has 
limited spill response capability focusing mainly on cleanup and disposal. WSP and most 
fire departments will assume hazmat incident command where designated.  

 
5. END STATE GOAL:  
 
A. What is the end state you wish to achieve long term? Sustainable funding for a Type 1 regional 

hazmat/CBRNE response capability statewide, to include tribal lands.  
 
B. What capability needs to be created? Assess the current situation and take necessary steps to 

meet end goal.  
C. What capacity needs to be created? Assess the current situation and take necessary steps to 

meet end goal.  
 
D. What is the long term fiscal impact? Significant, but necessary. Cost to be determined based 

upon gap analysis. Potential funding sources include local, state, federal and private sector 
partners. Federal Homeland Security grant funds have been used to provided significant 
amounts of equipment to existing hazmat/CBRNE response teams over the past several 
years. Future DHS funding should be allocated to maintaining this equipment and the skills 
necessary to use it effectively.  

 
6. GAP ANALYSIS:  
 

A. What are the major gaps between your baseline and your desired end state? 
Fragmented locally based response capability with unknown interoperability. No 
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coordinated structure or funding for training, planning, equipment, administration, 
response or sustainability.  

 
7. TARGETS TO CLOSE THE GAPS (list by year to be accomplished):  
 
A. What needs to be done in year 1? Conduct an "As is" assessment and Gap Analysis. Identify 

and include stakeholder groups (to include tribal representatives). Identify potential funding 
sources. Develop proposed enabling legislation.  

 
B. What needs to be done in year 2? Develop admin. and response plan. Develop equipment, 

training and performance standards. Secure enabling legislation and other funding sources.  
 
C. What needs to be done in year 3? Equip, train and implement Type II teams.  
 
D. What needs to be done in year 4? Equip, train and implement Type I teams.  
 
E. What needs to be done in year 5? Reassess and adjust plans.  
 
F. What needs to be done beyond 5 years? Reassess and adjust plans annually.  
 
8. INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS:  
 
A. In priority order, list the specific initiatives, pilots or demonstration projects for target year 1: 

Priority 1: Perform "As-is" assessment and develop recommendations. Priority 2: Identify 
and include stakeholder groups. Priority 3: Identify funding sources and proposed 
legislation.  

 
B. What are the estimated costs of priority 1, 2 and 3 for year 1? Priority 1: medium Cost. Priority 2: 

Low Cost. Priority 3: Low Cost  
 
C. In priority order, list the specific initiatives, pilots or demonstration projects for target year 2: 

Priority 1: Develop admin. and response plan. Priority 2: Develop equipment, training and 
performance standards. Priority 3: Secure enabling legislation and other funding sources.  

 
D. What are the estimated costs of priority 1, 2 and 3 for year 2? Priority 1: Low Cost. Priority 2: 

Low Cost. Priority 3: Low Cost.  
 
9. HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  
 
Performance measures should be SMART – Specific, Measurable, Accountable, Results Oriented, 
Time Oriented.  
 
A. What performance measures support your action plan? = Performance measures need to reflect 

where we need to go (future) – indicator of preparedness. Performance measures will be 
included in the next draft of the Washington Statewide Homeland Security Strategic Plan. 
Document "As-Is" situation, recommendations, stakeholders and proposed funding by end 
of year 1. Effective plan and sustainable funding in place by end of year 2. Complete 
implementation of Type II teams by end of year 3. Complete implementation of Type I teams 
by end of year 4.  
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10. WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
 
Use federal DHS/ODP grants to conduct a contracted study of “As is” resources and develop 
recommendations to be used as a basis for legislative funding request.   A combination of public 
and private funding mechanisms will be explored to cover startup and sustaining costs.  
 
11. ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:  
 
Yes… Liability, due diligence, failure to respond, professional services contracts with designated 
teams, cost recovery, etc.  
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IDENTIFY EQUIPMENT STANDARDS, NEEDS AND PRIORITIES FOR EMERGENCY 
RESPONDERS. 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland 

Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
The Washington State Committee on Homeland Security, Equipment Sub-Committee.  
Represented by Chief A. D. Vickery, (206) 386-1400, alan.vickery@ci.seattle.wa.us, Seattle Fire 
Department; Assistant Chief Jeff Jensen, (253) 591-5798, jjensen@ci.tacoma.wa.us, Tacoma Fire 
Department; and Robert Isaman, (253) 512-7054, r.isaman@emd.wa.gov, Washington State 
Military Department, Emergency Management Division. 
 

mailto:nancy.bickford@mil.wa.gov
mailto:alan.vickery@ci.seattle.wa.us
mailto:jjensen@ci.tacoma.wa.us
mailto:r.isaman@emd.wa.gov
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Washington State Association of Fire Chiefs, Washington State Department 
of Health, Washington State Patrol, Washington State Department of Labor and Industries, 
Washington State Hospital Association, Vancouver Fire Department, King County Office of 
Emergency Management, Washington State Department of General Administration, Washington 
State Military Department, Emergency Management Division, and the U.S. Environmental 
Protection Agency. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  5.1.1 
 
5.1.1 Identify equipment standards, needs and priorities for emergency responders. 
 
 
 A.  Additional strategies this action plan supports:  Homeland Security trategic Plan, 

1.5.1, 2.1.1, 5.4.5, 5.8.1, 5.8.2 and 7.2.1 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?   

1. Equipment standards for Personnel Protective, Detection, Decontamination, Search and 
Rescue, and Explosive Device Mitigation and Remediation Equipment have been 
established and are reviewed and updated annually by the Washington State Committee on 
Homeland Security, Equipment Subcommittee.   

 
2. Equipment needs and priorities are identified by state agencies and local jurisdictions in 
the FY 2003 Department of Homeland Security, Office for Domestic Preparedness’ (ODP) 
State Homeland Security Assessment and Strategy Program and are updated annually 
during the ODP Homeland Security Grant Program (HSGP) and Urban Areas Security 
Initiative (UASI) Program processes and documented in the ODP Initial Strategy 
Implementation Plans yearly. 

 
B.  What funding has been received to date including the source? 
1. The U.S. Department of Justice, Office of Justice Programs, Office for State and Local 
Domestic Preparedness Support (OSLDPS) awarded Washington State $164,000 to 
develop a statewide terrorist threat assessment and three-year preparedness strategy for 
the procurement of needed, selected equipment items authorized in a series of equipment 
grants (Fiscal Year 1999, 2000 and 2001).  Of these funds, approximately $140,000 was 
passed through to local jurisdictions to complete jurisdictional assessments and to identify 
their equipment needs. 
 
2. The U.S. Department of Homeland Security, Office for Domestic Preparedness awarded 
Washington State $793,000 to complete the State Homeland Security Assessment and 
Strategy Program (SHSAS) as a baseline for the FY 2004 HSGP and UASI Program that 
identifies state agency and local jurisdiction equipment shortfalls and funding needs.  Of 
these funds, approximately $300,000 was passed through to local jurisdictions to complete 
the SHSAS Program. 

 
 C.  What capability or capacity has been created to date? 
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1. The state purchased and distributed $907,000 in standardized personnel protective and 
detection equipment to local jurisdictions through the FY 1999 OSLDPS State Domestic 
Preparedness Equipment Program. 
 
2. The state purchased and distributed $1,455,000 in standardized personnel protective and 
detection equipment to local jurisdictions and the Washington State Patrol through the FY 
2000 OSLDPS State Domestic Preparedness Equipment Program. 
 
3. The state purchased and distributed $1,538,000 in standardized personnel protective and 
detection equipment to local jurisdictions through the FY 2001 OSLDPS State Domestic 
Preparedness Equipment Program. 
 
4. The state purchased and distributed $5,848,050 in standardized personnel protective, 
detection, explosive device mitigation, Weapons of Mass Destruction (WMD) search and 
rescue and decontamination equipment to local jurisdictions and state agencies through the 
FY 2002 ODP State Domestic Preparedness Program.   
 
5. The state purchased and distributed $6,324,760 in standardized personnel protective, 
explosive device mitigation and remediation, WMD search and rescue, decontamination, 
and detection equipment to local jurisdictions and sub-granted $1,583,240 to the state law 
enforcement agency for interoperable communications equipment through the FY 2003 
ODP State Homeland Security Grant Program.   
 
6.  The state sub-granted $20,502,401 to local jurisdictions as part of the FY 2003 ODP 
State Homeland Security Grant Program – Part II (Supplemental Budget) to enhance 
homeland security.  A portion of said sub-grants is being used to acquire equipment.  The 
state also sub-granted $3,532,250 to the state law enforcement agency for interoperable 
communications equipment through the Part II grant.  The equipment budgets generated as 
part of the acquisition process are vetted through the Committee on Homeland Security, 
Equipment Subcommittee to ensure equipment standardization.  This process will also be 
followed for the FY 2004 and FY 2005 Homeland Security Grant Programs and Urban Areas 
Security Initiative Programs. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?   
 Identify and maintain equipment standards to ensure interoperability statewide on the basis 

of first responder needs and priorities. 
 
 B.  What capability needs to be created? 

Identify and establish equipment standards for a broad spectrum of interdisciplinary 
equipment categories. 

 
 C.  What capacity needs to be created?   
 Create working groups with interdisciplinary expertise to identify and establish equipment 

standards. 
 
 D.  What is the long term fiscal impact?   
 Fiscal responsibility by ensuring public funds are wisely invested. 
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6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?   

1. Identify and establish interdisciplinary working groups. 
2. Sustainment of sub-committee and work group activities 

  
 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?   

o Review structure of the Inter-Agency Equipment Board (A.D’s group)  
o Begin identifying and establishing interdisciplinary working groups 
o Identify and request sustainment resource requirements 
o Establish liaisons with other equipment stakeholder groups 
o Continue statewide equipment review and approval process 

 
 B.  What needs to be done in year 2?   

o Continue identifying and establishing interdisciplinary working groups 
o Develop interdisciplinary equipment standards 
o Communicate equipment standards statewide, as they are developed 
o Continue to develop partnerships and liaisons 
o Continue statewide equipment review and approval process 

 
 C.  What needs to be done in year 3?   

o Publish equipment standards statewide 
o Continue review of equipment standards 
o Continue statewide equipment review and approval process 

 
 D.  What needs to be done in year 4?   

o Continue statewide equipment review and approval process 
o Continue review of equipment standards 
o Review progress on initiatives and continue to refine  
 

 E.  What needs to be done in year 5?   
o Continue statewide equipment review and approval process 
o Continue review of equipment standards 
o Review progress on initiatives and continue to refine  

 
 F.  What needs to be done beyond 5 years?   

o Continue statewide equipment review and approval process 
o Continue review of equipment standards 
o Review progress on initiatives and continue to refine  

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1. 
 

o Create Inter-Agency Board (IAB) Working Groups 
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o Create and Fund Equipment Sub-Committee and IAB Working Groups Sustainment 
Budget 

o Conduct Equipment Review Approval Process 
 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
 

o $75,000 
 

C. In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 2:   

 
o Document Inter-Agency Board (IAB) Working Groups Procedures & Process 
o Fund Equipment Sub-Committee and IAB Working Groups Sustainment Budget 
o Develop Communication Plan and Budget for Equipment Standards 

 
 
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   
 

o $75,000 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

 
o Complete Inter-Agency Board review by Jul 2005. 
o Establish interdisciplinary working groups by Jul 2007. 
o Equipment review and approval process synchronized and completed within 

relevant grant timeline. 
o Achieve a sub-committee and working group sustainment budget by Jul 2005. 
o Liaisons developed with other equipment stakeholder groups by Jul 2005. 
o Interdisciplinary equipment standards developed by Jul 2006. 
o Communications plan developed by Jul 2006. 
o Publish and communicate interdisciplinary equipment standards by Jul 2007. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:   
 

o None 
 

o Want to request sub-committee and workgroup sustainment funding from the state retained 
portion of the State Homeland Security Grant Program. 

 
11. ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART 

OF THIS ACTION PLAN:    
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o Would like to get equipment supplied by grant funding exempt from state sales tax. 

 
o Formalizing the agreement policy on recipient responsibilities to sustain equipment 

(e.g., training and maintenance). 
 

o Codify functions and roles of the Equipment Sub-Committee as part of any future 
WAC or RCW pertaining to the Committee on Homeland Security. 

 
o Are there any liability issues for the sub-committee or its membership individually that 

could result from recommending or prescribing an equipment standard? 
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Home - Summary Matrix
 

National Incident Management System (NIMS) Incident Education and Training 
HOMELAND SECURITY ACTION PLAN TEMPLATE 5.3.4 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland 

Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Steve Kalmbach, (360) 570-3119, Washington State Patrol-Fire Protection Bureau, 
steve.kalmbach@wsp.wa.gov  
 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Washington State Patrol; Washington Association of Sheriff's and Police 
Chiefs; Washington Military Department Emergency Management Division 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.3.4 (Develop a state-wide NIMS 
Incident Command System (ICS) education and training program). 
 
 A.  Additional strategies this action plan supports:   
 
4.  BASELINE ASSESSMENT: 
 
What is the status of this strategy today?  Historically, there has been no single universally 

accepted or recognized Incident Command System (ICS) training to ensure multiple 
disciplines working together at a major incident (Unified Command) will be able to 
communicate and work together efficiently to accomplish the mission at hand. 

 
 Some State Agencies and Local Jurisdictions train personnel in ICS.  Some Agencies and 

Jurisdictions provide the training under the authority of the National Interagency Incident 
Command System (NIIMS), National Fire Academy (NFA), Federal Emergency 
Management Agency (FEMA), Department of Justice (DOJ) and others.  Some are 
nationally developed and recognized, while others are developed locally.  Some provide 
certification and others simply issue a certificate of attendance. 

  
 The Department of Homeland Security has developed a comprehensive nationwide 

framework for incident management that will enable responders at all levels to work together 
more effectively; managing incidents no matter what the cause, size or complexity.  The 
National Incident Management System (NIMS) incorporates best practices currently in use 
by incident managers at all levels. It was developed through extensive outreach to state, 
local and tribal officials, the emergency response community and the private sector.  NIMS 
will be managed and maintained by the NIMS Integration Center (NIC), which was 
established by the Secretary of Homeland Security to provide strategic direction for and 
oversight of the system, including continuous refinement of the system and its components 
over the long term.   

mailto:steve.kalmbach@wsp.wa.gov
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 B.  What funding has been received to date including the source?  None 
 
 C.  What capability or capacity has been created to date?  The NIC will facilitate the 

development of a national system of guidelines, protocols and standards for NIMS 
implementation; training requirements, national-level training standards and assessment 
criteria for the various components of the NIMS; and compliance requirements and timelines 
for federal, state, local and tribal entities implementing the NIMS.      

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  It is anticipated that at the 

completion of this program we will be able to provide training to all disciplines in the 
management of all risk incidents and events; regionally and statewide.  This management 
system should be consistent with the NIMS and will qualify under the adoption criteria as 
established by the ODP. 

 
 B.  What capability needs to be created?    The State needs to fully understand the ODP 

NIMS process and how NIC will assist it while developing a  system to assemble and 
collaborate with appropriate stakeholders to build a program with certified instructors that 
have the capacity to provide NIMS training and exercises to any jurisdiction. 

 
 C.  What capacity needs to be created?  We need national guidance to establish the 

criteria for the formal adoption and institution of NIMS.  Additionally we need to develop or 
adopt a training standard, curriculum, course syllabi, a certification process and seek a 
funding mechanism for success. 

 
 D.  What is the long term fiscal impact?  Federal Homeland Security Grant programs are 

anticipated to continue without a match requirement for the next three years, anticipate a 
25% State/Local match for the next three years, anticipate 100% state funding within seven 
to ten years. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  
1.  Identification of those State and Local Agency'(s) or entity'(s) that are utilizing ICS, determining 
their usage of this command system.  Evaluation of their training curriculum for propriety to ensure 
it follows federal NIMS criteria.  
2.  Coordinate with NIC to define compliance criteria.   
3.  Develop and implement a training strategy.   
4.  Develop and implement a Credentialing System.  
5.  Research long range funding.   
 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Identification of those State and Local Agency'(s) 

or entity'(s) that are utilizing ICS, and to what extent, then evaluate their training curriculum 
compatibility to NIMS.   
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 B.  What needs to be done in year 2?  In Year 1 and 2 – Coordinate efforts with NIC to 
define compliance criteria.  Develop training strategy. 

 
 C.  What needs to be done in year 3?  In Year 2 and 3 - Implement a training strategy. 
  
 D.  What needs to be done in year 4? In Year 3 and 4 - Develop and implement a 

Credentialing System.  
  
 E.  What needs to be done in year 5? Research long range funding.     
 
 F.  What needs to be done beyond 5 years? Research long range funding.    
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:   
1.  Submit a proposal to the Committee on Homeland Security (CHS) to task the Training 
Subcommittee or establish a new committee to  assist in the identification of State and Local 
Agency'(s) or entity'(s) that are utilizing ICS, and to what extent then evaluate their training 
curriculum for compatibility to NIMS criteria   
 
2.  Define Compliance Criteria as established by ODP. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   Unknown 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  
 

 Develop and Implement a Training Strategy   
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Unknown 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance measures 

need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan  
 
1.  Define compliance criteria with guidance from the NIC and identify those entities that 
currently use or need to use and ICS type system and their current training status by March 
31, 2005.  
 
2.  Identify State Agency'(s) that are not currently utilizing any ICS, provide compliance 
criteria, collaboration and training opportunities by March 31, 2005.   
 
3. Identify statewide local jurisdictions that should implement NIMS and conduct an outreach 
program to help assist with NIMS implementation by 2005.  
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4.  Identify, establish and provide funding support for the NIMS Working Group to develop 
the training and outreach strategy September 30, 2005.   
 
5.  Provide information and training opportunities to local jurisdictions by 2005. 
 
6.  Submit the strategy to the CHS for approval at the October 5, 2005 meeting.   
 
7.  Implement Training by March 31, 2005 and complete the training by September 30, 2006   
 
8.  Develop and Implement a Credentialing System by December 31, 2008. 

 
 

1. Define compliance criteria from the NIC then Identify State Agency'(s) that are currently 
utilizing ICS, and to what extent, then evaluate their training curriculum for compatibility to 
NIMS criteria by March 31, 2005.  

 
2.  Identify State Agency'(s) that are not currently utilizing any ICS, provide compliance 
criteria, collaboration and training opportunities by March 31, 2005.   

 
3.  Identify and contact Local Jurisdictions that are currently utilizing ICS, evaluate the 
extent and training curriculum for propriety to ensure it follows federal NIMS criteria and 
then contact other Local Jurisdictions and entities that desire to engage or keep federal 
funding and provide them with information and training opportunities and finally Identify, 
establish and provide funding support for the working group that is going to develop the 
training and outreach strategy September 30, 2005.   

 
4. Submit the strategy to the CHS for approval at the October 5, 2005 meeting.   

 
5.  Implement Training by March 31, 2005 and complete the training by September 30, 2006   

 
6.  Develop and Implement a Credentialing System by December 31, 2008. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
 
Funding will be requested through Homeland Security Grant opportunities and There may be grant 
opportunities from sources yet to be identified.   
 
 
 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:  Unknown  
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Home - Summary Matrix
 

Washington State Northern Border Security 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 3.5.1 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Captain Mike DePalma, 360-753-0271, Washington State Patrol, Field Operations Bureau  
mike.depalma@awsp.wa.gov    
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN: No current plan is in place (see following information).  Stakeholders will be 
identified and contacted for full development and concurrence.  Those to be involved include, but 
are not limited to the following: US Border Patrol, US Customs, Department of Homeland Security, 
Washington National Guard, Canadian Government. 

mailto:nancy.bickford@mil.wa.gov
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 3.5.1 (Define roles and 
responsibilities and work on actions to improve the northern border area security). 
 
 A.  Additional strategies this action plan supports:  (To be determined). 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  No current plan is in place, and a 

comprehensive assessment of infrastructure security by sectors has not been 
accomplished.  Vulnerability assessments need to be completed in coordination with all 
stakeholders.    

 
 B.  What funding has been received to date including the source?  None 
 
 C.  What capability or capacity has been created to date?  Capability and capacity for 

response and action will be determined during development of the action plan and 
dependent on available funding options. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  The creation of a contingency 

plan should enhance security of the northern border of Washington with Canada through the 
use of partnerships and mutual aid.  The plan will provide commitments of identified assets 
and personnel should federal entities require Washington State assistance to maintain the 
integrity of the border.  

 
 B.  What capability needs to be created?  Law enforcement and security capability are 

needed to maintain and increase the integrity of the northern border.  This would include 
identification of equipment, manpower, protocols, interoperable communications, and 
information sharing capability. 

 
 C.  What capacity needs to be created?  Other than anecdotal information sharing there is 

no formal method for disseminating intelligence information between agencies.   Formal 
agreements to identify necessary information and personnel will need to be crafted and 
provided to participating agencies.     

 
 D.  What is the long term fiscal impact?  At this time, without a formal plan in place, it is 

unknown what type of financial impact this objective will create.  It is anticipated that minimal 
funding would be needed, as the majority of security issues fall to the US Border Patrol.  
WSP’s contribution would likely be with occasional manpower support and intelligence.    

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  1.  

Stakeholder identification.  2.  Needs assessment.  3.  Manpower to conduct assessment, 
analysis and produce plans.  4.  Protocols for joint operations.  5.  Appropriate funding.   
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7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Identification of stakeholders and needs 

assessment from each identified partner.  Initiate assessment for funding review. 
 
 B.  What needs to be done in year 2?  Complete the assessment, conduct the analysis. 
 
 C.  What needs to be done in year 3?  To be determined. 
  
 D.  What needs to be done in year 4?  To be determined. 
  
 E.  What needs to be done in year 5?  To be determined. 
 
 F.  What needs to be done beyond 5 years?  Reassess and adjust plans. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  1.  identify stakeholders.  2.  Determine each agencies level of involvement 
and commitment to the project.  3.  Begin initial assessment to determine needs.  4.  Start 
security plan template.  

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Unknown at this time. 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  See A above for examples. 
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Unknown at this time. 
 
 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan?   
 
1. Determining need for additional border security and completion of the assessment for 

each county, infrastructure sector by 2006.   
2. Completion of the security plan by county within by 2008.   
3. Funding level to support the security plan budgeted and secured by 2006. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  To be 
determined. 
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11. ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART 
OF THIS ACTION PLAN:   A variety of initial issues including protocols for operating with 
multiple agencies, but policy and legal issues to be determined during initial meetings.
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Washington Statewide Communications Interoperability & Connectivity  
(Plans – Protocols – Inventories) 

State Interoperability Executive Committee -- Communications 
 
 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland 

Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
(a)  Dennis Hausman. 360.902.3463, DennisH@dis.wa.gov - Washington State Department of 
Information Services (State Interoperability Executive Committee Staff) (b) Leroy Hurt, 
360.902.3574, LeroyH@dis.wa.gov - Washington State Department of Information Services  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  The following agencies, offices, associations collaborated by taking part in 
the planning of this action plan and or in vetting the plan to a larger group: 

o Lowell Porter, Washington State Patrol 

mailto:nancy.bickford@mil.wa.gov
mailto:DennisH@dis.wa.gov
mailto:LeroyH@dis.wa.gov


Action Plan #13 

State Interoperability Executive Committee (SIEC) 

o James Broman, City of Lacey Fire Department 
o Ken Irwin, Washington Association of Sheriffs and Police Chiefs 
o Rob Sofie, Washington Association of Sheriffs and Police Chiefs 
o Mary Corso, Washington State Fire Marshal 
o Mark Kahley, Washington State Department of Natural Resources 
o John Conrad, Washington State Department of Transportation 
o Timothy Lowenberg, The Adjutant General 
o Glen Woodbury, Washington State Emergency Management Division 
o Stuart McKee, Washington State Department of Information Services 
o Michael McVicker, Washington State Department of Information Services 
o Mike Doherty, Washington State Association of Counties 
o Alan Komenski, Association of Washington Cities 
o Tom Griffith, Washington State Emergency Management Association 
o Alan Hull, Washington State Department of Transportation 
o Bob Johnson, KITTCOM 
o Scott Bream, Washington State Department of Information Services 
o Bob Wentworth, City of Spokane 
o Clark Palmer, Washington State Patrol 
o Dan Johnson, Washington Fire Marshal 
o Marc Johnson, Washington State Department of Natural Resources 
o Roy Lum, Washington State Department of Information Services 
o Don Miller, Washington State Emergency Management Division 
o Donald Wilbrecht, Washington State Department of Corrections 
o Fred Radovich, Motorola Corporation 
o Joe Huden, Washington Military Department 
o Jim Hall, Yakima Valley Office of Emergency Management 
o Joe Russo, Washington State Patrol 
o John McIntosh, Washington Department of Fish and Wildlife 
o Jose Zuniga, Washington State Department of Corrections 
o Kit Eldredge, MA/Com Corporation 
o Lori Bame, LEAP Committee, State of Washington 
o Tom Parma, Washington State Department of Information Services 
o Sharon Fasnacht, Association of Washington Cities 
o Steve Taylor, City of Tacoma 

 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  2.1, 2.1.1, 2.1.2, 2.2, 2.2.1 
 
2.1 Ensure interoperability for communications equipment, networks (and advisory systems) to 

achieve statewide communications capability. 
2.1.1 Define statewide interoperability standards and inventory statewide systems in collaboration 

with the State Interoperability Executive Committee (SIEC). 
2.1.2 Resolve interoperability gaps, including both voice and data capability. 
 
2.2 Define communications protocols and methodologies to ensure statewide connectivity. 
2.2.1 Establish a homeland security communications plan for both secure and non-secure means 

to communicate internally and externally with local, state and federal partners. 
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 A.  Additional strategies this action plan supports:  Homeland Security Plan and 
Domestic Security Organization Oversight and Review, 1.1.1, 1.2.2, 1.5.1, 2.2.4, 2.3.1, 
3.1.1, 3.1.4, 3.1.5, 3.3.1, 5.2.3, 5.2.4, 5.3.4, 5.5.1, 5.5.2, 7.1.1, 7.1.2, 7.2.2, 7.3.1 

 
4.  BASELINE ASSESSMENT: 
 

A. What is the status of this strategy today?   
In an effort to determine short-term and mid-term interoperability opportunities the SIEC (1) 
performed an inventory of state-owned public safety and initial responders communications 
assets and (2) created an Interim Communications Plan. Both documents are available at 
the SIEC Website: http://siec.wa.gov
 
Additionally, the Department of Information Services did apply and receive funds from the 
Department of Homeland Security to perform an (3) inventory of all public safety and initial 
responder communications assets in the state and (4) create a final statewide 
communications plan. 

 
B. What funding has been received to date including the source?  
Pending the signing of a contract with Emergency Management Division a grant in the 
amount of $850,000 was received from the Department of Homeland Security. 

 
C. What capability or capacity has been created to date?   
At this time, no additional capacity has been created. The first steps required for statewide 
fully interoperable communications systems are a complete inventory of assets and a 
strategic plan. It is anticipated that both requirements will be met by May 2005. 

 
5.  END STATE GOAL: 
 

A. What is the end state you wish to achieve long term?   
We anticipate being able to create a statewide fully interoperable radio system network in 
the State of Washington. As this system is developed, the SIEC will begin creating technical 
and communications standards for radio interoperability in Washington state, coordinate 
and manage on behalf of the State all state licenses for radio communications, including the 
use of state owned and state designated frequencies. Additional responsibilities of the SIEC 
include: 

o Seeking support, including possible federal funding, or other funding for state and 
local government sponsored wireless communications 

o Develop recommendations for legislation that will promote interoperability 
o To foster cooperation and coordination among public safety and emergency 

response organizations 
o Work with the wireless communications groups and associations to ensure 

interoperability among all public safety and emergency response organizations 
 

B. What capability needs to be created?   
(a) The capability of the radio system or network will be determined by the statewide 

communications study that has been funded.  

(b) Additional capability will be determined by the plan,  

http://siec.wa.gov/
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(c) Sustainable funding source for this project will be required for both the initial 
implementation and 
(d) for system enhancement and modernization  
(e) As the communications plan is developed there must be a method that can be used 
to prioritize funding opportunities.  
(f) Long-term governance issues will eventually need to be decided.   

 
C. What capacity needs to be created?   

(a) The capacity of the radio system or network will be determined by the number of subscribers, and the requirements of the final 
communications plan.  

  
 

D. What is the long-term fiscal impact?   
At this time, there is no estimate on the long-term fiscal impact of this project. What is 
known however, is the devastating effects of lack of action and the probable loss of life and 
property should we not move forward with a communications plan in all deliberate speed. 

 
6.  GAP ANALYSIS: 
 

A. What are the major gaps between your baseline and your desired end state?   
As of this date, a gap analysis has not been performed. Within state public safety and 
initial responders we did learn that agencies are currently on four different frequency 
bands in the radio spectrum. A complete report can be found at http://siec.wa.gov
 
 
 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 

A. What needs to be done in year 1?   
(a) Identify caches of available portable radio equipment and develop a plan for 

activation and deployment, 
(b) Develop and implement a statewide VHF wide-band analog plan for current 

interoperability coordination channels,  
(c) The Information Services Board should maintain oversight over state owned and 

operated acquisitions and disposition of radio equipment,  
(d) The state must develop a strategic enterprise approach to managing state public 

safety and initial responder communications systems.  
(e) Complete a statewide (local government) survey of public safety and initial 

responder radio assets  
(f) Work with EMD in the creation of a statewide NIMS Communications Plan,  
(g) The state using an enterprise approach, must start one building radio systems, 

and share whenever possible,  
(h) Create educational materials that would be helpful for public safety in determining 

frequencies and emergency procedures.  
(i) Create a one-stop Web interface that allows agencies to find the latest activities of 

the SIEC. 
 

B. What needs to be done in year 2?   

http://siec.wa.gov/


Action Plan #13 

State Interoperability Executive Committee (SIEC) 

(a) Identify additional VHF channels that could be used as interoperable Command 
and Control frequencies  

(b) Identify those state agencies that have purchased gateway devices, and 
determine if reassigning them to more strategic locations would help state and 
local government work towards interoperability,  

(c) Establish mini-caches of portable radio equipment that could be used by incident 
commanders  

(d) Complete a final communications plan that will include state, local, tribal and 
federal governments  

(e) The SIEC must determine the standards best suited for interoperability in 
Washington, these standards should be open, non-proprietary. 

 
C. What needs to be done in year 3?   

(a) Create an identifiable and sustainable funding scheme for public safety radio 
systems, which may include funding for state and local government systems.  

(b) The State must find better ways to share its assets, to include a schema that 
reduces each agency’s need to charge (other) state agencies and local 
governments for use of structures, bandwidth (in times of emergency). This is in 
recognition that we’re all here to serve the citizens of the State of Washington. 
The State’s citizens are also the local government’s citizens. 

  
D. What needs to be done in year 4?   

(a) Review strategic planning process and system infrastructure.  
(b) Continue refining years initiatives from years 1-3. 

  
 

E. What needs to be done in year 5?   
(a) Review strategic planning process and system infrastructure.  
(b) Continue refining years initiatives from years 1-4. 

  
 

F. What needs to be done beyond 5 years?   
(a) Review strategic planning process and system infrastructure.  
(b) Continue refining years initiatives from years 1-5 and beyond 

  
 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 

ESTIMATED COSTS: 

 
A. In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:   
Priority One: Quick survey of selected local government initial responder 
communications assets. This will be used to inform Priority Two. 
Priority Two:  Survey of all initial responder communications assets in the State of 
Washington. (This information will inform priority three.) 
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Priority Three – Informed by Priorities One and Two (above), the statewide 
communication Plan that will include a series of recommendations that will inform the 
priorities in years 2-5. This communication plan will include information that will enable 
the State of Washington to become functionally fully interoperable with other jurisdictions 
and will become the roadmap that will be used to achieve our required outcomes (as 
outlined in the Strategic Plan.) 

 
 
 

B. What are the estimated costs of priority 1, 2 and 3 for year 1?   
One-time cost of $850,000, which will be paid by Homeland Security Funding. 

 
C. In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:   
It must be noted that absent the complete Communications Plan, which is the target of 
Priority Three in year One, the information contained herein is based only upon a series 
of recommendations made by an Interim Communications Report.  
There are two specific targets in year two of this plan however; a third has been inserted 
as a “placeholder.”  

1. Hire two FTEs that will be used in support of the SIEC’s requirement for frequency 
management. At the time of this report, these FTEs would be used to manage 
frequencies licensed by state government only. It should be noted, that if 
legislation where to change allowing local government to use state resources, 
then these FTEs may be used for supporting local government co-channel 
coordination as well.  

2. Purchase radio equipment caches that will be deployed in each of the nine 
Homeland Security Regions in the State. These caches will be used as required 
by state, federal and local government to assist an Incident Commander create an 
Incident Command Structure when required as incidents develop. It is anticipated 
that Homeland Security Funds may be used for this purchase. Maintenance for 
this equipment will be paid by the state agency that will own this equipment. 

3. Pursuant to introduction above, there is apt to be additional priorities, however, 
they are currently unknown and will remain unknown until the completion of the 
final communication plan (May 2005) 

 
 

D. What are the estimated costs of priority 1, 2 and 3 for year 2?   
1. The first year costs for priority one (FTEs for frequency management) is projected 

at $193,171.00 with $173,171.00 reoccurring costs. 
2. The first year costs for priority two (radio equipment caches) is expected to be 

$509,400.00 with $14,400.00 per year as reoccurring costs. 
3. Pursuant to introduction above, there will likely be additional priorities, however, 

they are currently unknown and will remain unknown until the completion of the 
final communication plan (May 2005) 
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9. HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures 
should be SMART – Specific, Measurable, Accountable, Results Oriented, Time 
Oriented. 
In year one, success will be measured by the following. 
 
A. Complete the preliminary inventory report for local jurisdictions by 2004. 
B. Complete state forums to determine user community needs for interoperability radio 

equipment by 2004. 
C. Contractor hired to develop statewide communications inventory and plan by 2004. 
D. Statewide inventory “living document” maintained on the Internet by 2005. 
E. Statewide inventory completed and published by Jan. 30, 2005. 
F. Communications Plan options developed, vetted and SIEC selection finalized by 2005. 
G. Statewide communications plan published by May 30, 2005. 
H. Discussions initiated on governance issues that address requirements in 

Communications Plan by the SIEC and the community of interest by 2005., 
 

 
What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan 

 
Targets to Begin Year 1-   

(1) Create, implement and publish preliminary inventory of local 
government public safety communications assets. 

(2) Create, implement statewide inventory of initial responder assets. 
(3) Inventory of statewide assets should become a living document on 

the Internet. 
(4) Publish results of the statewide initial responder communication 

inventory. 
(5) Start working on the final Communication Plan to include initial 

responder community of interest.  
(6) Start working on a business plan to improve interoperable 

communications forward. 
(7) Complete analysis of communication alternatives 
(8) SIEC determines best alternative communication plan for Washington 

state. 
(9) Publish statewide Communications Plan 

 
Targets for Year 2- 

(1) Hire two FTEs for the purposes of frequency management for state 
owned frequencies. 
(2) Acquire radio equipment caches. 
(3) Assist appropriate agency with NIMS implementation 
(4) Deploy radio equipment caches to locations in each of the nine 
Homeland Security Regions. 
(5) Train Incident Commanders on the proper use of radio caches 
(6) Train FTEs on procedures required for frequency management. 
(7) Create training materials for radio caches. 
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(8) Implement interoperability frequencies in as many jurisdictions as 
possible. This would include statewide licensing with blanket statewide 
authorization to use frequencies. 
(9) Create, publish and disseminate training material of interoperability 
channels and radio caches equipment. 
(10) Perform analysis on the requirement for state agencies to recover all 
charges associated with the use of state assets by local government.  
(11) Discuss governance changes to SIEC to allow for interoperability 
plans to take effect. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:   
 
1. Funding that has been received –  
The Department of Information Services on behalf of the State Interoperability Executive 
Committee applied for and received a grant for the Office of Domestic Preparedness via the State 
Homeland Security block grant. This grant is to pay for a statewide (a) inventory of all local 
government public safety wireless assets, augment the survey performed by the state with 
additional information about state radio assets and (b) to complete a statewide communications 
plan.  Local jurisdictions and governments have requested and received interoperability funding to 
improve communications on a local and regional basis.  
 
 2.  Funding that will be attempted -- The Department of Information Services on behalf of the 
State Interoperability Executive Committee will be attempting to obtain state general funds to pay 
for (a) two full time FTEs to manage on behalf of the SIEC state owned and state designated 
frequencies and (b) additional funds will be requested to purchase radio caches that will be placed 
at strategic locations that would allow an incident commander immediate command and control 
radio communications.  It should be noted that the radio caches (outlined in 2-b above) might 
also be funded by the Department of Homeland Security. Local jurisdictions will continue to 
request DHS funding for interoperability equipment and systems to meet local needs.  
  
             
3.  Future funding – As the statewide interoperability plan approaches completion it is 
anticipated that additional funding will be required. Funding will include and not be limited to: 

(a) Moving the initial responder community to narrowband frequencies. This one 
aspect of the plan will encompass every initial responder in the state. This will be 
done pursuant to Federal Communications Commissions requirements, and will 
require substantial investment of funds. 

(b) It is unknown if the State will migrate to one frequency band or if interoperability will 
be achieved within frequency band. Whatever the final solution, the technology to 
either migrate or interconnect frequencies will require additional, yet unknown 
amounts of funding.    

 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   
  
This question will be broken into three distinct sections (a) principles, (b) policy and (c) legislative. 

(a) Guiding Principles – Thinking in terms of enterprise radio networks requires a new 
strategic approach to performing business. No longer does it make sense for agencies or 
jurisdictions to actively engage in disparate approaches with hopes that eventually 
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technology will enable interoperability of different systems. Rather, it is time to build systems 
with clear vision that drives the development of interoperable systems from the very 
beginning. To implement a new enterprise approach, the following principles are proposed: 

a. Build wisely, build once and share often. Build with future expansion capabilities in 
mind. 

b. Spectrum licensed by the state will be maintained as a natural resource and, to the 
greatest extent possible, be shared and maintained to provide the greatest return on 
investment. 

c. Communication solutions should be based upon non-proprietary “open standards” 
when possible. 

d. Topography and population density may dictate the appropriate use of radio 
frequencies and technologies. 

e. Solutions for state funded radio systems should consider the sharing of assets, 
capabilities and capacity between state and local government when appropriate. 

f. Solutions using state funds should be planned with an enterprise view toward 
connectivity and interoperability with state federal and local governments 
communications assets. 

g. Equipment shall have a lifecycle strategy to assist in planning and management. 
 

(b) Policy Recommendations – To more effectively guide state investments in public safety 
communications systems, the SIEC will need to create many new processes to manage and 
coordinate the use of assets in a way that fosters cooperation between state and local 
government. 

a. Pursuant to state law, the Washington State Information Services Board (ISB) shall 
maintain oversight responsibility over acquisitions and disposition of state-owned and 
operated public safety radio systems. 

b. To develop a strategic enterprise approach to managing state public safety 
communications systems and interconnections with local systems, the SIEC shall 
recommend funding, pursuant to ISB authority and direction, for major enhancements 
of state public safety agency networks or equipment.  

c. The SIEC must identify a sustainable funding mechanism to pay for upgrades, as 
well as for future staffing requirements. The SIEC shall also apply for federal grants 
that apply to communication interoperability for state and local governments. 

d. The SIEC will assist, to whatever extent possible, in the standardization and 
implementation of the National Incident Management System (NIMS), and provide 
education in the use of NIMS that can be used by initial responders. This system will 
include a frequency plan to assist emergency units when entering a disaster area. 

e. The SIEC will assist with the creation of educational materials to assist state and 
local initial responders in interoperable communication 

 
(c)  Recommended Legislation Action – Potential legislative changes that would promote 

both interoperability and cooperation between state and local government include the 
following. 

a. Current legislation that governs the operations of many state agencies requires that 
they recover the cost of providing products and services to other public agencies. It is 
believed that this legislative mandate could prove problematic with respect to 
interoperability. This would be true especially in many rural counties of the state, 
where there may be a need for the use of a state asset and the county simply cannot 
pay for the use of what is needed. Exploration of current legislation must take place 
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with the desired outcome to waive, or reduce fees charged by state government to 
local jurisdictions. 

b. The Department of Natural Resources manages vast amounts of public lands and 
other natural assets on behalf of public schools and other public entities in 
Washington state. As a trustee for these assets, DNR is legislatively required to 
wisely manage these trusts to produce a return on investment and compensate the 
beneficiaries for material changes to assets they manage. DNR is expected to play a 
major role in the coordination of land and assets required to achieve enterprise-wide 
interoperability. The SIEC in conjunction with DNR will explore changes in legislation 
by which DNR could meet its custodial obligations, while at the same time 
contributing land or other resources that would further the cause of interoperability in 
Washington state. 

c. The SIEC shall apply for federal grants that apply to communication interoperability. 
However, it must be noted that interoperability, the final communications plan must 
find a sustainable, dependable funding mechanism that will last for multiple biennia. It 
is likely that the SIEC will create a series of recommendations to the Legislature that 
will create a sustainable funding mechanism for the state, and perhaps local 
government.  

d. As the final statewide communications plan is developed, it is likely that a 
governance structure will need to be put into place. This governance structure will 
probably need Legislative approval, as it will also change the way funding to 
agencies occurs. No longer would agencies compete for precious state funds, rather 
it would be the SIEC enterprise asking for funding and re-distributing those funds to 
agencies that require initial responder funding. This new governance structure will 
define organizational responsibilities and requirements. The structure will also best 
be in a position to identify and prioritize requirements of state agencies. 

e. The SEIC should also act as a coordination point for local jurisdictions seeking 
interoperability funding.  This will help insure the viability of the statewide 
communications plan by guiding local jurisdictions to compatible equipment and 
systems.  The SEIC could also assist the local jurisdictions by providing advice and 
resources for grant availability and applications. 

f. The SIEC should create a vision to include statewide network used by State mobiles 
and portables for daily and routine traffic and to allow local jurisdictions at their option 
to join the network in lieu of having to build, operative, and/or maintain an 
overlapping locally owned network. As local jurisdictions  (may at their option) 
become associate members of the SIEC Network – governance; requirements and 
logistics will be determined at a later date. 

g. With a change in legislation, local governments (at their option) may be permitted to 
join the SIEC Network and become a full partner in such an endeavor.  

 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 

 
 
 

mailto:nancy.bickford@mil.wa.gov
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Home - Summary Matrix
 

Washington Statewide Lessons Learned – Best Practices Sharing System 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
 
Tom Symonds, 253-798-7842, tsymond@co.pierce.wa.us, Pierce County Department of 
Emergency Management and the Washington State Emergency Management Association 
(WSEMA) 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN: Pierce County DEM and WSEMA 
 

mailto:nancy.bickford@mil.wa.gov
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3.  STRATEGY THIS ACTION PLAN ADDRESSES: . 
 
5.5.1 Research best practices in other states, and pursue partnership and pilot project 
opportunities. 
 
5.5.2 Utilize and/or conduct after action reviews for exercises, training, planning sessions and 
other opportunities. 
 
5.5.3 Document and share lessons learned to help build our mutual strength and knowledge.  
 
 A.  Additional strategies this action plan supports:        
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today? 
 
A comprehensive polling of other states for best practices has not been accomplished.    
 
 B.  What funding has been received to date including the source? None   
 
 C.  What capability or capacity has been created to date?  
 

Some information outlets have developed:  DHS LLIS.gov, State Homeland Security 
newsletter, and Regional Portal (Kitsap Co. initiative).  These will play a role in the 
development of the lessons learned/best practices data base.   

 
5.  END STATE GOAL: 
 

A. What is the end state you wish to achieve long term?  
 
A statewide, comprehensive, user-friendly data base with documented "lessons learned," 
after action reports, and best practices in exercises, training, planning and other homeland 
security regional issues. 
 
  

 
B. What capability needs to be created? 
 
Enhance capabilities for collecting information. 

 
• Identify key stakeholders, contributors, and consumers of information; 
• Include stakeholders in planning process for information sharing; 
• Identify the data categories most relevant; 
• Identify the data sources from whom or from which the data can be received, extracted, or 

collected; 
• Identify the technology and techniques needed in support of the data collection; 
• Enhance awareness and cooperation in information gathering; 
• Establish data and information gathering process. 
 
Establish a framework for sharing information. 
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• Establish basic standards by which the information products are created and shared; 
• Establish data and information formatting, posting, and dissemination processes; 
• Establish a “reception center” for the accumulation of data; 
• Clearly articulate categories of data and information to be shared; 
• Include in the information sharing framework private emergency medical services (EMS) 

and volunteer firefighters with appropriate limitations; 
• Establish a process for information sharing across all tiers of government and the private 

sector, which specifies dissemination to the lowest organizational level possible to ensure 
that line personnel will receive appropriate information. 

 
Establish an information exchange network and directory for information sharing. 
 
• Design the information sharing program to ensure that all appropriate agencies and 

organizations (Public Health, EMA, EMS, Fire, selected Private Sector, etc.) at all tiers 
(local, regional, and state) receive the information; 

• Agree upon the location, structure, and funding for a centralized information “reception 
center;” 

• Consider ease of use and familiarity in defining the information network to ensure that 
information is accessible and usable; 

• Review the participant agencies and organizations to ensure that all appropriate 
representatives are linked to the information sharing system. 

 
Evaluation/Follow-up 
 
• Evaluate the collection, assessment, storage, access, and dissemination of information 

periodically; 
• Examine the information sharing framework periodically to determine that all agencies are 

sharing appropriate information systematically; 
• Test new sources and methods of information gathering and sharing to enhance the 

complex adaptive nature of the information sharing process.   
 
 C.  What capacity needs to be created? Data collection, processing, posting and follow-

up.    
 
 D.  What is the long term fiscal impact?   TBD 
 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  
 

1.  Manpower and "ownership" (i.e., who controls/maintains) of process.   
2.  Software to process, store, display data.   
3.  Funding sources.     

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  

1. Address manpower/ownership issue; secure funding 
2. Develop/secure software 
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3. Initiate data collection process.  
 
 B.  What needs to be done in year 2?  
 

1. Complete collection/formatting/presentation of data. 
2. Complete evaluation/follow-up methodology.    

 
 C.  What needs to be done in year 3?   Evaluate and sustain lessons learned best practice 

system. 
  
 D.  What needs to be done in year 4?   Evaluate and sustain lessons learned best practice 

system. 
 
  
 E.  What needs to be done in year 5?   Evaluate and sustain lessons learned best practice 

system. 
 
 
 F.  What needs to be done beyond 5 years?   Evaluate and sustain lessons learned best 

practice system. 
 
 
 
 
 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A. In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  
 

1.  Adopt methodology   
2.  Determine "ownership"   
3.  Purchase software.   
4.  Begin collecting data by state and by local region/county.     

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  TBD 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  TBD 
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  TBD 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance measures 

need to reflect where we need to go (future) – indicator of preparedness.  
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Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan 

 
1.  Completion of project within 2 years (2006)  
2.  Funding to sustain program in out-years (2007 and beyond).   
 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:   
 

Grant opportunities have yet to be investigated. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   
 
Security of "classified/sensitive" lessons learned, after action and best practices data; controlled 
access to the data.    
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 

mailto:nancy.bickford@mil.wa.gov
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Washington State EOC - Private Sector Information Sharing Partnership 
 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier): 
Paul McNeil, 253-512-7033, p.mcneil@emd.wa.gov, Washington Military Department, Emergency 
Management Division   
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN: Washington Military Department Emergency Management Division; 
Washington Department of Community, Trade, & Economic Development (CTED); Washington 
State Department of Agriculture (DA); King County Office of Emergency Management (OEM).    

mailto:nancy.bickford@mil.wa.gov
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3.  STRATEGY THIS ACTION PLAN ADDRESSES: Strategy 1.5.2 (Include the business 
community in the state Emergency Operations Center to ensure a strong partnership during 
disaster operations.   
 
 A.  Additional strategies this action plan supports: 1.5.3 (include the business 

community in the statewide domestic infrastructure membership); 1.5.4 (Explore the best 
ways to communicate and educate the business community for homeland security).   

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Currently the state EOC maintains liaison 

with the Department of Agriculture and the Community Trade and Economic Development 
Directorate who are the principal state government agencies that liaison with the statewide 
private sector.  In addition, the new ESF #14 (Community Recovery, Mitigation, and 
Economic Stabilization Annex) in the National Response Plan is in draft, and our efforts 
within the state should be congruent to this ESF annex.  Our plans are to continue to 
explore and develop this strategy.  

 
B.  What funding has been received to date including the source?   None 

 
 C.  What capability or capacity has been created to date? Collaboration and discussions 

with the CTED and DA State Agency Liaisons are ongoing; plan to invite and include the 
Association of Washington Business (AWB) (State Chamber of Commerce) in future 
discussions and planning.   

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  
 

1. Provide a framework that includes the business community in the State Emergency 
Operations Center and ensures a strong partnership during disaster operations.  
 
2. Regional, county and local EOC's follow suit.   

 
 B.  What capability needs to be created? The capability already exists in the state EOC 

and with its state agency partners in CTED and DA.   
 
 C.  What capacity needs to be created? The capacity already exists in the state EOC and 

with its state agency partners in CTED and DA. The next step is to bring AWB into future 
discussions and planning.  

 
 D.  What is the long term fiscal impact? No federal or state funding is available for EOC 

enhancement or upgrades. Additional workspace and support must be provided for 
additional ESF's.    

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state? Time. 

Discussions have been underway and will continue. The AWB, to be added, is expected to 
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be a key contributer to the process and will bring a new perspective and perhaps some 
fresh ideas. However, significant hurdles are not anticipated.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  
 

1. Assess and analyze the most obvious way(s) to include the business community, and 
consider alternatives.  

 
2. Formulate a plan.  
 
3. Begin implementation of the plan.   

 
 B.  What needs to be done in year 2?  
 

1. Complete implementation.  
 
2 Assess the plan.  
 
3. Present the plan to regions and locals.    

 
 C.  What needs to be done in year 3?   
  
 D.  What needs to be done in year 4?   
  
 E.  What needs to be done in year 5?   
 
 F.  What needs to be done beyond 5 years? Reassess and adjust the plan. 
 
  
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A. In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  
 

Initiative to immediately include the business community in forthcoming EOC activities via 
CTED and DA participation, and until a formalized plan is adopted and implemented.    

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  
 

Priority 1:  $0.00.  Priority 2:  $0.00.  Priority 3:  $0.00.   
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2: See A above for examples.   
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2? See B above for 

examples.  
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9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

 
1.  Complete and implement a plan and checklist for the business community representative 
in the state EOC by 2005  
 
2.  Assess plan/checklist implementation by soliciting survey feedback from the AWB and 
local businesses by 2006.  

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
 
No funding has been sought. No costs have been determined.   
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   
 
To say, "…include the business community in the state EOC…" is a very broad stroke of the brush. 
The key to success is to include the single state agency that can best serve the interest of 
business in the State of Washington, and to ensure that agency has a definitive role in the state 
EOC during disaster operations and exercises.   
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.

mailto:nancy.bickford@mil.wa.gov
mailto:joe.huden@mil.wa.gov
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State and National Homeland Security Legislation 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):   
[Per Nancy Bickford’s suggestion: may want to add Governor’s Policy Office to co-lead (or, 
per Sara, perhaps to lead).] 
a. Kathy Mix, Chief Deputy Attorney General 
 Office of the Attorney General 
 (360) 586-7842 
 kathym@atg.wa.gov
 
b. Sara J. Finlay, Senior Counsel 

mailto:nancy.bickford@mil.wa.gov
mailto:kathym@atg.wa.gov
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 Office of the Attorney General 
 (360) 586-2436 
 SaraF@atg.wa.gov
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN: 
 
Washington State Office of the Attorney General 
 

3. STRATEGY THIS ACTION PLAN ADDRESSES:   
 

Strategy 1.2.1 – Develop and maintain an effective system to ensure state laws support 
homeland security preparedness, prevention, response and recovery requirements 
(currently published) 
 
Strategy 1.2.2 – Monitor state and national legislation for homeland security impact and 
maintain a dialogue with state and federal legislators to ensure statewide interests are 
considered (currently published) 
 
Revise and update to one strategy 1.2.1 
 
1.2.1 Assess and discuss current status and proposed statewide and 
national Homeland Security legislation. 
 

 A.  Additional strategies this action plan supports:   
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today 

 
State agencies with expertise in homeland security preparedness, prevention, response and 
recovery, currently have the opportunity and responsibility to  

(1) assess whether existing state laws are adequate, 
(2) propose necessary changes to state law; 
(3) monitor state and national legislation;  
(4) maintain appropriate dialogue with state and federal lawmakers;  
(5) consult with other entities with expertise (such as the Emergency Management 
Council’s Committee on Homeland Security); and 
(6) seek legal advice from the Office of the Attorney General, as needed, in 
interpreting existing or proposed legislation and reviewing and revising draft 
legislation. 
 

 B.  What funding has been received to date including the source?   
 
Unknown. 

 
 C.  What capability or capacity has been created to date?   

 
See 4.A. 

mailto:SaraF@atg.wa.gov
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5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term 

 
(1) Public agencies should assess whether Strategy 1.2.1 and Strategy 1.2.2 are adequate, 
and revise as necessary. 
 
(2) Public agencies should assess whether the current status (as described in 4.A) is 
adequate, and revise action plans and agency procedures as necessary. 
 

 B.  What capability needs to be created?   
 Unknown. 
 C.  What capacity needs to be created?   
 Unknown. 
 D.  What is the long term fiscal impact?   
 Unknown. 
 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  
  
Institutionalizing an ongoing domestic security focus for legislative analysis, development and 

review within the state.  
 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 

A. What needs to be done in year 1?   
 

o On an ongoing basis, public agencies should assess the adequacy of the 
identified Strategies and current status, and revise Strategies, action plans and 
agency operations as necessary.  

o Domestic Security Executive Group discussions of current status of agency 
legislative analysis, development and review, and recommendations for the 
future. 

 
 

 B.  What needs to be done in year 2?   
See 7.A. 

 C.  What needs to be done in year 3?   
 See 7.A. 
 D.  What needs to be done in year 4?   
 See 7.A. 
 E.  What needs to be done in year 5?   
 See 7.A. 
 F.  What needs to be done beyond 5 years?   
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
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A. In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:   

 
o DSEG Discussions – Review  Agency Homeland Security Status and Current and 

Desired Homeland Security Legislation.   With the transition of a new administration, 
DSEG re-assess the current homeland security status of public agencies, and 
consider desired state/national domestic security legislation or initiatives. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
 Unknown. 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2. 
 Unknown. 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   
 Unknown. 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 Unknown; may be agency-specific. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

 
o Complete DSEG discussions on Current Statewide Domestic Security Legislative 

Status and Project Potential Development Initiatives by 2005. 
o Annually review status and revise development Initiatives by 2006 and beyond. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED: 
 
 Unknown; may be agency-specific 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:    

 
There will likely be both general and agency-specific policy and legal considerations that 
may arise when assessing the adequacy of the identified Strategies and current status, and 
revising Strategies, action plans and agency operations as necessary.   
 

 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 
 
 

mailto:nancy.bickford@mil.wa.gov
mailto:joe.huden@mil.wa.gov
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HOMELAND SECURITY  
ACTION PLAN #17  

REVISED 
 

Statewide Disaster Logistics 
 

Purpose:  This document is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  It describes the Department of 
General Administration’s responsibilities under the Plan. 
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION 
 
Michael Van Gelder, Senior Facilities Planner,  
Division of State Services, Department of General Administration. 
Telephone: 360-902-7381 
FAX:  360-586-9088 
Email:  mvangel@ga.wa.gov
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN? 
 
Department of General Administration 

♦ Division of State Services 
♦ Division of Capital Facilities 
♦ Office of State Procurement 
♦ Division of Administrative Services, Information Systems 

 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
 
Strategy 6.2.2: Develop and maintain a state-wide logistics database for equipment and 
supplies to include available assets from all sectors. 
 
Strategy 6.2.3: Review emergency purchasing and acquisition plans to ensure equipment and 
supplies can be quickly procured in a disaster. 
 

♦ Additional Strategies this action plan supports: 
 

mailto:mvangel@ga.wa.gov
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Strategy 6.2.1: Enhance capability to receive, store, and distribute emergency 
response stockpiles, implement the Pre-positioned Equipment Program, and coordinate 
EMAC resources 

4.  BASELINE ASSESSMENT: 
 
A.  What is the status of this strategy today? 

♦ GA is developing a process to conduct an inventory of what supplies and equipment 
would be useful in an emergency situation and where they are currently located. 

 
♦ GA is identifying: 

 Potential stockpile locations 
 Potential distribution sites  
 Potential delivery mechanisms 

 
♦ GA has determined that the federal Pre-Positioned Emergency Equipment Program is 

the most appropriate model 
 
♦ GA is establishing a number of Pre-positioned Emergency Equipment sites, beginning 

with the Capitol Campus 
 

♦ GA is evaluating the feasibility of other sites 
 

♦ GA is evaluating the inclusion of specific threat assessment equipment, such as 
scanner/imager) to be stored with the Pre-Positioned Emergency Equipment. 

 
♦ GA is evaluating the type of database and software to be used for the state-wide 

logistics database. 
 
B.  What funding has been received to date including the source?   
 

♦ None. 
 
C.  What capability or capacity has been created to date?   
 

♦ GA has developed a statewide disaster emergency logistics plan 
♦ GA is establishing a number of Pre-positioned Equipment sites. 
♦ GA has established procedures allowing GA’s coordinating lead to utilize significant 

emergency purchasing authority in the event of need 
 
5.  END STATE GOAL: 
 
A.  What is the end state you wish to achieve long term? 
 

♦ A methodology to analyze and estimate disaster equipment and supply needs for 
different disaster scenarios 

♦ Statewide disaster logistics plan 
♦ Operational state-wide logistics database 
♦ Appropriate number of Pre-positioned Emergency Equipment Sites with the appropriate 

equipment and supplies, within the following regions: 
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• Central Puget Sound 
• Thurston County 
• SW Washington 
• NW Washington 
• Tri-Cities/Yakima/Walla Walla 
• Spokane area 

♦ Appropriate procurement procedures to facilitate rapid response to emergency. 
♦ Appropriate staff and equipment to reduce the vulnerability of state and also provide 

effective rapid reaction threat assessment and recovery state-wide. 
 
B.  What capability needs to be created?   
 

♦ Logistics database 
• Develop methodology to analyze and estimate disaster equipment and supply 

needs for different disaster scenarios 
• Develop methodology to conduct inventory 
• Develop a secure logistics database 
• Develop mechanisms for monitoring and maintaining database 

♦ Pre-Positioned Emergency Equipment 
• Identification of appropriate sites 
• Identification of equipment and supplies 
• Procurement of specific equipment and supplies 

♦ Use of Capitol Campus as a “demonstration program” 
• Collection of data for logistics inventory 
• Establishment of Pre-Positioned Emergency Equipment sites 
• Establishment of mobile threat assessment equipment  (such as mobile 

scanner/imager) 
 
C.  What capacity needs to be created?   
 

♦ Development or procurement of appropriate inventory/logistics database software 
♦ Suitable, secure sites for pre-positioned equipment and supplies. 
♦ Emergency equipment, including threat assessment equipment 

 
D.  What is the long term fiscal impact?   
 

• Unknown at this time. 
 
 
 
 
6.  GAP ANALYSIS: 
 
A.  What are the major gaps between your baseline and your desired end state?   
 

♦ Completion of inventory search 
♦ Funding and procurement of software 
♦ Creation of database 
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♦ Funding for Pre-positioned Emergency Equipment and Supplies Program 
♦ Establishment of more Pre-positioned Emergency Equipment sites 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
A.  What needs to be done in year 1?   
  

♦ Implementation 
• Assign staff to implement Action Plan 

♦ Logistics Inventory Database 
• Develop effective survey instrument to inventory potential emergency situation 

assets 
• Develop outreach materials to request assistance from public and private 

sectors 
• Conduct thorough inventory of potential emergency situation assets 
• Acquisition of software  
• Creation of database 
• Input of assets 

 
♦ Pre-positioned Equipment sites 

• Identification of sites 
• Procurement of equipment and supplies 
• Establishment of Pre-positioned Equipment sites 

 
♦ Use of Capitol Campus as Demonstration 

• Collection of data for logistics inventory 
• Establishment of Pre-Positioned Emergency Equipment sites 
• Establishment of mobile threat assessment equipment, such as 

scanner/imager to reduce vulnerability of seat of government. 
 

B.  What needs to be done in year 2?   
 

♦ Expansion and maintenance of data base 
♦ Continued identification of assets 
♦ Maintenance of Pre-positioned Equipment sites 

 
 
 
C.  What needs to be done in year 3?   
 

♦ Evaluation of Action Plan 
 
D.  What needs to be done in year 4?   
 

♦ Maintenance of program 
 
E.  What needs to be done in year 5?   
 



Action Plan #17 

General Administration (GA) 

♦ Maintenance of program 
 
F.  What needs to be done beyond 5 years?   
 

♦ Evaluation of Action Plan 
♦ Continue to maintain database 

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
A.  In priority order, list the specific initiatives, pilots or demonstration projects for target 

year 1:   
 

1. Implementation of Action Plan 
♦ Identification of resources needed to support action plan 
♦ Procurement of resources 

2. Establishment of Capitol Campus and satellite campuses as demonstration area 
♦ Identification of Pre-positioned Emergency Equipment sites 
♦ Procurement and establishment of Pre-positioned Emergency Equipment sites on 

Capitol Campus area. 
♦ Procurement and establishment of mobile threat assessment equipment for 

Capitol Campus area. 
3. Establishment of logistics database 

♦ Identification of methodology to conduct inventory 
♦ Conduct thorough inventory of potential emergency situation assets 
♦ Creation of database 
♦ Input of assets 

4. Establishment of additional Pre-Positioned Emergency Equipment sites 
5. Request for assistance from public and private sectors 

 
B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   

 
1. Estimates for start up would include: 

• Staff costs      (not known at this time) 
• Overall plan development (not known at this time) 

2. Establishment of demonstration area 
• Pre-Positioned Equipment facility   (1st one free) 
• Mobile scanner/imager    ($70,000) 

 
3. Establishment of logistics database   (Not known at this time) 

• Acquisition of software 
• Development of program 
• Training of staff 
• Data input 

♦ On-going maintenance of data base    (Not known at this time). For 
example: 

• Cost of staff 
• Cost of software/hardware 
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• Time needed for inventory 
• Time needed for data input 

 
4. Additional Pre-positioned Emergency Equipment sites 

• Cost of  facility     (Not known at this time) 
• Cost of supplies     (Not known at this time) 

 
5. Request for Public and Private Assistance  (Not known at this time) 

 
C.  In priority order, list the specific initiatives, pilots or demonstration projects for target 

year 2 
 

♦ Evaluation of demonstration area 
♦ Maintenance of database 
♦ Evaluation of Pre-positioned Emergency Equipment sites 
♦ Procurement of additional facilities 

 
D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   
 

♦ Not known at this time 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A.  What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan  

 
♦ Acquire program staffing by 2005 
♦ Develop inventory methodology and inventory emergency situation 

assets/equipment/supplies by 2005 
♦ Develop public outreach materials by 2005 
♦ Create and establish emergency logistics assets/equipment/supplies database by 2005 
♦ Establish Pre-Positioned Emergency Equipment/supplies sites by 2005 
♦ Establish maintenance procedures for Pre-Positioned Emergency Equipment/supplies 

sites by 2006 
♦ Complete emergency asset identification and inventory by 2006 
♦ Evaluate disaster logistics action plan status by 2007. 

 
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED: 
 

♦ Department of Homeland Security grants 
♦ Federal Emergency Management Administration grants 
♦ Departmental funding 

 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN?    
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♦ Not known at this time 
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Critical Infrastructure Threat Detection and Protective Countermeasures 
HOMELAND SECURITY ACTION PLAN TEMPLATE  

(4.1.3 and 4.1.4) 
 
Purpose:  This process is the next step in the implementation of the Statewide Homeland Security 
Strategic Plan to articulate specific actionable items.  The following template provides a consistent 
process to allow easier evaluation, prioritization and resource allocation.  The results of this 
process will continue to build statewide capability (what can be done) or capacity (how much can 
be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION  
 
Captain Mark Couey, (360) 753-0315, mark.couey@wsp.wa.gov, Washington State Patrol, 
Investigative Assistance Division 
 
 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  
 

mailto:nancy.bickford@mil.wa.gov
mailto:mark.couey@wsp.wa.gov
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i. Washington State Patrol  
 Investigative Assistance Division 
 Field Operations Bureau 

j. Washington State Joint Analytical Center (WAJAC) 
k. Emergency Management Division, WA Military Department 
 

3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
 

Strategy 4.1.3 – Develop threat detection capabilities for critical infrastructures. 
 
 A.  Additional strategies this action plan supports:   
 
 Strategy 4.1.4 – Develop counter measures to protect critical infrastructures. 
  
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  
 
 The Committee of Homeland Security (CHS) Prevention Sub-Committee has been created.  

The priorities of this committee will be increasing the ability to identify indications of an 
existing or future threat; increasing the ability to evaluate the potential of threats as they are 
received; reducing vulnerability of critical infrastructures and other potential targets; and 
increasing appropriateness of protection and/or other threat response activities. 

 
 Moreover, numerous local, state, and private sector entities have developed or have began 

developing threat detection capabilities for critical infrastructures and target hardening of 
these structures. 

 
 B.  What funding has been received to date including the source?   
 
 Unknown – federal and state funding is continually being sought to support this initiative. 
 
 C.  What capability or capacity has been created to date?   
 
 Prevention subcommittee of the CHS has been created.  Numerous local, state, and private 

sector entities have developed threat detection and target hardening capabilities.  The 
number and extent of the development of threat detection and target hardening for specific 
critical infrastructures needs to be identified. 

 
  
5.  END STATE GOAL: 
 

G. What is the end state you wish to achieve long term?   
 

Development of an infrastructure working group or usage of the prevention sub-committee.  
Subject matter experts (SMEs) from the public and private sector should be members of the 
working group.  The SMEs should identify the specific infrastructure sectors.  Moreover, 
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tools should be developed to assist in the identification of the state’s most critical 
infrastructures.  Once the infrastructures are identified, threat levels should be assessed, 
and appropriate target hardening measures should be identified and deployed. 
 
H. What capability needs to be created?   
 

c. Development of an infrastructure working group. 
d. Identification of critical infrastructure/vulnerability assessment SMEs. 
e. Development of an infrastructure information database that would be used to 

establish statewide prioritized critical infrastructure listing that would be used in an 
all hazards environment with the intent of reducing the state’s critical 
infrastructure vulnerabilities. 

f. Development of target hardening techniques for specific critical infrastructure 
sectors.  

 
F. What capacity needs to be created?   

 
a. Develop a secure computerized storage system to establish a statewide 

prioritized critical infrastructure listing. 
 

 D.  What is the long term fiscal impact?  
  
 Federal Homeland Security Grant programs are anticipated to continue without a match 

requirement for the next three years, anticipate a 24% state/local match for the next three 
years, anticipate 100% state funding within seven to ten years. 

  
6.  GAP ANALYSIS: 
 

S. What are the major gaps between your baseline and your desired end state?   
 

a. Forming of a critical infrastructure working group. 
b. Development of a database for the establishment of a statwide critical 

infrastructure listing. 
c. Identification of current prioritized critical infrastructure listing and target hardening 

techniques. 
 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
  

A.  What needs to be done in year 1?   
 

a. Contact the Emergency Management Division, of the Washington Military 
Department, to determine the exact efforts completed by EMD in the identification 
of critical infrastructures and counter measures (target hardening) for protection of 
the critical infrastructures. 

b. Contact WSP and other appropriate entities to determine what, if anything, has 
been completed regarding the identification and target hardening of critical 
infrastructures in the state of Washington. 

 
T. What needs to be done in year 2? 
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a. Form a critical infrastructure working group.  The working group primary focus will 
be the identification of infrastructure sectors as well as the development of a 
process for identification of the state’s most critical infrastructures.  SMEs from 
the private and public sector should be identified. 

b. A database should be developed by the Emergency Management Division to 
establish a statewide prioritized critical infrastructure listing that would be used to 
reduce the states critical infrastructure vulnerabilities. 

 
U. What needs to be done in year 3?   
 

a. Identification of counter measures (target hardening measures) for each critical 
infrastructure sector 

  
V. What needs to be done in year 4?   
 

a. Evaluate systems and make recommendations for improvements 
  

W. What needs to be done in year 5?   
 
a. Evaluate systems and make recommendations for improvements 

 
X. What needs to be done beyond 5 years? 
 

a.  Evaluate systems and make recommendations for improvements 
 
 
 
 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  
 

12. Contact the Emergency Management Division, of the Washington Military 
Department, to determine the exact efforts completed by EMD in the identification 
of critical infrastructures and counter measures (target hardening) for protection of 
the critical infrastructures. 

13. Contact WSP and other appropriate entities to determine what, if anything, has 
been completed regarding the identification and target hardening of critical 
infrastructures in the state of Washington. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   

 
6. Unknown 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:   
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6. Form a critical infrastructure working group.  The working group primary focus will 
be the identification of infrastructure sectors as well as the development of a 
process for identification of the state’s most critical infrastructures.  SMEs from 
the private and public sector should be identified. 

7. Establishment of a database to establish a statewide prioritized critical 
infrastructure listing that would be used to reduce the states critical infrastructure 
vulnerabilities. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   
 

5. Unknown 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):   
  
 
 A.  What performance measures support your action plan?  
 

n. Identification of SMEs and establishment of critical infrastructure working group by 2004. 
o. Development of a database to establish a statewide prioritized critical infrastructure 

listing by 2005. 
p. Identification of the state’s most critical infrastructures by infrastructure sector by 2005. 
q. Development and implementation of counter measures (target hardening measures) and 

protection plans for the state’s most critical infrastructures by 2006. 
 
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
Federal Homeland Security Monies 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   State and federal laws will need to be considered in implementation of this 
project. 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 

 
 

 
 

 

mailto:nancy.bickford@mil.wa.gov
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Washington Commission for National and Community Service/OFM 
State Citizen Corps Council & Volunteer Issues Working Group  

 
5.6 (Build the state volunteer citizen capability and capacity) 

5.6.1 (Provide training through local, state and federal programs or other resources for volunteer groups to 
increase knowledge and group proficiency to better support emergency responders.) 

5.6.2 (Promote and publicize volunteer opportunities to the public.) 
 
Purpose: This process is the next step in the implementation of the Statewide Homeland Security Strategic Plan to 
articulate specific actionable items.  The following template provides a consistent process to allow easier evaluation 
prioritization and resource allocation.  The results of this process will continue to build statewide capability (what can 
be done) or capacity (how much can be done). 
 
Action Plan Steps:  
 

 Each action plan starts with an assessment of your strategies to determine the current status (baseline) = “Where are 
we today?” 

 
 Next will be a visualization of the desired end state = “Where do we need to be in the future?” 
 
 Conduct a gap analysis =”What is the difference between today and the future end state?” 
 
 Determine the broad target areas = “What are the key overarching areas that must be addressed to close the 

gap?” 
 
 Specify the initiatives, pilot projects or demonstrations needed in priority order starting with year one to year five = 

“what needs to be accomplished in what order and at what cost?” 
 
 Progress will be measured for each action plan at least annually. 

 
COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone number and e-mail 

address plus your agency, department, jurisdiction, facility or other identifier) Karin Frinell-Hanrahan, 
360.725.5290, karin.frinell-hanrahan@ofm.wa.gov, Washington Commission for National and Community 
Service. 

 
WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON THIS ACTION PLAN 

Washington State Citizen Corps Council and Volunteer Issues working Group. 
 
   
STRATEGY THIS ACTION PLAN ADDRESSES 5.6 (Build the state volunteer citizen capability and capacity) 5.6.1 

(Provide training through local, state and federal programs or other resources for volunteer groups to increase 
knowledge and group proficiency to better support emergency responders.) 5.6.2 (Promote and publicize 
volunteer opportunities to the public.) 

 
BASELINE ASSESSMENT 
 

What is the status of this strategy today?  
Washington State has developed a Citizen Corps Council as an additional role for the 

Washington State Commission for National and Community Service.   
We currently have two newly appointed members to the Commission, one from Washington 

State Emergency Management Association and the other from the Fire Service, they are two 
of the three new commissioner positions developed by the governor to support the new 
Citizen Corps Council role.  We will have the additional position filled in the next few months.  
  

Many local jurisdictions are developing Citizen Corps Councils to encompass volunteer 
opportunities to include but not limited to Community Emergency Response Team Training, 
Volunteers in Police Service, Neighborhood Watch/USAonWatch, Fire Corps and Medical 
Reserve Corps.   

mailto:karin.frinell-hanrahan@ofm.wa.gov
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The State Council provides grant and technical support to local councils.  Every community has 
designed their program to best fit their needs.  Some communities have yet to start Councils 
or move forward with this volunteer initiative.   

Training is established and provided by the local Citizen Corps Council Program and local 
community. 

Volunteer opportunities are provided at the local level, based on the current infrastructure 
established to support the recruitment, training, registration, exercising and maintenance of 
those volunteers. 

 
What funding has been received to date including the source?  Washington State has received the 
following amounts from the Federal Government either through the Federal Emergency Management Agency 
(FEMA) or the Department of Homeland Security (DHS). 

FFY 02 Supplemental (FEMA) CERT $389,673 Citizen Corps $91,680 ($254,116 CERT and $59,791 
Citizen Corps pass through to locals with innovative and tribal set asides awarded to local 
jurisdictions and tribes) 

FFY 02 Supplemental (FEMA) Citizen Corps $22,000 ~ host two statewide meeting to begin to 
develop Citizen Corps programs in Washington State. 

FFY 03 (FEMA) CERT only $ 374,951  ($206,210 direct pass through to local communities and 
$74,998 in innovative and tribal grants passed through.) 

FFY 03 (FEMA) Special Project-CERT TTT and Statewide Conference (CERT only) $55,000. 
FFY 04 (DHS) Citizen Corps and all Programs & Affiliates $694,000 with 80% of the total as local 

jurisdictional pass through. 
 

What capability or capacity has been created to date?  Currently Washington State has One State Citizen 
Corps Councils, 24 County or Regional Citizen Corps Councils, 19 Local Citizen Corps Councils, 41Volunteer 
in Police Service Programs, 38 Community Emergency Response Team Programs, four Medical Reserve 
Programs and many more Neighborhood Watch Programs.  (These numbers indicate the councils or programs 
registered with the Federal Organization on their web site, but we certainly have many more that have not 
registered for whatever reason.)  Currently the local Citizen Corps Programs represent 79% of the state’s 
population.  Communities struggle to establish the infrastructure to recruit, train, exercise and maintain 
volunteer programs and initiatives.  However, they continue to work towards participation where it is effective 
in their particular communities. 
 

END STATE GOAL 
 

What is the end state you wish to achieve long term? 
• Every resident should know and understand the hazards that they may face within Washington State. 
• Have every resident be prepared to be self-sufficient for at least 72 hours. 
• Every resident represented by a Citizen Corps Council. 
• Statewide volunteer opportunities in Citizen Corps, VIPS, Neighborhood Watch, CERT, Fire Corps or 

Medical Reserve Corps. 
• Statewide training opportunities in Citizen Corps, VIPS, Neighborhood Watch, CERT, Fire Corps or 

Medical Reserve Corps. 
• Increased partnerships between Citizen Corps and Affiliate Programs. 
• Increased cross-training opportunities for volunteers. 
• Increased volunteer opportunities for volunteers. 
• Programs written into Comprehensive Emergency Response Plans. 
• Opportunities to volunteer during emergency drills and actual responses. 
• Increased opportunities to volunteer in the community. 
• Engage the academic community in preparedness and training. 
• Engaging youth in volunteerism and community preparedness. 
• Engage and allow licensed professionals to volunteer their skills and expertise within the community. 
• Decrease interagency friction between affiliated volunteer organizations involved in emergency 

response. 
• Semi-Annual meetings of Citizen Corps programs to share best practices and address issues 

surrounding volunteer programs and initiatives. 
 

What capability needs to be created? 
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• Infrastructure development at the state and local level to enable the recruitment, registration, training, 
and exercising volunteers. 

• Ability to work and register with local Emergency Management programs. 
• Understanding of hazards, all hazard program development, educational material development and 

training to be disseminated through the communities.  
• Low cost credentialing and tracking database with identification development that would integrate 

seamlessly into a statewide program. 
• Low cost training, to include but not limited to, classroom, on-line and just in time training for all 

hazards response and emergency preparedness. 
• Infrastructure to support volunteer opportunities in each community. 
• Mechanisms and systems to allow volunteers and spontaneous volunteers to be able to respond and 

support the Incident Command System and community response. 
• Ability to outreach and provide training to the underserved populations and those with special needs. 
• Ability for “retired” or “non-practicing” licensed professional to support the emergency responder 

community and public health. 
• Infrastructure support from the state, through staffing and budget to address grants, technical and 

policy issues on behalf of the entire volunteer initiative. 
 

What capacity needs to be created? 
• Staffing to support state and local activities and volunteer infrastructure. 
• Access to local and statewide credentialing and Identification system. 
• Statewide training available. 
• Statewide volunteer meetings and best practices. 
• Statewide volunteer web page and database. 
• Statewide funding of semi-annual meetings to address needs and concerns related to the volunteer 

initiative. 
• Capability to work with underserved and special needs populations. 
• Addressing the professional license requirements in the state, for those that are retired or non-

practicing. 
• Access for volunteers to appropriate training, either on-line in the classroom or specialized just in time 

training to support emergency response personnel. 
• Offer Continuing Medical Education (CME) credits to entice medical practitioners and CERP (credits 

for other healthcare professionals) at a reduced rate or free of charge.  
 

What is the long-term fiscal impact? 
• Cost of an active state Citizen Corps Council and full time State Citizen Council Coordinator. 

Estimated Future State Expenditures 
 
Operating Expenditures (State Fiscal Year) 

FY 2004 FY 2005 FY 2006 FY 2007 FY 2008 FY 2009 
 124,211 127,486  217,976 226,575  242,411  251,457 
 

• If volunteer programs are integrated into the entire emergency response program from all first 
responder agencies, then the local impact could be minimal, but will require a Volunteer 
Coordinator to manage volunteer infrastructure and tracking.  (Unknown state funds; local 
fund availability: $50,000.00 per agency/county/region) 

 
GAP ANALYSIS 
 

What are the major gaps between your baseline and your desired end state? 
Currently do not have a statewide credentialing and identification system 
Currently do not have statewide training capabilities (on-line training) 
Currently do not have the mechanism or funding to host statewide or best practices meetings. 

(i.e. conferences; web page discussion groups or other message sharing mechanism) 
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Currently do not have statewide web access for residents to sign-up to support their local 
community or find training opportunities. 

Need a mechanism for licensed professional who are retired or non-practicing to be able to 
participate in volunteer opportunities. 

Critical infrastructures to recruit, register, train, maintain and exercise volunteers at the state and 
local levels. 

 
 
TARGETS TO CLOSE THE GAPS (LISTED BY YEAR TO BE ACCOMPLISHED) (I need your priorities for what 

you want or need done first, second, third etc.) 
 

What needs to be done in year 1? 
• Address capability of state and local communities to develop a Citizen Corps and participate in 

community preparedness. 
• Address liability issues, integration of Citizen Corps volunteers into the Emergency Worker Program. 
• Address licensure issues for all professionals. 
• Develop training delivery methods for volunteer programs, i.e. include them in the Homeland Security 

Institute. 
• Work with the Committee on Homeland Security to develop a statewide identification system for 

emergency responders and volunteers 
• Look at expansion of all Citizen Corps programs. 
• Plans written for each CCP in the state to include how they will provide opportunities for the 

community to volunteer.  Recruitment, training, exercises, and maintenance of volunteers should be 
included. 

• Host statewide meetings of Citizen Corps Councils and programs. 
• Community outreach and resident participation in training and community preparedness. 
• Address the needs of underserved and special needs population. 
• Better engage the business community to participate in the programs and prepare within their 

community. 
 

What needs to be done in year 2? 
• Development of a statewide web based registration and information system to match volunteers with 

their communities and interests. 
• Offer Continuing Medical Education (CME) credits to entice medical practitioners and CERP (credits 

for other healthcare professionals) at a reduced rate or free of charge.  
• Host statewide meetings of Citizen Corps Councils and programs. 
• Community outreach and resident participation in training and community preparedness. 
• Address the needs of underserved and special needs population. 
• Better engage the business community to participate in the programs and prepare within their 

community. 
 

What needs to be done in year 3? 
• Continue to engage the community and provide volunteer opportunities. 
• Increase the participation of emergency responder communities in the usage of volunteers. 
• Develop projects and collaborations with academic community to institutionalize training and 

preparedness in all grade levels, including college level programs 
• Update Citizen Corps plans to address the next planning cycle.  This would include project 

identification, pilot project development and expanding volunteer opportunities within the community. 
 

What needs to be done in year 4? 
Would be determined by the CCP through plan updates for year 4, 5 and beyond.  

 
 
INITIATIVES, PILOT PROJECTS AND DEMONSTRATIONS PROJECTS- PRIORITIES AND ESTIMATED COSTS: (I 

need your priorities for what you want or need done first, second, third etc.) 
 

In priority order, list the specific initiatives, pilots or demonstration projects for target year 1? 
Increase community participation in Citizen Corps and its initiatives.  



Action Plan #19 

OFM - Washington Commission for National and Community Service (WCNCS) 

Address liability and licensure issues for all volunteers. 
Increase state and local access to CERT TTT classes. 
Increase access for state residents to CERT classes within their community. 
Establishing additional Medial Reserve Corps throughout the State. 
Volunteer programs and initiatives need to be incorporated into the state and local CEMP/local response 

plans. 
 
Pilot Program: 

• CERT program development at the College level for all resident managers in rooming halls.  Teach 
CERT to RA and staff of the College to support the community response. 

• Volunteer Leadership Institute: This would be an academic core of classes to help volunteers address 
leadership issued in volunteer programs.  This could be a partnership between a University or Center 
of Excellence to develop a curriculum specifically for volunteer leadership and support of emergency 
responder community. 

 
What are the estimated costs for priority 1, 2, and 3 for year 1? 

Increase community participation in Citizen Corps and its initiatives.  (If there is staff to support CCP then 
this would be part of their assignment) 

Address liability and licensure issues for all volunteers. (Unknown) 
Increase state and local access to additional CERT TTT classes.  
Increase access for state residents to CERT classes within their community.  
Establishing additional Medial Reserve Corps throughout the State. (Program seed monies could be 

established $100,000) 
Volunteer programs and initiatives need to be incorporated into the state and local CEMP/local response 

plans.  (This could be done in the CEMP review process, already budgeted at the state and local 
levels for plan updates.) 

 
Pilot Program: 

• CERT program development at the College level for all resident managers in rooming halls.  Teach 
CERT to RA and staff of the College to support the community response. (Pilot Program Cost 
$50,000.)) 

• Volunteer Leadership Institute: This would be an academic core of classes to help volunteers address 
leadership issued in volunteer programs.  This could be a partnership between a University or Center 
of Excellence to develop a curriculum specifically for volunteer leadership and support of emergency 
responder community. (Pilot program $100,000.00) 

 
 

In priority order list the specific initiative pilots or demonstration projects for target year 2? 
 

Yet to be determined, based on what can be accomplished in year 1 and what the local plans call for as they are developed. 

 
What are the estimated costs of priority 1, 2, and 3 for year 2? 

 
HOW WILL YOU MEASURE SUCCESS (PERFORMANCE) Performance measures should be SMART – Specific, 

Measurable, Accountable, Results Oriented, Time Oriented. (What measures do you want used for local 
programs to show our successes?) 

 
What performance measures support your action plan? = Performance measures needs to reflect where 

we need to go (future) – indicator of preparedness.  Performance measures will be included in 
the next draft of the Washington State Homeland Security Strategic Plan. 

 
• Measurable outcome for Citizen Corps: 

 Additional programs signing up on the official web page. 
 Preparedness and all-hazard materials distribution. 
 Participation in April “All Hazards Preparedness Month”. 
 Annual Drop, Cover and Hold Drill participation. 
 Participation in additional programs, services, safety fairs and other events within the 

community. 
 Participation and Citizen Corps groups establishing booths at local fairs. 
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 Sustainability 
• Measurable outcome for Program and Affiliates: 

 Training available throughout the community. 
 Cross leveraging of volunteers and program dollars 
 New public/private partnerships developed 
 Increased number of individuals prepared within the community. 
 Numbers of hour’s volunteers serve in their community. 
 Number of responses to support emergency responders and emergency management. 
 Reduced number of calls for assistance during and post disaster. 
 Numbers of individuals that participate in training, exercising and response. 
 Sustainability 

 
WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED 

Federal partners have provided limited funding. 
Some funding has been provided through community partners. 
Most of the programs have been through volunteer efforts. 

D.  Communities are looking at other sources of grant funding, i.e. Corporation for National and 

Community Service PNS grants, or Department of Education Preparedness or Department of 

Justice Community Policing Grants. 

 
 
ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF THIS ACTION PLAN 

Ensured liability/malpractice protection for volunteers who provide support to emergency responder 
agencies. 

Strengthen the Good Samaritan Act 
 RCW 4.92 and 38.52 and WAC 118.04 

Licensure of volunteers providing services that normally requires a professional license.  
Retired medical professional licenses 
Retired licenses for other profession that support emergency responder communities.  (i.e. 

retired civil engineers) 
Liability protections for agencies/organizations that utilize volunteers as part of their emergency 

response. 
 

 
For questions on this template, please contact Nancy Bickford at (253) 512-7717 (nancy.bickford@mil.wa.gov) or 
Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the Washington Military Department. 
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Private Sector Homeland Security Program 
CTED/AGR Action Plan 1.5.4 

EXPLORE BEST WAYS TO COMMUNICATE AND EDUCATE THE BUSINESS COMMUNITY 
FOR HOMELAND SECURITY 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland 

Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 

1. COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, 
phone number and e-mail address plus your agency, department, jurisdiction, facility or 
other identifier): 
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Ken Parrish, (360) 725-5580, Washington State Department of Agriculture, and Paul Knox, 
(360) 725-4140, Washington State Department of Community, Trade, and Economic 
Development 

 
2. WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED 

ON THIS ACTION PLAN: 
 

Washington State Departments of Agriculture and Community, Trade and Economic 
Development 

 
3. STRATEGY THIS ACTION PLAN ADDRESSES:   
Strategy 1.5.4 (Explore the Best Ways to Communicate and Educate the Business 
Community). 

 
 A.  Additional strategies this action plan supports: 
 
1.5.1 Partner with business, all levels of government and statewide associations to improve 
emergency capabilities and capacity. 
 
1.5.3 Include the business community in the statewide domestic infrastructure membership. 
 
3.4.4 Establish a public and private community based pre-incident “threat indicator” training 
program. 
 
5.2.1 Develop, plan and exercise for WMD preparedness validation.  Incorporate emergency 
responders, private industry, state and local government, tribal nations, federal partners and 
volunteers in exercises to enhance statewide response capability. 
 
5.3.1 Develop public education, training and information programs. 
 
5.3.2 Develop and disseminate training materials, templates on how to prepare for, recognize, 
report, and respond to a threat or act of terrorism. 
 
5.3.5 Publicize the Homeland Security Advisory System and the guides for preparedness 
statewide. 
 
 
4.  BASELINE ASSESSMENT: 
 

A. What is the status of this strategy today? 
 

• Should dedicated funding for this strategy become available, the WSDA 
Homeland Security Program staff with assistance from CTED staff, and local 
county and city Departments of Emergency Management, can begin a 
comprehensive identification process, to identify business/industry based 
organizations that represent and span/encompass all Critical Infrastructure 
sectors. 
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• Once these organizations are identified, we will begin a process to establish a 
dialogue with these entities, to educate and enhance their awareness of the 
State’s Homeland Security Strategic Plan. 

  
   
B. What funding has been received to date including the source? 
 

• WSDA has received a State Homeland Security grant in the amount of $496, 780.  
Of this amount, approximately $104,563 is designated to be used for enhancing in-
state Homeland Security awareness response and prevention training.  Currently, 
the target audience for this funded initiative consists of public, private, and business 
sectors of the Agriculture infrastructure. These funds are ONLY authorized for 
expenditure on those outreach, training and education projects directly related to 
Agriculture in Washington State. However, programs, processes and curriculums 
developed for this sector, may be exported to the other critical sectors for use, as 
funding becomes available in those other critical infrastructure arenas.  

 
• Associated with the requirements this action plan and related strategies, WSDA and 

CTED may seek potential other Homeland Security funds and/or other federal grant 
opportunities in order to effectively implement these strategies. 

  
 

C. What capability or capacity has been created to date? 
 

• Currently, capacity and capability to accomplish this strategy does exist as an 
extension of existing, in-state Homeland Security initiatives, which are designed to 
provide Homeland Security outreach and awareness.  One such program is a joint 
federal/state pilot project called Northwest WARN. NWWARN is a pilot project of the 
Department of Homeland Security’s Homeland Security Information Network –
Critical Infrastructure (HSIN-CI). 
 

•  NWWARN is a collaborative effort between government and private sector partners 
within Washington State with a goal to maximize real-time sharing of Homeland 
Security situational information without delay, and provide immediate distribution of 
Homeland Security information to those in the field who need to act on it. NWWARN 
uses readily available communication methods to rapidly disseminate general and 
actionable information to it’s members.  
 

• NWWARN is comprised of a team of professionals from a broad cross section of 
Washington State private sector businesses and associations and government 
entities. Through this collaboration, we are able to address the interdependencies 
we all share and how we must communicate to reduce vulnerabilities.  

 
5.  END STATE GOAL: 
 

A. What is the end state you wish to achieve long term? 
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• Using existing state-of-the-art technologies and methodologies, we aspire to have in 
place a seamless, integrated, “system of systems” that will provide for the expeditious 
sharing of real-time homeland security information with the private and public sector.  
We want to ensure that we have developed the attention and understanding of local and 
statewide business associations to communicate and educate the private sector about 
homeland security prevention, preparedness and response. 
 

• The ultimate goal will be creation of a virtual information-sharing environment in which 
the private sector can engage with government, which fosters trust and mutual support. 

 
B. What capability needs to be created? 

 
• Barriers currently exist that impede or prevent the sharing of Homeland Security 

data between local, state, federal and private sector organizations and 
businesses.  Government at all levels MUST provide incentives and resources to 
the private sector that demonstrate that their participation in this process will 
enhance and strengthen their economic viability as well as ultimately enhance the 
“disaster resistance” of the state and region.  
 

• We need to reach out and make connections to a myriad range of business 
associations and develop mutually agreed to methods to communicate and 
educate their members.  We must develop the commitment of these associations 
to participate in a focused set of homeland security actions. 

 
C. What capacity needs to be created? 

 
• Success of this strategy hinges on commitment by all infrastructure stakeholders, 

both government and private sector.  All participants must be willing to dedicate and 
bring tangible and intangible resources to the table, to sustain this effort.  
Government can’t do alone and the private sector can’t do it alone. 
 

 
 

D. What is the long term fiscal impact? 
 
• A sustainable program effort will need sustainable funding.  The state has 

successfully engaged the private sector in “joint-public service disaster awareness 
campaigns in the past, with great success.  Use these success models as the basis 
for a sustainable program. First year startup costs are estimated at $120,000 for 
CTED and WSDA, based on needed staff and goods and services.  Follow-on years 
estimate for program sustainability are estimated at $100,000 per year. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state? 

• Lack of dedicated and sustainable funding and staff to undertake this strategy.  
Implementing this strategy will take significant staff time to  develop contact lists, 
connect and develop commitment of associations and deliver agreed to 
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communication and education strategies. 
 

• Uncertainty about the private sector’s to engage with government on homeland 
security due to fears such as compromise of proprietary information, unrealistic time 
commitment, lack of clarity about their potential role, etc. 
 

7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1? 
 

• Identify and research business and trade associations that have not been part of the 
Homeland Security stakeholder process.  

• Contact business and trade associations not currently engaged and provide 
opportunities for participation.  

• Develop mutually agreed to set of strategies for communication and education of 
association members 

• Begin implementing these strategies such as delivering written and verbal 
communications, engaging associations in planning and training and performing 
outreach at association events. 

• Continue AGGRESSIVE outreach to the private sector to encourage participation in 
the NWWARN Network.  

• Use every media opportunity provided to tout the need for a business-government 
partnership in Homeland Security Preparedness. 

• Evaluate technologies and tools, particularly low-cost, high-yield tools that can 
enhance program delivery and information sharing 

• Seek other funding opportunities to sustain this strategy. 
 
 B.  What needs to be done in year 2?   

 
• Continue with action steps in A. and begin to work with stakeholders to develop 

awareness campaigns that target non-participants in the private and public sector. 
 

C.   What needs to be done in year 3? 
 

• Continue with action steps in A and B. deliver at least one awareness campaign. 
  

D. What needs to be done in year 4?   
 

• Continue with action steps in A, B, C. deliver at least one awareness campaign. 
  

E. What needs to be done in year 5?  
• Continue with action steps in A, B,C, D. deliver at least one awareness campaign. 

 
F. What needs to be done beyond 5 years?  
 

• Continue with action steps in A, B, C, D, E. deliver at least one awareness campaign. 
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8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 

A. In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1: 
 

1. Continue AGGRESSIVE outreach to the private sector to encourage participation 
in the NWWARN Network. 

2. Identify and contact business and trade associations not currently engaged in 
Homeland Security  and provide opportunities for participation. 

3. Co-develop and begin implementing strategies for communication and education 
with priority associations. 

 
B. What are the estimated costs of priority 1, 2 and 3 for year 1? 
 

• Estimate $120,000 for staff time, personal service contracts, printing and electronic 
media reproduction costs per year 

 
C. In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:   
 

• Develop state-wide Homeland Security Awareness Campaign 
 

D. What are the estimated costs of priority 1, 2 and 3 for year 2?  
 

• $100,000 estimated for a comprehensive Awareness Campaign 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

 
1. Identify all the private sector associations that can provide communication linkage 

and function as information conduits between statewide private sector and 
sources of Homeland Security Information and Education by 2005. 

2. All private sector associations identified in year one join NWWARN by 2005. 
3. Co-develop and begin implementing homeland security strategies for 

communicating with and providing education for priority associations by 2005. 
 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:   
 

• None to date, but sustainable funding must be identified for action plan and strategy 
success. 
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11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:    

 
• There may be reluctance in the private sector to participate in a comprehensive 

program that fosters open Communication and collaboration and information sharing.  
Currently Washington State Public Disclosure Laws will not protect private industry 
data of a proprietary nature. Strengthening of existing WAC/RCW's may be required 
to provide protection of private sector data collected. New legislation may be required 
for security of private sector information collected.  

 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.
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Statewide Cyberterrorism Prevention and Preparation 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.  Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

 
1. COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, 

phone number and e-mail address plus your agency, department, jurisdiction, facility or 
other identifier):  

 
Mike McVicker, 360-902-3129, mikem@dis.wa.gov, Department of Information Services 
(DIS)   

 
2. WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED 

ON THIS ACTION PLAN:  
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Department of Information Services and the fundamental structure of the 60+ member 
agencies of the Washington Computer Incident Response Center (WACIRC).  DIS has 
reviewed the strategies and services with the Customer Advisory Board (CAB) and the 
Information Services Board (ISB). 

 
3. STRATEGY THIS ACTION PLAN ADDRESSES: 
 

Revised Strategy 2.4.1 Refine existing infrastructure to improve the statewide cyber 
protection and preparedness capability/capacity.  This infrastructure protects the integrity 
and continuity of statewide information sharing and communications systems and mitigates 
the effects of cyber terrorism activities. 
 
A. Additional strategies this action plan supports:  None 

 
4. BASELINE ASSESSMENT: 
 

A. What is the status of this strategy today? 
DIS and agency and local government partners have established key Washington 
government infrastructure and shared services in the area of computing, 
telecommunications and cyber security.  These include, but are not limited to, the shared 
State Government Network (SGN), the Intergovernmental Network (IGN), the state Security 
Layer and Secure Gateway Services, a Business Continuity Strategy, and the Washington 
Computer Incident Response Center (WACIRC).  WACIRC was established to put in place 
a process for reporting cyber security-related emergencies and the communication of alert 
and advisory information about security threats and incidents.  Washington also participates 
in the newly established Multi-state ISAC (MS-ISAC) to support cyber incident sharing 
across the nation.  DIS has focused on the delivery of key infrastructure shared services 
that provide for the greatest benefit to Washington State.  The base infrastructure is in 
place, but new enhancements are required to meet the growing demands in the area of 
cyber security, management of networks, and business continuity planning for state and 
local government. 
 
B. What funding has been received to date including the source? 
DIS operates from a revolving fund where fees are collected from state agencies and local 
government customers who purchase the DIS infrastructure services.  This year, DHS 
awarded DIS approximately $750,000 for a penetration test of the security perimeter for the 
shared State Government Network.  
 
C. What capability or capacity has been created to date? 
The existing infrastructure shared services include:  SGN Network, IGN Network, Shared 
Security Infrastructure, data center to support mainframe and server-based computer 
systems, Voice Network, WACIRC and the MS-ISAC to support the growing demands of a 
cost effective, secure network and computing environment.  Washington has also 
established an Enterprise Architecture Committee of the Information Services Board (ISB) to 
implement an Enterprise Architecture. WACIRC is in operation and has successfully 
responded to multiple cyber incidents.  WACIRC has also participated in multiple internal 
and national cyber exercises including TOPOFF2 and Livewire. 

 
5. END STATE GOAL: 
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A. What is the end state you wish to achieve long term? 
The end state is represented by a geographically diverse computing infrastructure that is 
supported by a diversely routed, fully redundant telecommunications network configured to 
allow full business continuity and cyber incident response capability.  State and local 
jurisdictions are interconnected through the SGN and IGN networks that facilitate efficient 
and effective communication.  A strong network security fabric is fully operational to ensure 
the continuity of government services to the public. 
 
B. What capability needs to be created? 
Complete the transition to a network and computing infrastructure that deters, preempts and 
prevents the resulting effects of a cyber event. 
 
C. What capacity needs to be created? 
The resulting computing and telecommunications infrastructure must be scalable to support 
anticipated workloads as well as responding to and recovering from cyber events. 
 
D. What is the long term fiscal impact? 
DIS will continue to serve the needs of the state agencies and local governments through a 
cost-recovery based approach articulated in DIS enabling legislation. Federal Homeland 
Security grant programs are anticipated to continue without a match requirement for the 
next three years, anticipate a 25% State/Local match for the following three years, and 
anticipate 100% state funding from seven to ten years. 

 
6. GAP ANALYSIS: 
 

A. What are the major gaps between your baseline and your desired end state? 
 
1. Implement hierarchical model for core network. 
2. Network and security infrastructure upgrades. 
3. Business Continuity based infrastructure deployment. 
4. Master agreement for disaster recovery services in Eastern Washington. 
5. Replacement of the IGN perimeter routers. 
6. Systematic cyber threat exercises, penetration tests and vulnerability assessments. 

 
7. TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 

A. What needs to be done in year 1?  
 
1. Implement hierarchical model for core network. 
2. Network and security infrastructure upgrades. 
3. Business Continuity-based infrastructure deployment. 
4. Master agreement for disaster recovery services in Eastern Washington. 

 
B. What needs to be done in year 2?  
 
5. Replacement of the IGN perimeter routers. 
6. Systematic cyber threat exercises, penetration tests and vulnerability assessments. 

 
C. What needs to be done in year 3? 
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Assess additional technology and security requirements in year 3.  Build the plan for next 
phase of telecommunications, security and computing capacity. 

 
D. What needs to be done in year 4? 
Deploy technology and security solutions resulting from year 3 assessment. 

 
E. What needs to be done in year 5? 
Continue cycle of assessment, deployment and funding for infrastructure needs. 

 
F. What needs to be done beyond 5 years? 
Reassess enterprise information technology and cyber needs and update plans. 

 
8. INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES 

AND ESTIMATED COSTS: 
 

A. In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1: 
 
First:   Establish master agreement for disaster recovery services in Eastern Washington. 
Second:   Implement hierarchical model for core network. 
Third:  Network and security infrastructure upgrades. 
Fourth:    Business Continuity based infrastructure deployment. 
 
B. What are the estimated costs of priority 1, 2 and 3 for year 1? 
 
Priority 1: $100,000   Priority 2: $1,450,000   Priority 3: $1,200,000   
 
C. In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 2:  
 
First:  Replacement of the IGN perimeter routers. 
Second:  Systematic cyber threat exercises, penetration tests and vulnerability 
assessments. 
 
D. What are the estimated costs of priority 1, 2 and 3 for year 2? 
 
Priority 1: $750,000   Priority 2: $500,000. 

 
9. HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures 

should be SMART – Specific, Measurable, Accountable, Results Oriented, Time 
Oriented. 

 
A. What performance measures support your action plan? = Performance 
measures need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan  
 
1.  Implementation of infrastructure to support the continuity of government network 
operations following the elimination of any single node site by year 1 (2005). 
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2.  Master contract(s) are established for business continuity/disaster recovery services in 
Eastern Washington by year 1 (2005). 
 
3.  Penetration tests conducted at least annually and any identified vulnerabilities are 
addressed appropriately.   

 
10. WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED: 
 

There may be grant opportunities from DHS to support the actions identified for the 
statewide information sharing and communications systems.  

 
11. ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART 

OF THIS ACTION PLAN:  
 

There may be a reluctance of the private sector to participate in the assessment and cyber 
information sharing.  Legislation may be required for security of information shared between 
public and private sector. 

 
For questions on this template, please contact Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.
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Homeland Security Education & Training for Healthcare Professionals 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Primary: Pamela Woll-Hunter, 360-236-4064, pamela.woll-hunter@doh.wa.gov; Alternate: Dennis 
Anderson, 360-236-4416, dennis.anderson@doh.wa.gov; both Dept of Health 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Washington State Hospital Association; Washington State Emergency 
Management; Northwest Center for Public Health Practice (NWCPHP) School of Public Health at 
University of Washington. 
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.4.1 Train and educate health care 
professionals from all sectors to respond as part of the statewide medical response capability. 
 
 A.  Additional strategies this action plan supports:  1.1.1 Further develop partnerships 

to identify existing capabilities and capacities to meet the threat of terrorism and ensure 
there are clear linkages between all levels of government, tribal nations, private sector and 
citizens.  1.1.2 Review the existing domestic security structure to maximize the 
organizational efficiency and effectiveness.  1.4.1 Create task oriented actions plans that 
include establishing a baseline, desired end states, targets and performance measures for 
the statewide goals and objectives.  2.2.2 Maintain effective scalable statewide 
communication networks to educate, share information and emergency procedures and 
provide advisories.  5.1.2 Develop a multi-discipline training capability to provide statewide 
emergency responders training, certification, and credentialing – Homeland Security 
Institute (HSI).  5.3.2 Develop and disseminate training materials, templates on how to 
prepare for, recognize, report, and respond to a threat or act of terrorism.  5.3.3 Train and 
exercise elected state and locally appointed officials to ensure competency in Incident 
Management and Continuity of Government operations.  5.4.3 Build statewide 
chemical/bioterrorism capability by expanding the laboratory capacity, enhancing continued 
disease preparedness activities, urgent disease reporting capability, and education, training, 
exercises and drills.  5.4.4 Build statewide containment and isolation capacities to respond 
to chemical and bioterrorism attacks.  5.4.5 Build hospital decontamination capabilities and 
capacity statewide.  5.8.1 Support and sustain existing regional CBRNE response capability 
and capacity statewide.. 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Strategy 5.4.1 is being addressed through 

the CDC and HRSA Grant programs awarded to Washington State Department of Health.  
Currently education and training coordination and technical staff have been hired at both the 
State and Regional levels to fulfill the requirements of the grants and address the public 
health and healthcare education and training needs for the state.  Comprehensive formal 
and informal learning needs assessments have been completed regionally for both public 
health and hospitals.  Regions are currently developing, at a minimum, a one-year 
Education, Training and Exercise Plan that includes emergency preparedness education 
and training for hospitals.  Regional plans are being combined to contribute to the 
development of a state Education, Training and Exercise Plan.  Public health education and 
training leads are participating in education, training and exercise planning by participating 
and partnering on a number of education, training and exercise coordination committees at 
both the regional and state levels.  A Learning Management System has been selected to 
track and document all CDC and HRSA grant funded emergency preparedness education, 
training, exercises and drills.  Content and curriculum resources are being identified, 
catalogued and developed to address learning needs determined from assessments and 
exercise after action reporting.  Learning technology infrastructure has been enhanced in 
the regions and at the state to improve accessibility to education and training content 
through satellite programming, web conferencing and online learning. 

 
 B.  What funding has been received to date including the source?  Centers for Disease 

Control Cooperative Agreement on Public Health Preparedness and Response for 
Bioterrorism Grant  $3.5 million ($2 million has been allocated to Regional and Local Health 
Jurisdictions); HRSA National Bioterrorism Hospital Preparedness Program  $1.6 million . 
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 C.  What capability or capacity has been created to date?  Ability to provide ongoing 

assessment of education, training and exercising needs.  Ability to provide ongoing 
education, training and exercise planning and coordination.  Ability to provide ongoing 
education, training and exercise program evaluation.  Delivery of public health and hospital 
related, competency based education, training and exercise programs.  Ability for ongoing 
identification, cataloguing and development of competency based learning resources.  
Ongoing tracking and documentation of education, training and exercises delivered and 
planned.  Ongoing identification of staff educated, trained and exercised for diverse 
emergency preparedness competencies. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A comprehensive, long term 

education, training and exercising program that ensures the delivery of appropriate 
education and training to key public health professionals, infectious disease specialists, 
hospital emergency department personnel, laboratory personnel and other health care 
providers (including mental health care) in preparedness for and response to bioterrorism, 
other infectious disease outbreaks and other public health threats and emergencies.. 

 
 B.  What capability needs to be created?  Communication campaign that emphasizes a 

high priority on education, training and exercising for emergency preparedness and 
response.  Phased implementation plan for Learning Management system.  Public health 
and healthcare personnel learning portal for access to education, training and exercise 
emergency preparedness and response resources, best practices information and learning 
tools.  Education, training and exercise competency data reporting for individual and 
organizational development, planning and evaluation.  Strategy and plan for ongoing 
learning needs assessment.  Plan for long term education, training and exercise evaluation 
that identifies effectiveness and return on investment of learning activities.  Partnerships 
and coordination efforts with pre-hospital, hospital and public health for standards and 
competency development. 

 
 C.  What capacity needs to be created?  Establish long term funding stream.  Evaluate 

need for additional personnel.  Establish Washington State standards, competencies and 
skills required by public health, hospitals and EMS for emergency preparedness and 
response.  Further development and improvement of learning technology infrastructure for 
improved access to learning resources and activities.   

 
 D.  What is the long term fiscal impact?  Impact is directly related to the priority given to 

education, training and exercising for emergency preparedness and response competency 
and ongoing development of public health and healthcare staff.  Long term funding streams 
will be required.  CDC and HRSA grant funding is anticipated to continue at level or possibly 
lower than level funding.   

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  

Insufficient funding for public health and healthcare staff to attend education, training and 
exercise activities and events, and exercises.  Insufficient learning technology infrastructure 
for delivery of “Just-In-Time” education and training across the state.  Insufficient priority 
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given to education, training and exercising as indicated by funding.  Coordination across 
disciplines continues to be time consuming and problematic 
Public Health Emergency Preparedness standards and competencies not well defined.    

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Implement Public Health Learning Management 

System.  Continue participation with Committee for Homeland Security, Education/Training 
Subcommittee for education, training and exercise coordination, including involvement with 
Homeland Security Institute.  Partner with NWCPHP for identification of Emergency 
Preparedness Standards and Competencies for public health and healthcare.  Continue 
refining grant activities as outlined in both the CDC and HRSA grants. 

 
 B.  What needs to be done in year 2?  Develop ongoing education, training and exercise 

communication plan for education, training and exercise priority identification (include 
evaluation and Return on Investment data/reporting).  Develop plan for ongoing education, 
training and exercise evaluation (based upon CDC Performance Indicators).  Develop plan 
for ongoing education, training and exercise assessment (including learning technology 
infrastructure).  Identify ongoing costs for emergency preparedness education, training and 
exercise programs.  Develop plan for more operational level education and training.  Based 
upon grant changes, reassess and adjust as required.   

 
 C.  What needs to be done in year 3?  Based upon grant changes, reassess and adjust as 

required. 
  
 D.  What needs to be done in year 4?  Based upon grant changes, reassess and adjust as 

required. 
  
 E.  What needs to be done in year 5?  Based upon grant changes, reassess and adjust as 

required 
 
 F.  What needs to be done beyond 5 years?  Based upon grant changes, reassess and 

adjust as required. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  1.  Implementation Plan for Public Health Learning Management System.   2.  
With NWCPHP, convene committee of public health and health care partners to identify 
emergency preparedness standards and competencies.    3.  Participate in Strategic Plan 
development for Homeland Security Institute.   

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  $75K.  

Priority 2:  $75K.  Priority 3:  $50K. 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  1. Using CDC Performance Indicators, develop an ongoing education, 
training and exercise evaluation plan for identifying effectiveness and return on investment 
of education, training and exercising offered.   2. With the Northwest Center for Public 



Action Plan #22 

Emergency Management Division (EMD) 

Health Practice, convene committee of public health and healthcare partners to develop an 
education, training and exercise communication plan that utilizes evaluation and ROI data); 
intent of this plan is to elevate the priority given to education, training and exercise in terms 
of funding.  3. With NWCPHP, develop plan for consistent and ongoing assessment of 
education, training and learning technology infrastructure needs  

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  1. $50K;  2. $50K;  3. 

$50K  
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance measures 

need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan Year 1: Public Health Learning Management System 
implemented at Wa. State Department of Health and 100% lead regional health jurisdictions 
by August 30, 2005.  Washington State public health and healthcare standards and 
competencies identified and adopted by August 30, 2005.  Strategic Plan for Homeland 
Security Institute developed and implemented by August 30, 2005.    Year 2:  Education, 
Training and Exercise evaluation plan developed and data reported by August 30, 2006.  
Education, Training and Exercise long term communication plan developed by August 30, 
2006.  Education, Training and Exercise long term assessment plan (including learning 
technology infrastructure needs) developed and implemented by August 30, 2006. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
Continue to seek funding through the following grants:  Centers for Disease Control Cooperative 
Agreement on Public Health Preparedness and Response for Bioterrorism Grant.  HRSA National 
Hospital Preparedness Program.  ODP (Office of Domestic Preparedness) Grants Program for 
Public Health.   
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   There may be policy issues related to the Homeland Security Institute 
pertaining to the reluctance for coordination and identification of standards and competencies 
across all identified responder disciplines.  Legislation may be required to establish across 
discipline standards.  
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 
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Homeland Security Medical Surge Capacity/Capability 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Primary:  Norman Fjosee, 360-236-4622, norm.fjosee@doh.wa.gov;  Alternate: Dennis Anderson, 
360-236-4416, dennis.anderson@doh.wa.gov; both Dept of Health 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Action plan is based on regional public health and hospital plans, which 
have been developed by hospitals, regional lead health jurisdictions, local health jurisdictions, local 
public health officers, local emergency management agencies, community and migrant health 
centers, tribes, and other health care provider partners. 
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.4.2  Optimize regional medical 
surge capacity for victims of terrorism through concentrated needs assessment, and planning to 
eliminate gaps. 
 
 A.  Additional strategies this action plan supports:  1.1.1  Further develop partnerships 

to identify existing capabilities and capacities to meet the threat of terrorism and ensure 
there are clear linkages between all levels of government, tribal nations, private sector and 
citizens.  5.4.3  Build statewide chemical/bioterrorism capability by expanding the laboratory 
capacity, enhancing continued disease preparedness activities, urgent disease reporting 
capability, and education, training, exercises and drills.  5.4.5  Build hospital 
decontamination capabilities and capacity statewide. 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  WA State is moving into the third year of 

implementation of the regional hospital plans, which outline each regional public health and 
hospital approach to addressing potential surge capacity of 500 patients per million 
population per region.  These plans were based on hospital assessments conducted 
statewide in FY 02, and these assessments are planned for update in FY 04.  Regional 
hospital plans are designed to be an integral part of the regional public health plans 
currently being completed  in WA State. 

 
 B.  What funding has been received to date including the source?  FY 02 and 03 

Hospital Bioterrorism Preparedness Program funding, @ $12.4M.  An additional @ $1.4M in 
ODP funding has been utilized by the WA State Emergency Management Division to assist 
in the purchase of hospital decon systems and Level C biohazard suits in FY 02 and 03. 

 
 C.  What capability or capacity has been created to date?  Initial hospital capacity has 

been created to triage and treat 500 patients per million population in each public health 
region in the state. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  AA statewide hospital system 

capacity, closely aligned the public health system in the state, capable of providing 
appropriate patient care (diagnose, triage, transport, and treat) for large numbers of victims 
of a man-made or natural disaster.  This would require an ongoing commitment of resources 
into the future to support these capacities, including future issues of ongoing personnel 
training, equipment testing, maintenance, and exercise, and medical equipment upgrades 
as such become available. 

 
 B.  What capability needs to be created?  The capability of hospitals to implement surge 

capacity plans as required by a man-made or natural disaster, in cooperation, coordination, 
and conjunction with the public health activities being mobilized for the same purpose. 

 
 C.  What capacity needs to be created?  The capacity that has been (partially) created 

and implemented is the capacity for hospitals to surge to the appropriate level to handle 
large numbers of patients who are victims of a natural or man-made disaster.  While 
currently in place, this initial capacity needs to be completed and then continually reviewed, 
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revised, and updated to reflect changing needs for capacity to respond to level and type of 
incident, as well as provide for staff training, equipment and equipment upgrades, changes 
in potential vectors, maintenance and exercise of equipment. 

 
 D.  What is the long term fiscal impact?  Hospital Preparedness funding is currently 

through  a  Cooperative Agreement with the US Department of Health and Human Services 
which runs through August, 2007. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  

Major gaps are lack of complete equipment and training provided as needed at all hospitals, 
as well as lack of implementation of capital improvements at all facilities, both due to multi-
year implementation schedules currently in progress.   Additional gap is lack of assurance 
that ongoing personnel training, and equipment maintenance and upgrades, will be able to 
be supported by program in future.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Continue purchase of training and equipment  to 

meet identified hospital requirements, continue capital improvement implementation, begin 
work with public health to incorporate regional hospital plans into regional public health 
plans, conduct updated hospital assessments, begin  institutionalizing public health EPR 
activities into ongoing facility EPR  activities. 

 
 B.  What needs to be done in year 2?  Continue purchase of training and equipment to 

meet identified hospital requirements, continue capital improvement implementation, 
continue work with public health to incorporate regional hospital plans into regional public 
health plans, update hospital portions of regional public health plans based on assessment 
updates, continue to institutionalize EPR activities into ongoing facility activities 

 
 C.  What needs to be done in year 3?  Continue purchase of training and equipment to 

meet identified hospital requirements, continue capital improvement implementation, work 
with public health to incorporate hospital portion of regional public health plans, continue 
institutionalization of public health EPR activities into ongoing facility plans and activities, 
upgrade, exercise, maintain, and replace( as required) response equipment. 

  
 D.  What needs to be done in year 4?  Review, revise and update to reflect changing 

needs 
  
 E.  What needs to be done in year 5?  Review, revise and update to reflect changing 

needs. 
 
 F.  What needs to be done beyond 5 years?  Review, revise and update to reflect 

changing needs 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
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 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:  1.  Practitioner Online Data Registry System (PODRS), a secure web-based 
database of healthcare providers who volunteer to be included in a jurisdiction’s emergency 
response plan.   2. State-level coordination of Medical Reserve Corps activity    

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  $100K.  

Priority 2:  $100K.   
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  . 
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?        
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance measures 

need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan 1.  Include the Practitioner Online Data Registry 
System (PODRS) in a jurisdiction's emergency response plan by 2005, or as resources are 
available.  2.  Initiate state-level coordination of Medical Reserve Corps Actilvity by 2005, or 
as resources are available.  3.  Ensure annual multi-year surge implementation plan meets 
annual targets by 2005 and beyond.  4.  Hospital performance will be measured against 
standards specified in regional public health plans annually 2005 and beyond through 
exercises and actual event responses. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
Funding source has been, and is anticipated to continue to be, the Cooperative Agreement with 
the US Department of Health and Human Services. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   Yes.  Those issues involve liability protection for volunteer healthcare 
providers and the proper credentialing of those providers.  
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 
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Statewide Laboratory Response Network to Provide Terrorism Early Detection 
Capability/Capacity 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland 

Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Primary:  Romesh Gautom, PhD, DOH Public Health Laboratories Director,  206-361-2885, 
romesh.gautom@doh.wa.gov; Alternate: Dennis Anderson, 360-236-4416, 
dennis.anderson@doh.wa.gov; both Dept of Health 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Local Health Jurisdictions, US Food and Drug Administration, US 
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Environmental Protection Agency, Washington Department of Ecology, Washington Department of 
Agriculture, Washington Poison Control Center, University of Washington. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.4.3 Enhance terrorism early 
detection capabilities by building a statewide laboratory response network capability/capacity, 
enhancing continued disease preparedness activities, urgent disease reporting capability, and 
education, training exercises and drills. 
 
 A.  Additional strategies this action plan supports:  5.4.1 Train and educate health care 

professionals from all sectors to respond as part of the statewide medical response 
capability. 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  The statewide laboratory response network 

is in the process of development.  Data on existing clinical and environmental laboratory 
capabilities throughout the state are being collected for evaluation.  The Washington Public 
Health Laboratories (PHL) is installing the laboratory capacity and equipment according to 
the requirements of the CDC grant activities. 

 
 B.  What funding has been received to date including the source?  $938,000 from US 

Department of Health and Human Services through the CDC cooperative agreement 
structure. 

 
 C.  What capability or capacity has been created to date?  PHL analytical 

instrumentation is in place and operating.  Newly hired personnel are in training according to 
CDC chemical terrorism requirements.  Methods for detection of some chemical threat 
agents in human specimens are still under development by CDC. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A statewide laboratory 

network that will provide early detection of certain terrorism events.  This will include, when 
necessary, sample collection for shipment to PHL and CDC.  

 
 B.  What capability needs to be created?  The capability to handle and ship clinical 

samples rapidly and safely from anywhere within Washington State.  The ability for 
emergency responders and services to recognize and handle laboratory samples from a 
major terrorism event.  The ability of PHL and its surge laboratories to analyze a large 
number of samples. 

 
 C.  What capacity needs to be created?  Emergency response plans integrating the 

efforts of all involved agencies.  A network of laboratories that can handle, properly 
package, and ship samples from anywhere within the state.  A group of laboratories capable 
of handling surge from a large event, aiding PHL in rapid analysis. 

 
 D.  What is the long term fiscal impact?  CDC and Homeland Security grants will be 

required for the next five years. 
 
6.  GAP ANALYSIS: 
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 A.  What are the major gaps between your baseline and your desired end state?  The 

major gaps include evaluation of clinical and environmental laboratories for creation of the 
statewide laboratory network; training of emergency responders and physicians in 
recognizing a chemical terrorism event; and training of PHL chemistry staff in protocols for 
rapid analysis of samples for chemical agents.  

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Finalize statewide laboratory network; train 

emergency responders; train laboratory chemists; finalize WADOH PHL laboratory 
equipment and installations 

 
 B.  What needs to be done in year 2?  Finalize surge laboratory network; train clinical 

laboratories staff; achieve the approved certification status by WADOH PHL for performing 
analyzes; perform exercises with all parties. 

 
 C.  What needs to be done in year 3?  Perform drills with all parties, reassess and adjust 

plans. 
  
 D.  What needs to be done in year 4?  Perform drills with all parties, reassess and adjust 

plans. 
  
 E.  What needs to be done in year 5?  Perform drills with all parties, reassess and adjust 

plans. 
 
 F.  What needs to be done beyond 5 years?  Perform drills with all parties, reassess and 

adjust plans. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  1.  Survey statewide clinical and environmental laboratories for network 
development.  2.  Sufficiently pass proficiency test for analyzing chemical threat agents by 
WADOH PHL.  3.  Train emergency responders. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  $40K.  

Priority 2:  $400K.  Priority 3:  $50K. 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  1.  Finalize surge laboratory network;  2. Full dress exercises of chemical 
incident response, including the maximum involved agencies;  3. Address food analysis.    

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  1. $30K;  2. $250K;  

3. $100K 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
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 A.  What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan 1.  Survey statewide clinical and environmental 
laboratories for network development by 2005.  2.  Finalize statewide laboratory network by 
2005.  3.  Train laboratory chemists by 2005. 4.  Finalize WADOH PHL laboratories by 
2005.  5.Train emergency responders by 2006. 6.  Finalize surge laboratory network by 
2006.  7.  Train clinical laboratories staff by 2006.  8.  Achieve approved certification status 
by WADOH PHL for performing analyzes by 2006.  9. Perform exercises with laboraties by 
2006. 10.  Sufficiently pass proficiency test for analyzing chemical threat agents by WADOH 
PHL.  11.  Perform drills annully, reassess and adjust plans.   

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
Cooperative Agreement with the US Department of Health and Human Services, as well as 
funding from the Department of Homeland Security and the Food and Drug Administration. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   Medical data and laboratory results on individuals tested as a result of a 
terrorist event must be protected as confidential.  Working with Select Agent Program to meet 
federal requirements on handling and storing threat agents.   
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 

mailto:nancy.bickford@mil.wa.gov
mailto:joe.huden@mil.wa.gov
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Statewide Isolation and Quarantine Capability and Capacity 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Primary:  Jack Bunn, MD;  360 236 3705,      jack.bunn@doh.wa.gov; Alternate: Dennis Anderson, 
360-236-4416, dennis.anderson@doh.wa.gov; both Dept of Health 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Local Public Health Jurisdictions, Office of the Attorney General, State 
Board of Health 
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.4.4 Build statewide containment 
and isolation capacities to respond to chemical and bioterrorism attacks. 
 
 A.  Additional strategies this action plan supports:  5.4.5 Build hospital decontamination 

capabilities and capacity statewide.   
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Isolation and quarantine (I&Q) is 

addressed in state, regional, and local level plans and protocols for smallpox and SARS.  
The State Board of Health last year approved new rules governing I&Q.  Not all of these 
plans and protocols have been tested through an exercise. 

 
 B.  What funding has been received to date including the source?  I&Q funding is 

included in the current Cooperative Agreements with the US Department of Health and 
Human Services.  Specific dollar amounts for this activity are not spelled out in the grant. 

 
 C.  What capability or capacity has been created to date?  State rules and response 

plans have been updated to provide health officials the authority to implement I&Q as 
necessary.  Local officials have identified some facilities for quarantining (if necessary) 
persons exposed to communicable disease. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  Creation of a database of I&Q 

facilities throughout the state.  All I&Q response plans are approved and exercised. 
 
 B.  What capability needs to be created?  Understanding of I&Q procedures and issues 

through training and education of law enforcement, judicial, public health, and hospital 
officials. 

 
 C.  What capacity needs to be created?  Identification of facilities for isolation of 

contagious persons suffering from those diseases of highest concern. 
 
 D.  What is the long term fiscal impact?  The long term statewide fiscal impact for I&Q 

preparedness is estimated to be in excess of $5 million, primarily for preparations to convert 
existing facilities into adequate sites for housing persons requiring isolation or quarantine. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  

Completed identification and preparation of facilities to be rapidly converted to an isolation 
or quarantine facility.  Also, training and education of law enforcement, judicial, public 
health, and hospital officials.  

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Complete development of I&Q section of state CD 

plan.  Completed memorandum defining state and Regional roles in activation of isolation 
facilities known as Type C. 
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 B.  What needs to be done in year 2?  Finalize surge laboratory network; train clinical 

laboratories staff; achieve the approved certification status by WADOH PHL for performing 
analyzes; perform exercises with all parties. 

 
 C.  What needs to be done in year 3?  Continued exercise and testing of state and 

regional plans 
  
 D.  What needs to be done in year 4?  Continued exercise and testing of state and 

regional plans 
  
 E.  What needs to be done in year 5?  Continued exercise and testing of state and 

regional plans 
 
 F.  What needs to be done beyond 5 years?  Continued exercise and testing of state and 

regional plans 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:        
 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?        
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:     
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?        
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

 
1.  Complete development of the I&Q section of the state CD plan by 2005.   
2.  Define and publish state and regional roles in activating Type C isolation facilities by 
2005.   
3. Complete assessment of regional and local readiness/needs to activate class C Facilities 
in emergency. 
  

10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
Cooperative Agreement with the US Department of Health and Human Services. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   Yes. We’re in the process of activating an advisory committee to identify & 
address these issues. 
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Statewide Hospital Decontamination Capability/Capacity 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland 

Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Primary:  Norman Fjosee, 360-236-4622, norm.fjosee@doh.wa.gov; Alternate: Dennis Anderson, 
360-236-4416, dennis.anderson@doh.wa.gov; both Dept of Health 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Plan is based on regional public health and hospital plans, which have 
been developed statewide by hospitals, regional lead health jurisdictions, local health jurisdictions, 
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local public health officers, local emergency management agencies, community and migrant health 
centers, tribes, and other health care provider partners. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.4.5 – Build hospital 
decontamination capabilities and capacity statewide   
 
 A.  Additional strategies this action plan supports:  5.4.3  Build statewide 

chemical/bioterrorism capability by expanding the laboratory capacity, enhancing continued 
disease preparedness activities, urgent disease reporting capability, and education, training, 
exercises and drills. 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Today approximately 50% of the hospitals 

in WA State (46 hospitals) have been supplied with a one- or a two-line decontamination 
system, and those same hospitals have been supplied with a minimum of 12 Level C 
biohazard suits, in partnership with EMD.  

 
 B.  What funding has been received to date including the source?  HRSA Hospital 

Bioterrorism Preparedness Program funding to DOH, and HLS funding to EMD, 
approximately $2.852M total for systems and suits, over two years. 

 
 C.  What capability or capacity has been created to date?  Capability and capacity to 

decontaminate patients and staff, and to protect staff from becoming contaminated through 
contact with contaminated patients. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  Each hospital in WA state will 

have a one- or a two-line decontamination system, as appropriate, and a minimum of 12 
Level C biohazard suits for hospital staff protection.   

 
 B.  What capability needs to be created?  Capability of each hospital to safely cleanse 

and handle patients contaminated by chemical, biological, or radiologically-contaminated 
materials. 

 
 C.  What capacity needs to be created?  Each hospital will be able to handle 

contaminated patients.  Statewide capacity will ultimately need to be 500 such patients per 
million population. 

 
 D.  What is the long term fiscal impact?  Health and Human Services provides funding to 

DOH under a cooperative agreement that extends to August 2007.  Replacement funding 
beyond that will be needed. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  The 

need to continue funding hospital decontamination system and biohazard suits purchases 
until hospital decontamination capabilities and capacities are implemented to appropriate 
levels. 
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7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Provide decon systems and biohazard suits for 23 

additional hospitals beyond the 46 which already have them. 
 
 B.  What needs to be done in year 2?  Provide decon systems and biohazard suits for 

final 26 hospitals. 
 
 C.  What needs to be done in year 3?  Continuous exercise and maintenance of decon 

systems and suits, and replacement of equipment as required. 
  
 D.  What needs to be done in year 4?  Continuous exercise and maintenance of decon 

systems and suits, and replacement of equipment as required. 
  
 E.  What needs to be done in year 5?  Continuous exercise and maintenance of decon 

systems and suits, and replacement of equipment as required. 
 
 F.  What needs to be done beyond 5 years?  Continuous exercise and maintenance of 

decon systems and suits, and replacement of equipment as required. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:        
 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?        
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:        
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?        
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

 
1. Purchase and emplace decontamination systems and biohazard suits in each of the 95 

hospitals in WA State by 2006. 
2. Provide education, training, and exercises for statewide hospitals annually beginning in 

2004. 
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10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
Funding sources have been the DOH HRSA Hospital BT Program, and EMD’s grants through the 
Department of Homeland Security’s Office of Domestic Preparedness. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   No. 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 
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HOMELAND SECURITY ACTION PLAN 

CRITICAL INFRASTRUCTURE IDENTIFICATION PROGAM STRATEGY 
(CIIPS) 

 
 
Purpose:  This process is the next step in the implementation of the Statewide Homeland Security 
Strategic Plan to articulate specific actionable items.  The following provides a consistent process 
to allow easier evaluation, prioritization and resource allocation.  The results of this process will 
continue to build statewide capability and capacity. 
 
 
1.  SUBMITTER:   
 

Jeff Parsons, 253-512-7065, j.parsons@emd.wa.gov, Analysis and Plans Section, 
Emergency Management Division, Washington Military Department. 

Allen Jakobitz, 253-512-7050, a.jakobitz@emd.wa.gov, Analysis and Plans Section, 
Emergency Management Division, Washington Military Department. 

Gary Herschberger, 253-512-7052, g.herschberger@emd.wa.gov, Analysis and Plans 
Section, Emergency Management Division, Washington Military Department. 
  
 
2.  AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON THIS 
ACTION PLAN:  
Association of Washington Businesses, Port of Tacoma, Washington State Patrol, King County 
Office of  Emergency Management, Pierce County Emergency Management, Seattle Police 
Department, Washington Army National Guard, Department of Ecology, and State Emergency 
Response Commission. 
 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategies 4.1.1, 4.1.2, and 4.2 
 

A.  Additional strategies this action plan supports:   
Objectives: 1.4, 3.1, 3.2, 3.3, 3.4, 5.3.2, 5.5, 7.1 

 
 
4.  BASELINE ASSESSMENT: 
 

A.  What is the status of this strategy today?   
A comprehensive assessment of infrastructure by sectors has not been accomplished.  No 
standardized methodology had been adopted for this purpose.  There have been some 
vulnerability assessments done by state agencies and the private sector.  Of those, some have 
been required by federal agencies but there is no single repository for this information, no analysis 
has been done on the results, and no statewide protection plan in place. 
 

B.  What funding has been received to date including the source?   
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1.  $100K is available to review the Liberty Shield infrastructure matrix which has yet 
to be executed.  This compilation of infrastructure was a list that had little analysis 
completed.   
2.  Buffer Zone Protection Plan (BZPP) monies will be made available to local 
jurisdiction law enforcement agencies completing BZPPs based on the Department of 
Homeland Security coordinated lists.  This funding is limited to $50K per individual 
site and is limited to equipment purchases and associated installation and design 
fees, and related training fees.  
3.  Ecology previously applied for grant monies to amend Emergency Planning & 
Community Right-to-Know Act (EPCRA) reporting requirements (DOE). 

 
C.  What capability or capacity has been created to date?   

There have been some vulnerability assessments done by industry and some required in a limited 
fashion by federal agencies without a consistent methodology, analysis or next steps completed.  
Washington businesses currently report chemical storage inventories to Ecology, on behalf of the 
State Emergency Response Commission, by codes representing broad reporting ranges and 
provide related chemical information to other state and local agencies (DOE). 
 
 
5.  END STATE GOAL: 
 

A.  What is the end state you wish to achieve long term?     
The desired outcome is a statewide comprehensive critical infrastructure list, vulnerability 
assessments, and protection plans by infrastructure sector using effective analytical tools and 
secure information and storage methodologies.  From analysis, determine which infrastructure 
should be protected, by how much, statewide protection strategies, protection roles and, 
responsibilities, and an escalation protection plan. 
 

B.  What capability needs to be created?  
The development of a law enforcement and security capability to protect critical infrastructure 
(equipment, manpower, protocols, interoperable communications, and information sharing 
capability) needs to be created.  Amendments to Washington EPCRA reporting requirements 
would provide specific information about chemical storage sites (DOE). 
 

C.  What capacity needs to be created? 
Security plans based on industry standard vulnerability assessments and associated critical 
infrastructure protection plans and as appropriate Buffer Zone Protection Plans based on threat 
analysis and funding protection plans development.  

 
D.  What is the long term fiscal impact? 

Federal Homeland Security Grant programs are anticipated to continue without match 
requirements for the next three years, and anticipate a 25% State/Local match for the next three 
years, anticipate 100% state funding within seven to ten years. 
 
6.  GAP ANALYSIS: 
 

A.  Major gaps between baseline and desired end state? 
1.  Assessment methodology 
2.  Assessment software / training 
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3.  Manpower (resources) to conduct assessment, analysis, track and report, and 
produce plans 
4.  Capture of statewide infrastructure by sector 
5.  Protection plan funding 
6.  Washington businesses currently report chemical storage inventories by 
codes representing broad ranges. (DOE) 

 
7.  TARGETS TO CLOSE THE GAPS): 
 

A.  What needs to be done in year 1?    
1. Identify possible tools, evaluate, select and approve methodology. 
2. Secure software.  
3. Identify Critical Infrastructure within the state of Washington with the assistance of private 
sector, local jurisdictions, state agencies, tribal nations and the Committee on Homeland 
Security (CHS) Subcommittees. 
4.  Create statewide infrastructure protection working groups for the infrastructure sectors 
within the Washington State CHS.  
5. Identify statewide stakeholders and partnerships that would help facilitate critical 
infrastructure identification and protection planning (e.g. Pacific Northwest Economic Region 
(PNWER) 
6.  Determine impacts of amending EPCRA reporting requirements to specific storage 
amounts. (DOE) 
7.  Provide the Department of Homeland Security an initial data list of identified critical 
infrastructure within Washington State for the National Asset Database correcting current 
national level database contents. 
8.  Develop an information archiving capacity/capability for CI/KA/BZPP data. 
 
B.  What needs to be done in year 2?   
1.  Complete the design and population of the statewide Critical Infrastructure Database, 
conduct vulnerability analysis. 
2.  Educate EPCRA reporters on new reporting requirements. (DOE) 
3.  Locate, map, score, validate, prioritize and vet critical infrastructure data. 
4.  Develop a clearing house of CI/KA and BZPP “best practices.” 
5.  Provide the Department of Homeland Security further refined data list of identified critical 
infrastructure within Washington State for the National Asset Database correcting current 
national level database contents. 
5.  Develop the capacity and acquire the resources to store and manipulate CI/KA data in 
written and geospatial terms. 
6.  Work to develop a statewide protected information sharing methodology for critical 
infrastructure. 
 
C.  What needs to be done in year 3?   
1.  Implement new EPCRA reporting requirements that include specific amounts of 
chemicals stored at facilities. (DOE) 
2. Following vulnerability analyses identify risks associated with critical infrastructure 
assessed. 
3.  Identify the potential critical infrastructure protection strategies with the assessed 
infrastructure. 
4.  Prioritize infrastructure and create the protection plan. 
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D.  What needs to be done in year 4?   Build the plan capacity. ??? Need Clarification. 
 
E.  What needs to be done in year 5?  Find funding mechanism for protection strategies. 
 
F.  What needs to be done beyond 5 years?  Reassess and adjust plans.   

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS: 
 

A.  In priority order, projects for target year 1: 
1.  Adopt information collection methodology and acquire software / training 
2.  Collect Critical Infrastructure information by jurisdiction / state agency / Critical 

Infrastructure Sector 
3.  Initiate Buffer Zone Protection Plan planning 
4.  Determine impact on Local Emergency Planning Committees if EPCRA 

reporting requirements are amended. (DOE) 
 

B.  Estimated costs of priority 1, 2 and 3 for year 1?  
1.    Priority #1:  $10K 
2.    Priority #2:  $5 K 
3.    Priority #3:  $50 K 

 
C.  In priority order, projects for target year 2:  

1.    Educate EPCRA reporters and Local Emergency Planning Committees 
about amendments to reporting requirements. (DOE) 

2.    Develop and populate Critical Infrastructure information database 
3.    Continue Buffer Zone Protection Planning 
4.    Complete and populate the statewide Critical Infrastructure database 

 
D.  Estimated costs of priorities 1, 2, and 3 for year 2: 

1.  Priority #1:  (Update 2005)  >$90,000 
2.  Priority #2:   
3.  Priority #3:   

 
 
9.  MEASUREMENT OF SUCCESS (PERFORMANCE):  (Performance measures are SMART – 
Specific, Measurable, Accountable, Results Oriented, Time Oriented) 
 

A.  Performance measures support the action plan   
1.  Create the Committee on Homeland Security Infrastructure Protection 
Subcommittee by 2004. 
2.  Identify Washington State Critical Infrastructure by 2005. 
3.  Create a Statewide Critical Infrastructure Database and Secure Critical 
Infrastructure Information Sharing System by 2006. 
4.  Develop a Washington Statewide Critical Infrastructure Protection Plan by 2008. 
5  Sustainment funding to support the Washington Statewide Critical Infrastructure 
_Protection Plan budgeted and secured by 2009. 
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10.  FUNDING SOURCES THAT HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
Funding was requested in the state 03-05 budget in the amount of $100K but was not approved for 
submission in the Governor’s budget.  Funding will be requested for the protection plan in the 05-
07 budget in the amount of $1 million, the estimated amount to contract for a security contractor.  
There may be grant opportunities from USDOT, USDA, USDHHS for some funding but have yet to 
be applied for. 
 
 
11.  POLICY AND LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF THIS 
ACTION PLAN:  
There may be a reluctance of the private sector to participate in information collection, assessment 
and information sharing.  Legislation may be required for security of private sector information 
collected and assessments.  The State Emergency Response Commission has the ability to 
determine Washington’s chemical reporting requirements under the Emergency Planning & 
Community Right-to-Know Act. 
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Home - Summary Matrix
 
 

Secure Critical Infrastructure System for Geographic & Tabular Information 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Allen Jakobitz, 253-512-7050; a.jakobitz@emd.wa.gov, Washington Military Department; 
Emergency Management Division; Analysis and Plans Section 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Internal within Military Department. - Need to include WSP/WASPC. 
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 4.2 (Create a statewide critical 
infrastructure mapping system.) & 4.2.1 (Utilize mapping capability to map critical infrastructure so 
that information is available to analyze infrastructure geospatial interrelationships. 
 
 A.  Additional strategies this action plan supports:  4.1 (Protect critical infrastructure 

within Washington State.)'; 3.4.2. Map threats and capabilities for preemptive action.; 3.4.3. 
(Explore the use of remotely sensed GIS data in the effort to map statewide threats.); 5.7.1 
(Utilize building mapping capability to map our critical infrastructrue so that information is 
available to all state, local, federal, tribal and private emergency responders.) 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  A basic geographic inofrmation system has 

been set up for other federal and state programs.  No standardized methodology has been 
adopted for homeland security purposes.  There has been some discussion with WASPC 
and Pierce County about sharing high school tactical data. No statewide plan has been put 
in place. 

 
 B.  What funding has been received to date including the source?  None. 
 
 C.  What capability or capacity has been created to date?  Basic GIS hardware and 

software are in place. 
 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A statewide critical 

infrastrucutre mapping system available across jurisdictions for all levels of emergency 
response. This system would provide emergency responders with facility/locating 
information/imagery from GIS capabilities on the layout and structure to facilitate first 
responders support planning and execution.   

 
 B.  What capability needs to be created?  A secure system for accessing critical 

infrastructure information in a geographic and tabular format. 
 
 C.  What capacity needs to be created?  An agreed upon system and personnel and 

equipment for administering the system 
 
 D.  What is the long term fiscal impact?  Unknown. 
 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  1.  

Collection and maintenance of data.  2.  Hardware and software for deliverying information.  
3.  Creating an application for deliverying information.  4.  Staff to implement and maintain 
system.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  1. Establish relationships and needs assessment; 

2.  Determine possible methodology and resource solutions and courses of action. 3.  
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Determine funding needs.  4.  Achieve funding approval and hire staffing. 5.  Coordinate 
efforts with CHS Infrastructure Working Groups and CIP planning efforts. 

 
 B.  What needs to be done in year 2?  1.  Begin collecting data and creating application.  

2. Complete data collection; complete application. 3. Acquire H/W & S/W.???? need to spell 
out abbreviations.4.  Develop database and populate to support mapping system efforts. 

 
 C.  What needs to be done in year 3?  1. Maintain data; 2. Test application; 3. Update 

State of Work (?)s/w. 
  
 D.  What needs to be done in year 4?  1. Maintain data & application 2. Update Statement 

of Work(?) s/w. 
  
 E.  What needs to be done in year 5?  Find funding mechanism to continue program; 

maintain data & update h/w & s/w. 
 
 F.  What needs to be done beyond 5 years?  Reassess and adjust plans. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  1.  Determine funding needs.  2. Establish Secure Critical Infrastructure 
Graphical & Tabular Information System Working Group between EMD/WSP/WASPC.  3. 
Concuct data collection to support mapping system needs for information in a graphical and 
tabular format. 4. Design Application to support emergency responder needs for critical 
infrastructure layout and facility structure information.  

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  $60K.  

Priority 2:  $10K.  Priority 3:  $10K.  Priority 4:  $10K. 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  1. Maintain funding for staffing and program operations.  2. Assist in 
completion of data collection efforts.  3. Monitor contract for building the application.  3. 
Purchase hardware and software. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Priority 1:  $60K.  

Priority 2:  $10K.  Priority 3:  $100K.  Priority 4:  $100K.. 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan       

 
1.  Complete relationships and needs assessment by 2005. 
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2.  Determine possible methodology and resource solutions/courses of action to support 
emergency response needs in a mapping system that includes graphical and tabular information 
by 2005. 
3.  Finalize funding estimates by 2005. 
4.  Compete for funding and achieve approval for system funding needs by 2005. 
5.  Hire program staffing by 2005. 
6.  Begin collecting data and creating application in 2005 to be completed by 2006. 
7.  Develop and populate mapping system database by 2006. 
8.  Achieve mapping system sustainment funding by 2007. 
 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
Funding was requested in the state  03-05 budget in the amount of $100K but was not approved 
for submission in the Governor's budget.  Funding will be requested for the protection plan in the 
05-07 budget in the amount of $1 million, the estimated amount to contract for a security 
contractor.  There may be grant opportunities from USDOT, USDA and USDHHS for some funding 
but have yet to be applied for. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   There may be a reluctance of the private sector to participate in the 
assessment and information sharing.  Legislation may be required for security of private sector 
information collected.  
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 
. 
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INCIDENT MANAGEMENT TEAM 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier): 
Dan Johnson, 360-753-0498, daniel.johnson@wsp.wa.gov, Washington State Patrol. 
  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Washington State Patrol, Washington Fire Defense Committee; Southeast 
Washington Incident Management Team; and Southwest Washington Incident Management Team.  
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.1.2 (Comprehensive state-wide 
system education) and 5.1.2 (Comprehensive state-wide system education). 
 
 A.  Additional strategies this action plan supports:  Strategy 6.1.1 Define and identify 

Incident Management Team concepts, membership, capabilities, responsibilities and 
training needs at the state and local level.5.1.3 (Include as an exercise priority, and after 
action topic for state and federal exercises),  5.1.3.1 (Include incident management systems 
as an exercise objective in annual training plans). 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Presently there is only one system for 

training first responder personnel to the incident management system (ICS) and that is 
based upon the US Forest Services PNW 310-1. This is a widely recognized and proven 
system but falls short when expanding beyond the wildland fire arena, i.e, "All Risk" 
environment. The training system needs to be inclusive and provide trainees from a 
multitude of disciplines a way to become trained, receiving certification through incident 
other than wildland fire. The Washington Fire Service recognized this problem when working 
with the Washington Department of Natural Resources (DNR), with the Incident 
Qualification System. This has two Fire Defense Regions now reviewing and certifying 
personnel within their region rather than relying on DNR. To maintain standardization, a 
program needs to be implemented state wide that will ensure standards and certifications 
are uniform and consistent within the first responder community.   

 
 
 B.  What funding has been received to date including the source?  No direct funding 

has been received. Funding  has been awarded that allows students to attend training that 
provides ICS training.  

 
 C.  What capability or capacity has been created to date?  With the wildland fire fighting, 

there are a number of personnel who are currently certified under the PNW 310-1 standards 
for positions within an Incident  Management Team (IMT). The PNW 310-1 allows flexibility 
in training, the capability needs to be identified and standardized for "All Risk" events. The 
capacity for training (instructors and students) will not be an issue. 

 
 
   
 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A standardized ICS training 

curriculim for "All Risk" events and certification process that will allow first responders from 
different disciplines to serve in IMT positions (as defined in NIMS ICS) that are needed for 
response to natural and man-made disasters.  

 
 B.  What capability needs to be created?  Cirriclum in PNW 310-1 for first responder 

disciplines other than wildland fire fighting. This would include emergency medical workers, 
law enforcement, transportation, utility, national guard, and trade workers who would be 
called upon during an incident.  
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 C.  What capacity needs to be created?  The first responder capacity exist today, but 
needs and demands the standardization and certification to work toward. Additional 
responders may be determined as the program grows and Type 3 Regional Incident 
Management Teams are developed.  

 
 D.  What is the long term fiscal impact?  The impact to the first responder 

agencies/departments will be severe. The impact occurs with the scheduling and attending 
of training that is required for the ICS positions. Some positions require more than one class 
and then practical field experience to become qualified to hold or attain that position. 
Agencies/departments may have a number of persons in training at any given time, 
requiring backfilling or overtime to cover the work load of those gone.  

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  

Standardize "All Risk" ICS responder curriculum. System to store training and certification 
records. Funding for training, both classroom and practical.  to store  produce plans.  

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Obtain funding (approximately $75,000) to develop 

an "All Risk" curriculum that is accepted by the different disciplines involved. Standardizing 
the minimum training requirements and courses. Obtain funding (approximately $75,000) for 
selecting a database that will store   training records and certifications of first responders. 
This funding would include the cost for data entry.   

 
 B.  What needs to be done in year 2?  Secure funding (approximately $100,000) to 

identify and develop "All Risk" instructors and materials. Instructors would be used to 
identify training gaps within the different disciplines and work toward correcting them. 
Continue to secure funding (approxmately $150,000 for purchase and maintance of the 
database system. 

 
 C.  What needs to be done in year 3?  Secure funding (approximately $250,000) to pay for 

training and backfill for agency personnel who have a desire and skills to work at the IMT 
level. This will reduce burdens placed on agencies wishing to participate but cannot afford 
to personnel being gone. Continue to secure funding (approximately $150,000 for purchase 
and maintenance of the database system. Start the process of forming Type 3 Regional 
Incident Management Teams.   

  
 D.  What needs to be done in year 4?  Secure funding (approximately $25,000 for 

development and training of Type 3 Regional Incident Management Teams. Continue to 
secure funding ($250,000) for training and backfill for agency personnel. Continue to secure 
funding (approxmately $150,000 for purchase and maintance of the database system. 

  
 E.  What needs to be done in year 5?  Continue funding all programs at levels in year 4. 

Type 3 Regional Teams can start to be exercised in practical exercises.  
 
 F.  What needs to be done beyond 5 years?  Through the development of Type 3 

Regional Teams, funding for training can start to drop off as personnel will be able to 
receive training and exercise locally with the IMT. This will reduce the need for reimbursing 
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agencies for training cost and backfill. The benefit of "All Risk" curriculum will start to show 
as teams are utilized and exercised.  

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  Identify and/or develop standardized curriculum for "All Risk" ICS. Provide 
funding for a database system to track training and certification.   

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  $75,000.  

Priority 3: $75,000.  
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  See A above for examples. 
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  See B above for 

examples. 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance measures 

need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan Producing a standardized "All Risk" curriculum for first 
responders and selecting a program to use as a database for storing and accessing training 
and certification records within the first 12 months. Providing training and formation of Type 
3 Regional Incident Management Teams within 24-36 months. IMT to be trained, staffed, 
and exercised with 4 years.  Funding level to support the training and implementation 
secured within 2 years. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  None.  
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   The issue of liability for Incident Management Team members when 
accepting an "All Risk" assignment, and the issue of pay for federal government employees.  
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 
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Emergency Responder Training, Education, Credentialing –  

Homeland Security Institute 
 

HOMELAND SECURITY ACTION PLAN -  5.1.2 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

 

 

 

Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 

 
Progress will be measured for each action plan at least annually.   

 (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Steve Kalmbach, 360-570-3119, steve.kalmbach@wsp.wa.gov, Washington State Patrol - Fire 
Protection Bureau  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Pat Ward, State Board for Community and Technical Colleges (Program 
Administrator); Jo Ann Baria, Pierce College (VP of Extended Learning); Mike Campbell, Pierce 
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College (Director, Homeland Security Center of Excellence); Connie Broughton, Washington 
Online (WAOL).  
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.1.2 (Develop a multi-discipline 
training capability to provide statewide emergency responder training, certification and 
credentialing - Homeland Security Institute)   
 
 A.  Additional strategies this action plan supports:        
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  In an effort to support the Homeland 

Security Institute (HSI) concept the State Board for Community and Technical Colleges 
(SBCTC) has identified Pierce College as the starting point for its "Centers of Excellence" 
program.  Centers of Excellence are broadly defined as places that industries can rely upon 
to understand their particular needs and interests, to help solve their skill-related problems, 
to help ensure a continuing flow of new entrants, and to provide a source of upgrading the 
existing workforce.  The SBCTC envisions several "Centers" which will create a system-
wide process to provide training, certification, and  credentialing.  By utilizing Washington 
On-Line (WAOL) to provide training via the internet, SBCTC and Pierce College plan to 
create a virtual network of learning opportunities in the varying Homeland Security 
disciplines.   

 
B. What funding has been received to date including the source?  $331,500 FY03 

State Homeland Security Grant Program to the Washington State Board of Community 
and Technical Colleges to develop and host on-line training.  $100,000 Workforce 
Development Grant from SBCTC for Pierce College to develop a Center of Excellence 
for Homeland Security.   

 
C. What capability or capacity has been created to date?  Pierce College has been 

working with WAOL to create the web page and portal for learning as part of the WAOL 
ODP (EMD) contract.  First responder supervisors will provide WAOL with a list of 
students eligible for training and, once confirmed, the student will be provided a login id 
and password to access the training.  The supervisor will be notified upon the student's 
completion of the class.  This system is expected to be piloted Fall 04. The  Center of 
Excellence (COE) for Homeland Security, funded by SBCTC, already is in operation with 
a Director. Communication channels are already established with the 34 community and 
technical colleges'  Homeland Security points of contact and a website is under 
development.  This program is housed at Pierce College Ft. Steilacoom.  Pierce College 
has also been identified as the FEMA Region 10 Prepare America contact.  Prepare 
America is a national collaborative training model of CTCs that is seeking ODP funding 
to provide awareness training (initially to special populations but the national integration 
and standardization of training is a primary focus of this initiative).  

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  SBCTC and Pierce College 

plan to create a network of learning opportunities in the varying Homeland Security 
disciplines across the community and technical college (CTC) system.   The 34 colleges in 
the CTC system are able to meet community needs as they are geographically located in 
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each of the nine state regions and are already providing training in related Homeland 
Security areas.  The ability to track training, certification, and credentialing will be inherent to 
the system.  Reports will be created based upon operational needs of the users.  
Information will be released to only those previously authorized logins.     

 
B. What capability needs to be created?  1)  A collaborative process for the integration 

and standardization of training between the responder disciplines that will ensure 
interoperability of responders at the regional, state and federal level.  2) The creation of 
disciplines/virtual campuses for access to training.  3) Formation of policy board and 
operations board for the eleven responder disciplines with the purpose of identifying 
gaps, common training elements, providing awareness level training, and 
special/technical training for homeland security responder preparedness.  4)  Establish a 
credentialing system to ensure the qualifications of those who may be called upon to 
respond to a WMD event at the region, state or federal level. 

 
 C.  What capacity needs to be created?  The capacity to train an initial population of 

101,000 first responders in WMD awareness and sustain the training for new responders as 
they enter any of the responder disciplines.  Secondly, the capacity to provide standardized 
training in response to disciplines in operational and technical areas, and lastly, to create a 
credentialing system with the capacity to grow.  This capacity creation will support all related 
disciplines with the long-term goal of providing a certification process that should lead to 
national credential verification. 

 
 D.  What is the long term fiscal impact?  Initially Phase 1 2004 - 2005, $250,000.   
 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  The 

above capabilities and capacities do not exist.  The connections between the CTC system 
and the Homeland Security related training needs (through the Homeland Security Institute 
and the Center of Excellence being co-housed at Pierce College) do not yet exist.  On-line 
WMD awareness is being developed with the first awareness training scheduled to begin 
September 2004.  Marketing of the Homeland Security Institute and Center of Excellence 
does not exist.  Long-term plans need to be developed which include funding sustainability. 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  1) Stand up the Homeland Security Institute (co-

housed at Pierce College with the Center of Excellence), 2) Hire director and staff, 3) 
Establish the Policy Board, 4) Establish the Operations Board, 5) Develop policy guidelines 
for the Institute,  6) Develop and implement on-line WMD awareness training, 7) Implement 
registration of those being trained, 8) Continue credentialing analysis project, 9) Market 
program resources to HS partners through development of internal and external 
communication processes, 10) Seek national, state and local funding opportunities.  

 
 B.  What needs to be done in year 2?  1. Continue on-line awareness training 

development and delivery, 2. Continue to refine registration and tracking process for training 
enrollees, 3. Coordinate/facilitate communication regarding resident/non-resident training 
program availability, 4. Create data base of certified Homeland Security trainers and make 
available to state partners (disciplines), 5. Focus on train-the-trainer needs and develop 
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process for implementation, 6. Begin an analysis of training gaps within each discipline, 7. 
Continue to market benefits of Homeland Security Institute and COE, 7. Seek national, state 
and local funding opportunities. 

 
 C.  What needs to be done in year 3?  1. Continue on-line and grounded training 

(awareness, operational and tactical), 2. Continue to coordinate/facilitate communication 
regarding training opportunities, 3. Continue to track students, 4. Continue with train the 
trainers programs, 5. Continue with development of state wide credentialing system that 
interfaces nationally, 6. Work toward a credit system for classes taken and 
training/education program articulations, 7. Seek national, state and local funding 
opportunities. 

  
 D.  What needs to be done in year 4?  1. Continue on-line and grounded training 

(awareness, operational and tactical), 2. Continue to coordinate/facilitate communication 
regarding training opportunities, 3. Continue to track students, 4. Continue with train the 
trainers programs, 5. Continue with development of state wide credentialing system that 
interfaces nationally, 6. Work toward a credit system for classes taken and 
training/education program articulations, 7. Seek national, state and local funding 
opportunities. 

  
 E.  What needs to be done in year 5?  1. Continue on-line and grounded training 

(awareness, operational and tactical), 2. Continue to coordinate/facilitate communication 
regarding training opportunities, 3. Continue to track students, 4. Continue with train the 
trainers programs, 5. Continue with development of state wide credentialing system that 
interfaces nationally, 6. Work toward a credit system for classes taken and 
training/education program articulations, 7. Seek national, state and local funding 
opportunities. 

 
 F.  What needs to be done beyond 5 years?  Ongoing project coordination and fund 

seeking which will enable this system to evolve into an educational system for emergency 
responders across the state. 

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  1. Stand up the Homeland Security Institute (naming of designees for Policy 
Board, moving to formation of Operations Board, developing policy guidelines for the 
Institute, hiring Director and staff, etc.),  2. Coordinate Prepare America, COE, and WAOL 
projects through shared structure.  3. Conduct analysis of current credentialing/certification 
systems and capabilities for HS disciplines and research state and national best practices,  
4. Market program resources to HS partners through development of internal and external 
communication processes, 5. Seek National, State and local funding opportunities and 
serve as a resource for system.  6. Explore feasibility of fee-based structure for Homeland 
Security Institute training. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   see attached 

Homeland Security Business Plan projection worksheet 
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 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 2:  1. Continue to develop and market combined Homeland Security Institute, 
COE, WAOL, and PA, 2. Develop pilot (based on Year One research) for integration and 
standardization of competency based training and credentialing, 3. Begin an analysis of 
training gaps within each discipline and Coordinate/facilitate communication regarding 
resident/non-resident training program availability, Focus on train-the-trainer needs and 
develop process for implementation, 4. Create data base of certified Homeland Security 
trainers and make available to state partners (disciplines), 5. Seek national, state and local 
funding opportunities and serve as a resource for the system. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  see attached 

Homeland Security Business Plan projection worksheet 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan 

1. Create and achieve operational status for the Homeland Security Institute (co-housed at 
the Pierce College with the Center of Excellence) by 2005. 

 

 

7. Create database of certified Homeland Security trainers and provide to statewide 
partners by 2006. 

10. Research and determine training gaps for future course development by 2006. 
 
  

 
  

 

 
2. Create the Policy and Operational Boards and Institute implementing policies by 2005. 

3. Develop and implement on-line WMD awareness training classes by 2005. 

4. Implement registration and tracking program for personnel trained and begin 
credentialing project by 2005. 

 
5. Create marketing and communications plan for the Homeland Security Institute by 2005. 

 
6. Research, seek and secure long term sustainment sources for the Homeland Security 

Institute by 2005. 
 

 
8. Focus on train-the trainer needs and develop trainer’s support/processes by 2006. 

 
9. Develop credentialing pilot project and seek funding based on year 1 research by 2006. 

 

10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
SBCTC funding for Center of Excellence and Prepare America ODP potential funding--both are 



Action Plan #30 

Washington State Patrol (WSP) 

built into budget projections.  Development of additional funding sources will be a priority of the 
Homeland Security Institute.  Fees for training will be part of ongoing budget planning as this 
entrepreneurial model is developed.   
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   None that we know of 
 
 

 

Homeland Security Institute Business Plan 
Year 1  ( 04-05 ) Funding 
Source WSP SBCTC PA Comments 
SBCTC Allocation (COE)  $100,000.00   
WSP Allocation (HSI) $250,000.00    
Prepare America Grant   $85,000.00  
Training Revenue     

Total Revenue $250,000.00 $100,000.00 $85,000.00
Year 1 ( 04-05 ) Expenses     
Salary and Benefits    

Full-time ($80,000)--stand-up HSI, Hire staff, 
establish boards, develop policy guidelines, 
supervise special projects managers, etc. 

$26,250.00 

 
Benefits 

Benefits 

$10,000.00  

 

Executive Director    
(Salary) $45,000.00 $17,500.00 $17,500.00

Benefits $14,850.00 $5,775.00 $5,775.00 Benefits at 33% 

Director  $45,000.00 $13,000.00

Full-time ($58,000)--WAOL project liason, 
market program resources to internal and 
external partners, assist Executive Director 
in specific program management as 
necessary 

  $14,850.00 $4,290.00 Benefits at 33% 

Special Projects Manager   

Part-time project focus $25 per hour *1050 
hours  Gap Analysis Project (11 disciplines), 
Certification/Creditialing Analysis, Data 
Base, Marketing, etc.   

Benefits $2,362.50   Benefits at 9% 

Special Projects Manager $26,250.00  

Part-time project focus $25 per hour *1050 
hours  Gap Analysis Project (11 disciplines), 
Certification/Creditialing Analysis, Data 
Base, Marketing, etc.   

$2,362.50   Benefits at 9% 
Secretary Senior $18,000.00  $9,000.00 Full time (27000) 

Benefits $5,940.00  $2,970.00 Benefits at 33% 

Intern $4,800.00  $4,800.00
40 weeks X 20 hours per week @ $12 per 
hour 

$912.00  $912.00 Benefits @ 9% 

Work Study  $15,300.00   
2 @ 16 hours per week for 40 weeks @ 7.50 
per hour  

Subtotal $162,027.00 $83,125.00 $58,247.00  
Goods and Services     

Conference Registration, 
Travel/Lodging, Per Diem $5,000.00 $2,400.00 $9,000.00

In-state discipline conference and 
workshops (HIS),travel for CTC 
related COE, regional travel for PA 

Admin supplies $1,973.00 $2,000.00 $2,153.00  

Equipment $24,000.00 $2,475.00 $3,200.00
Computers and furniture for 5 
offices 

Facility Upgrades $2,000.00

Facilities in International House--
apartment converted to small 
conference room and offices 
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Hosted workshops 2 workshops per year for 4 states 

$100,000.00

Contractors/Instructors $47,000.00 $10,000.00   
  $10,400.00

Subtotal $87,973.00 $16,875.00 $26,753.00  
 $250,000.00 $85,000.00  

 
 

Homeland Security Institute Business Plan 
Year 2 ( 04-05 ) Funding 
Source WSP PA 

$250,000.00 

 
$250,000.00 

SBCTC Comments 
SBCTC Allocation (COE)  $100,000.00   
WSP Allocation (HSI)    
Prepare America Grant   $85,000.00  
Training Revenue    

Total Revenue $100,000.00 $85,000.00  

Year 2 ( 04-05 ) Expenses     
Salary and Benefits    

Full-time ($80,000)--stand-up HIS, 
Hire staff, establish boards, develop 
policy guidelines, supervise special 
projects 

Benefits 

 
 

$2,362.50 

 
 

Secretary Senior Full time (27000) 
$5,940.00 

$912.00

$15,300.00 

 
Goods and Services  

$5,000.00 

 

Executive Director    (Salary) $45,000.00 $17,500.00 $17,500.00
$14,850.00 $5,775.00 $5,775.00 Benefits at 33% 

Director $45,000.00 $13,000.00

Full-time ($58,000)--WAOL project 
liason, market program resources to 
internal and external partners 

 $14,850.00 $4,290.00 Benefits at 33% 

Special Projects Manager $26,250.00   

Part-time project focus $25 per hour 
*1050 hours  Gap Analysis Project 
(11 disciplines), 
Certification/Creditialing Analysis, 
Data Base, Marketing, etc.   

Benefits   Benefits at 9% 

Special Projects Manager $26,250.00  

Part-time project focus $25 per hour 
*1050 hours  Gap Analysis Project 
(11 disciplines), 
Certification/Creditialing Analysis, 
Data Base, Marketing, etc.   

Benefits $2,362.50  Benefits at 9% 
$18,000.00  $10,500.00

Benefits  $3,465.00 Benefits at 33% 

Intern $4,800.00  $4,800.00
40 weeks X 20 hours per week @ 
$12 per hour 

Benefits $912.00  Benefits @ 9% 

Work Study    
2 @ 16 hours per week for 40 weeks 
@ 7.50 per hour  

Subtotal $162,027.00 $83,125.00 $60,242.00  
    

   

Conference Registration, 
Travel/Lodging, Per Diem $2,400.00 $9,000.00

In-state discipline conference and 
workshops (HIS),travel for CTC 
related COE, regional travel for PA 

Admin supplies $1,973.00 $2,000.00 $2,158.00  
Equipment $24,000.00 $2,475.00 $3,200.00 Computers and furniture for 5 offices 

Facility Upgrades    

Facilities in International House--
apartment converted to small 
conference room and offices 

Contractors/Instructors $57,000.00 $10,000.00   
Hosted workshops   $10,400.00 2 workshops per year for 4 states 
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Subtotal $87,973.00 $16,875.00 $24,758.00  
 $250,000.00 $100,000.00 $85,000.00  

 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 
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Home - Summary Matrix
 

 
Secure Portable ICS Incident Management System 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Marty Knorr, 360-438-5862, marty.knorr@wsp.wa.gov, Washington State Patrol 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Committee on Homeland Security, Emergency Management Division 
Washington Military Department 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  5.7.2 
 
 A.  Additional strategies this action plan supports:  5.1.2, 5.2.1, 5.2.3, 5.3.4, 5.4.1, 

5.4.2, 5.7.1, 5.8.1, 5.8.2, 6.1.1, 6.2.2, 6.2.4 
 
4.  BASELINE ASSESSMENT: 
 

 

 A.  What is the status of this strategy today?  Currently the state has no secure, portable 
system for Incident Command and would like to explore the possibility of researching a 
system to assist at incident scenes to include storage of credentialing, plans, maps, 
resources and reporting. 

 
 B.  What funding has been received to date including the source?  None 
 
 C.  What capability or capacity has been created to date?  Initial briefings have been 

given to the Committee on Homeland Security on the IRIS system that has demonstrated 
capability to provide this type capability to incident scene management and as a tool for all 
types of responders to include fire, police, EMS/hospital, emergency managers for patient 
tracking, credentialing, training records management, emergency plan and map storage, 
facility GIS and mapping layout information, diagrams, and images. 

5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A secure portable CAD 

system that can support WSP operations in a tactical or ICS environment. 
 
 B.  What capability needs to be created?  The current system needs to operate in a 

wireless mode and have an application that supports ICS requirements (to track resources, 
identify/track credentialing, schedule on site resources, locate required resources, track 
casualties, plan on site using building maps, etc.      

 
 C.  What capacity needs to be created?  This system should function anywhere state 

wide. 
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 D.  What is the long term fiscal impact?         There may also be costs associated with 
the network; these could be significant.  There could also be ongoing maintenance costs. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  1. 

Assess, analyze and approve concept/plans 2. Determine costs 3. Secure funds 4. 
Organize project 5. Approve contract 6. Begin contract 7. Test 8. Train 9. Implement 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Assemble team and conduct feasibility study, 

develop RFP/select vendor, secure pilot funding, 
 
 B.  What needs to be done in year 2?  Begin project, test and train, secure full project 

funding. 
 
 C.  What needs to be done in year 3?  Implement system with initial equipment fielding 

and training.  Develop standard operating procedures and incorporate into Incident 
Management processes. 

  
 D.  What needs to be done in year 4?  Exercise system, assess and revise procedures as 

needed. 
  
 E.  What needs to be done in year 5?        
 
 F.  What needs to be done beyond 5 years?        
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  Assemble team 2. Develop requirements, complete RFP and select vendor  
 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1? 1. $0        2. $75k 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  $100k  (Note the IRIS 
or other vendors could probably get you a good estimate). 

 
 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):

 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  1. Test and train 
 

   
 A.  What performance measures support your action plan?  
 

1. Team selected and determines requirements by 2004. 
2. Secure funding, develop and issue RFP for the Portable Incident Management and 

Credentialing system pilot by 2005. 
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3. Complete portable Incident Management and Credentialing System Pilot by 2006. 
4. Compete for funding to fully field the system by 2006. 
5. Select vendor for the system by 2006. 
6. Fully test and determine training requirements by 2005. 
7. If resources are available, procure system and field by 2007. 
8. Determine standard operating procedures to incorporate system into incident management 

processes by 2007. 
9. Exercise and assess system effectiveness by 2007. 
 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  No 
funding sources have been attempted; but federal grants, highway account and general funds are 
all potential sources. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   Systems must conform to state and federal security requirements.  
Potential privacy issues with patient tracking. 
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Home - Summary Matrix
         

 
Regional Integrated Prevention Information Sharing –  

Records Management System 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 
 
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION:  Marty Knorr, 360 438-
5862, marty.knorr@wsp.wa.gov, Washington State Patrol (WSP). 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  WSP Communications Division, Electronic Services Division, Investigative 
Services Division and Training Academy. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 3.1.5 Integrate daily use systems 
used in emergency response coordination into the information collection and dissemination 
system.  Strategy 3.4.1 Create a regional system that is capable of sharing intelligence information 
between regions; system capability should include analytical software and GIS imagery.  System 
should be used to collect, monitor, and disseminate incoming intelligence information from field to 
analysts.   
 

 A.  Additional strategies this action plan supports:        
 
4.  BASELINE ASSESSMENT:

Note – Revisions to FY04 Strategic plan in Aug 04 = deleting 3.1.5 and combining with 3.4.1.  
Revised 3.4.1 to read - “Create a secure statewide Records Management System (RMS) that can 
collect intelligence information from multiple sources, store and share with selected users/agencies 
at all levels from field to analysts to enhance our Washington State Prevention capabilities.” 
 

 

 C.  What capability or capacity has been created to date?  The WSP currently has a one 
year old CAD system, Printrak Premeir CAD, that is being used in all 8 communications 
centers state wide.  This system is capable of collecting information and disseminating it on 
a limited internal basis.  This CAD uses a GIS based computer map to accurately display 
locations of facilities, incidents, highways, etc. that are entered into the mapping data base.  
The WSP has a limited number of laptop computers, called MCNs, located in three of eight 
districts that are used in patrol cars.  These old technology MCNs can run ACCESS data 
and send text mesages, but can't input data into, access or fully integrate with CAD. 

 
 
 

 
 A.  What is the status of this strategy today?  Requirements, system design, costs and 

funding must be researched and developed.  
 
 B.  What funding has been received to date including the source?  The $1.8 million 

dollar CAD system is being funded through a COPP using State E911 funds. 
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5.  END STATE GOAL: 
 

 
 C.  What capacity needs to be created?  This needs to be available on a state wide basis.  

This may require upgrades to the existing microwave network and/or development or use of 
a new government or commercial wireless network. 

 D.  What is the long term fiscal impact?  Once the system is implemented (apprx $3.5 
million) there would be periodic upgrades (every three to five years for hardware) and 
recurring annual maintenance costs (apprx $100k).  This does not include any additional 
network costs. 

 

 A.  What is the end state you wish to achieve long term?  A regional system consisting 
of a fully computerized file system that is integrated between regions; the system capability 
will include analytical software and GIS imagery with a law enforcement database capable 
of being shared to collect, screen, and store relevant information with prevention 
investigative value. 

 
 B.  What capability needs to be created?  The capability for a secure Records 

Management System (RMS) that can collect information from different sources and 
disseminate the information to required users, or allow required users to access the 
information (i.e., field units or intelligence agencies).  Secure MCNs are needed to allow 
field units to input and access data/information and fully integrate with CAD (share 
information and mapping).   

 

6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  1. 

Assess, analyze and approve concept/plans 2. Determine costs 3. Secure funds 4.  
Organize project 5. Approve Contract 6. Begin project 7. Test 8. Train 9. Implement systems 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Assemble team and conduct feasibility study and 

assessment (RFI) 
 
 B.  What needs to be done in year 2?  Complete assessment and conduct RFP process 
 

 

 

 C.  What needs to be done in year 3?  Select vendor and sign contract 
  
 D.  What needs to be done in year 4?  Begin project implementation, test and train  
  
 E.  What needs to be done in year 5?  Complete implementation 

 F.  What needs to be done beyond 5 years?  Reassess and adjust as necessary 

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
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 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  1. $100k 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   1. $100k 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE

 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:  Identify team members, develop requirements, gather information and 
assess 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  1.  Develop and complete vendor selection process 
 

 
 A.  What performance measures support your action plan?  
 

2. Conduct feasibility study and assessment by 2005. 

4. Vendor selection and coordination completed by 2006. 
5. Conduct project implementation fielding, training and testing by 2007. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:

1. Select team members by 2004. 

3. Compete, secure funding and execute the RFP process by 2006. 

  No 
funding has been available; but, federal grants, highway account, and general funds are all 
potential resources. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   Systems must confrom to state and federal security requirements.
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Home - Summary Matrix
 

 
Train State & Local Elected Officials In Incident Management &  

Continuity of Government 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

Progress will be measured for each action plan at least annually.   
  
 

 

 

1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION  
 
Maillian Uphaus, 253-512-7062, m.uphaus@emd.wa.gov, Emergency Management Division  
 

2. WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED 
ON THIS ACTION PLAN: 

 
Emergency Management Division 
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Washington Emergency Management Association 
Association of Washington Cities (AWC) 
Washington State Association of Counties (WSAC) 

3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
 
5.3.3 – Train and Exercise elected state and locally appointed officials to ensure competency in 
Incident Management and Continuity of Government operations.. 
 
 A.  Additional strategies this action plan supports:  1.1.1, 1.1.2, 1.3.2, 

1.4.1,1.5.1,3.2.1,3.4.4,5.2.1,5.3.1,5.3.4,7.1.2 
 
4.  BASELINE ASSESSMENT: 

There are courses available in Emergency Management subjects for elected and appointed 
officials, however, the Incident Management and Continuity of Government subject areas have 
very little in training and exercise available at this time.  Association of Washington Cities does 
have some training in Emergency Management that they deliver to their constituents but it doesn’t 
focus on Incident Management or Continuity of Government The Washington State Association of 
Counties has been presenting workshops to local officials and their membership since 2002.  In 
2003 and 2004 they delivered their workshop to about 300 county and city officials, but very few 
were elected officials.  In 2003 WSEMA (Washington State Emergency Management Association) 
began working with WSAC to form a relationship that would improve opportunities for interaction 
among local appointed and elected officials and their emergency management professionals.  .  .  .   

 

 
 A.  What is the status of this strategy today 
 

    
 
 B.  What funding has been received to date including the source?   
 
 WSAC-AWC-WSEMA has charged for their classes in this area, and EMD has some classes, but 
they use federal funds and courses to deliver the information.. At this time there is no specific 
funding for delivery of classes on Incident Management or Continuity of Government to state and 
local appointed and elected officials..  
 
 C.  What capability or capacity has been created to date?   
 
300 county and city elected officials staff has received some training on emergency management 
and their roles in emergencies in courses.  EMD has and continues to deliver classes through the 
Professional Development Series (PDS) from FEMA.  Also, several cities and counties have gone 
to the Emergency Management Institute to participate in .an exercise, which is comprehensive for 
their community and includes representatives from all disciplines.  There are courses and 
curriculum of a sort, but no funding for course delivery on a statewide basis. 

5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term 
 
State and locally appointed officials competent in incident management concepts and understand 
Continuity of Government operations issues and have exercised in those subject areas so that 
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 C.  What capacity needs to be created?   

Costs associated with development of curriculum for classes and delivery of training at workshops 
and conferences.  Tabletop exercises conducted annually for officials and revision of courses as 
necessary.  The costs for developing an online delivery of courses for training of officials statewide 
need to be considered also. . 
 
6.  GAP ANALYSIS:

they are prepared and capable of performing successfully in emergencies. .Promote collaboration 
between jurisdictions and between jurisdictions within regions.   

 B.  What capability needs to be created?   
 
To develop and assure that there are trained and educated officials within all jurisdictions to 
provide leadership in incident management and assure Continuity of Government in a Homeland 
Security event.  

 
Adequate staffing for all jurisdictions to manage an event using incident management and to 
assure Continuity of Government..   
 
 D.  What is the long term fiscal impact?   

 

A. What are the major gaps between your baseline and your desired end state?   

The major gaps between what is available today and what needs to be done over the next 
four years include: a) funding to support current and ongoing training and exercises, b) the 
current availability of training courses and content c) exercises will be difficult to conduct in 
and of themselves without a collaborative relationship between jurisdictions and the state, 
and d) local official appreciation of the value of getting trained with linked to their duties 
within their positions. 

 
 

 

 

 
 

7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?   
 

1. EMD would, in partnership with WSAC and AWC, develop the curriculum for local officials 
addressing incident management and COG operations or recommend suitable curriculum. 
The curriculum would address all hazards, but with a focus on Homeland Security.  The 
curriculum would be for both cities and counties – joint-training events could enable better 
collaboration efficient delivery of training.  

 
2. EMD would provide the instructors and/or materials/or technology.  There would be on line 

courses and train-the-trainer methods explored. 
 

3. In summary, develop and deliver local official training to ensure competency in incident 
management and Continuity of government operations. 
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1. Develop and deliver a local official tabletop exercise that can be adapted to many 

jurisdictions.  Use ICS so that local officials and jurisdictions that work together can 
understand where they fit in that system. Tabletops that are developed will include elements 
of Continuity of Government activities so that gaps in local jurisdictions plans can be 
identified.

 
 B.  What needs to be done in year 2?   

 
 

2.    In summary, develop and pilot a “table-top” exercise for local officials. . 
 

2. Review existing training MOU’s and contracts. 

1.  Ensure adequate funding allows for continued coordination and development of  public 
officials education and production of additional supporting materials.  

2.  Update the curriculum. 

 

 
 C.  What needs to be done in year 3?   
 

1. Deliver training, including the “tabletop” exercise, to groups of jurisdictions that work 
together,. 

 

 
3.  Develop a 5-year training and exercise plan to test and sustain competency of local 
officials and newly elected or appointed officials for all jurisdictions in incident command and 
COG.operations. .  

 
 D.  What needs to be done in year 4?   
 

1. Ensure adequate funding allows for continued coordination, development, and delivery of 
training for education of public officials 

 
2. Deliver local official training and exercises region-wide. . 

 
3. Revise the materials and courses based on lessons learned through the exercises. 

 
 E.  What needs to be done in year 5?   
 

Ensure adequate funding allows for continued coordination, revision, and delivery of a 
statewide public officials education in emergency management, to include conducting 
training and exercising. 

 
 
. 
  

F. What needs to be done beyond 5 years?   
 

 

 
3.  Maintain the training and exercise plan to test the local jurisdictions. 
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8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 

A. In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:  
I 

1. Identify resources required to develop a comprehensive public officials education 
program  

2. Evaluate methods for delivery of information needed 
3. Development of an operational plan for creating and delivering a comprehensive 

public officials education and training, and exercising program on IC and COG. 
 
 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
 
  1. 75,000 

   2. Implementation of the plan developed in year 1. 

 

  
$160,000 

 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2 
 

1. Conduct meetings to work collaboratively with AWC, WSAC, WSEMA and 
local jurisdictions to develop the public education program directions and 
components.  

   3. Deliver training and begin on table top activities    

D. What are the estimated costs of priority 1, 2 and 3 for year 2?  

9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance measures 

need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan  

 
1. Complete identification of resources needed to implement plan (2005)  
2. Development of curriculum for public official’s education (2005) if resources are 
available. 
3. Initiation of training, by having workshops at WSEMA, AWC, and WSAC meetings 
(2005), if resources are available. 
4. Table tops delivered in all regions to public officials. (2007) 
 

10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED: 

 

 
General Fund – State and Dept. of Homeland Security funding  
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11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:      
 
 None identified at this time.



Action Plan #34 

Washington Military Department Emergency Management Division (EMD) 

Home - Summary Matrix
 

 
EMD – Coordinate Statewide to Reduce Duplication of Effort and Resources 

(7.1.2) 
 
Purpose:  This process is the next step in the implementation of the Statewide Homeland Security 
Strategic Plan to articulate specific actionable items.  The following template provides a consistent 
process to allow easier evaluation, prioritization and resource allocation.  The results of this 
process will continue to build statewide capability (what can be done) or capacity (how much can 
be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

Progress will be measured for each action plan at least annually.   
  
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

 

 

  
 
Roger Hieb, (253) 512-7042, r.heib@emd.wa.gov, Acting Preparedness Unit, Manager; 
Emergency Management Division; Washington State Military Department. 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  
 

1. Association of Washington Business 
2. Association of Washington Cities 
3. Association of Washington Counties 
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14. Emergency Management Division 

16. Environmental Protection Agency  

42. Washington State Association of Fire Police Chiefs  

49. Washington State Patrol 
 

4. Committee on Homeland Security 
5. Department of Agriculture 
6. Department of Defense 
7. Department of Ecology  
8. Department of Health 
9. Department of Information Services 
10. Department of Labor and Industries 
11. Department of Personnel 
12. Department of Transportation 
13. Emergency Management Council 

15. Employment Security Department 

17. Federal Bureau of Investigation 
18. Federal Emergency Management Agency 
19. Fire Protection Bureau 
20. Governor’s Domestic Security Executive Group 
21. Homeland Security Region 1:  Snohomish County; 
22. Homeland Security Region 2:  Kitsap County; 
23. Homeland Security Region 3:  Thurston County; 
24. Homeland Security Region 4:  Clark County; 
25. Homeland Security Region 5:  King County; 
26. Homeland Security Region 6:  Pierce County; 
27. Homeland Security Region 7:  Grant County: 
28. Homeland Security Region 8:  Franklin County;  
29. Homeland Security Region 9:  Spokane County.  
30. Local Emergency Management Agencies 
31. Local Emergency Medical Service agencies 
32. Local Fire Departments 
33. Local Public Health Agencies   
34. Office of Attorney General   
35. Office of Financial Management 
36. Pacific Northwest Laboratories 
37. Public Health Services 
38. Public Works  
39. State Emergency Response Commission 
40. Tribal Representative 
41. United States Coast Guard 

43. Washington Public Ports Association 
44. United States Public Health Service 
45. Washington State Association of Sheriffs and Police Chiefs 
46. Washington State Emergency Managers’ Association 
47. Washington State Hospital Association 
48. Washington State Military Department 

3. STRATEGY THIS ACTION PLAN ADDRESSES:   
 
Revised Aug 04 to include 7.3.1 and re-word. 
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Coordinate statewide to prioritize funding allocation/expenditures, and focus efforts to maximize investment. 

Strategy 7.1.2 - Coordinate Statewide to Reduce Duplication of Effort and Resources. 
 
 Additional strategies this action plan supports:   
 
 Strategy 7.1.1 – Identify funding opportunities to augment homeland security efforts. 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  
 

 

 

   

  

 This has been and continues to be a priority of Committee on Homeland Security (CHS) and 
the 49 federal, state, local, tribal and private sector agencies, organizations, associations 
and disciplines that compose the voting and advisory members.  As stated in the CHS 
Charter, a key objective is to “Coordinate and address all terrorist related grants and 
initiatives to ensure full and efficient coverage and to avoid duplication of effort and 
resources.” 

The state of Washington has also implemented a regional concept, whereby the 39 counties 
and the municipal jurisdictions and tribes within them are geographically grouped into nine 
Homeland Security Regions.   Washington developed this regional approach to homeland 
security in an effort to promote collaboration and reduce duplication of effort and resources 
with regard to grant funding, resource sharing, centralized acquisition of interoperable 
equipment, analysis, planning and mutual aid development, exercising, information sharing 
and, in general, executing initiatives, deliverables and objectives in the most efficient 
manner possible.  

 B.  What funding has been received to date including the source?   

 Homeland Security Grants:  

• Terrorism Consequence Management Planning (TCMP); 
• State Domestic Preparedness Equipment Program (SDPEP); 
• Emergency Operations Planning (EOP); 
• Community Emergency Response Teams (CERT); 
• Citizen Corps (CC); 
• State Homeland Security Grant Program (SHSGP); 
• Urban Area Security Initiative (UASI); 
• Law Enforcement Terrorism Prevention Program (LETPP). 

 
Grant  Year     Amount  Agency 

 
  TCMP  FFY96        $25,000  FEMA 
  TCMP  FFY97        $42,285  FEMA 
  TCMP  FFY98        $72,810  FEMA  
  TCMP  FFY99      $161,961  FEMA 
  SDPEP FFY99   $1,370,000  ODP 
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  SDPEP FFY01   $1,538,000  ODP 

  EOP  FFY02S   $2,071,772  FEMA 

  CERT  FFY02S      $338,821  FEMA 

  SHSGP FFY03 $11,294,000  ODP 

  UASI  FFY03S $18,188,668  ODP 

 

 

 

 

  TCMP  FFY00      $315,549  FEMA 
  SDPEP FFY00   $1,455,000  ODP 
  TCMP  FFY01      $546,168  FEMA 

  TCMP  FFY02      $315,549  FEMA 

  SDPEP FFY02   $6,276,000  ODP 

  CC  FFY02S        $79,772  FEMA 

  SHSGP FFY03S $29,917,000  ODP 

  SHSGP FFY04 $33,408,000   ODP 
  LETPP FFY04   $9,913,000  ODP 

CERT/CC FFY04      $694,000  ODP 
UASI  FFY04 $17,213,842  ODP 

   

 C.  What capability or capacity has been created to date?   

Within each of the nine homeland security regions, a single county Emergency 
Management Office is designated as the Homeland Security Regional Coordinating Office 
(HSRCO).  Through their regional councils, each of the HSRCO’s provide the central vetting 
mechanism for achieving a regional consensus among the multiple emergency 
management offices and responder disciplines within their respective counties, cities and 
tribes.  By organizing into regions, local municipal, tribal and county jurisdictions are 
empowered to shape program activities to best serve their unique constituencies. This 
concept has facilitated the ability of the state to work more closely with local jurisdictions, 
tribes and other state agencies to distribute funds in an organized, expeditious manner 
while reducing the duplication of effort and resources.  

 
In concert with the nine regions, the State Homeland Security Infrastructure, consisting of 
the CHS, Emergency Management Council, Domestic Security Executive Group and the 
Gubernatorial Staff, completes the mechanism for determining, vetting and overseeing the 
allocation and distribution for grant funding and oversees the process to identify and 
eliminate potential duplications of effort and resources.  Within this state infrastructure, the 
Military Department’s Emergency Management Division (EMD) and the CHS with several 
subcommittees and working groups collectively serve as the principle forum to synchronize 
all statewide Homeland Security funding and activities. 

The potential for duplication of effort and resources relative to the procurement of the 
millions of dollars in homeland security equipment is mitigated through the centralized 
standardization and review structure of the CHS and the centralized purchasing process 
worked by the Washington State Military Department (WSMD): 

• All items of equipment to be purchased with homeland security funds are fully vetted 
through the nine regions and Homeland Security Infrastructure prior to submission to 
ODP thereby ensuring that the equipment items are standardized, interoperable, 
meet regional needs without unnecessary duplication and are in compliance with the 
ODP authorized equipment list and the approved state strategy;   
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• For an overwhelming majority of equipment purchases, the local jurisdictions defer to 
EMD to work the competitive bid process as required; purchase the equipment using 
the state contract system; track partial shipments and back orders; and handle 
vendor payments.  Ownership then passes to the designated jurisdiction upon 
signing the bill of lading. This centralized statewide direct purchase process also 
maximizes the purchasing power of homeland security grant funds while eliminating 
the duplication of effort among, and lessening the administrative burden imposed on, 
the local jurisdictions. 

5.  END STATE GOAL: 
 

I. What is the end state you wish to achieve long term?   
 
Continued refinement of processes to maximize the effectiveness and efficiency of the 
Washington State Domestic Security Infrastructure’s reduction of duplication of effort and 
resources;   
 
Continued focus on maintaining the continuity of effort to improve the efficiency of the 
regions, CHS and entire homeland security infrastructure by increasing the productivity, 
efficiency and speed; and 
 
Continued review and refinement of these processes to maximize the domestic security 
capabilities and capacities that Washington State is building to secure our state and 
ensure the safety of our citizens. 
 

K. What capacity needs to be created?   

 
J. What capability needs to be created?   
 

Further improve upon the efficiencies and successes of this “duplication reduction” 
structure by initially funding two additional homeland security regional liaisons, thereby 
achieving one regional on-site liaison per three regions and establishing a fulltime staff 
position for each of the following CHS subcommittees: 
 

• Equipment Subcommittee; 
• Prevention Subcommittee; 
• Training & Exercise Subcommittee; 
• Infrastructure Subcommittee; 
• Grants and Resources Subcommittee. 

 
 

 
Provide permanent funding for the five CHS subcommittees and two additional liaisons 
through an examination by the Grants and Resources Subcommittee of feasible options 
that include the use of federal grants, state general funds, and/or a combination of 
funding from the member state agencies of the CHS. 
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• Anticipate 100% state funding within seven to ten years. 
 
 

 D.  What is the long term fiscal impact?  
  

• Federal Homeland Security Grant programs are anticipated to continue, although 
possibly at a reduced amount, for the next several years; 

• A state/local match provision may be required in future grant years; 

6.  GAP ANALYSIS: 
 

Y. What are the major gaps between your baseline and your desired end state?   
 

• Absent staffing for two additional homeland security regional liaison positions, the 
ability of EMD to provide an adequate regional coordination presence is severely 
impaired by the following factors: 
 

o The geographic expanse of the state and extensive distances that are 
required to be traveled serve the local jurisdictions and meet ongoing 
regional needs; 

 
o An unrealistic span of control that requires one liaison to be the primary 

point of contact for 9 homeland security regions that collectively have over 
100 county, city and tribal emergency management offices; 

  
• The continued lack of dedicated staffing for the CHS and its five subcommittees 

continues to impair the effectiveness of this essential and expansive organization:   
 

o The Equipment Subcommittee (16 members) and is the state’s central 
coordinating mechanism for gaining statewide consensus and approving 
the selection of tens of millions of dollars in standardized homeland 
security equipment for responders and emergency managers; 

  
o The Training and Exercise Subcommittee (18 members) coordinates multi-

agency, regional and local homeland security training, exercising, and 
credentialing efforts;  

 
o The Prevention Subcommittee (37 members) focuses on the critical areas 

of threat identification, threat assessment, target assessment, and 
protection response;  

 
o The Grants and Resources Subcommittee (8 members) seeks to integrate 

existing grant funds and identify new federal funding sources; 
 

o The Infrastructure Protection Subcommittee (Over 100 members) is 
charged with identifying and overseeing the state’s critical infrastructure.  
To further focus this effort the Subcommittee is structured upon five 
subgroups: 
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The productivity of these subcommittees and timely completion of objectives, 
initiatives and taskings have routinely been impaired by an ad hoc staffing system 
that frequently defaults to EMD and occasionally to the staff of other agencies. 

 
 

 Facilities Subgroup: Scope of responsibility includes government 
facilities, key assets, transportation, buildings and defense 
manufacturing capability; 

 
 State Emergency Response Commission Subgroup:  Scope of 

responsibility includes the chemical industry and hazardous 
materials; 

 
 Food, Water and Health Subgroup: Scope of responsibility includes 

agriculture, food supply, water, healthcare and public health; 
 

 Utilities Subgroup: Scope of responsibility includes information, 
telecommunications and energy; 

 
 Economic and Emergency Services Subgroup: Scope of 

responsibility includes emergency services, banking and finance, 
postal and shipping. 

 

7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
  

A.  What needs to be done in year 1?   
 

a. Evaluate the recommendations of the current Association of Cities and Counties 
analysis and survey instrument to determine homeland security regional needs 
and identify efficiency improvements within the emergency management and 
homeland security infrastructure; 

b. Identify funding options. 
 

Z. What needs to be done in year 2? 
 

c. Include two additional FTE liaison positions and five CHS staff positions in the 
FFY06 grant proposal and OFM decision package; 

a. Staff the CHS subcommittees; 

a. Continuous evaluation of the ways and means to maximize efficiency and reduce 
the duplication of effort and resources by EMD, CHS and the Homeland Security 
Regions; 

c. In concert with the CHS and homeland security infrastructure review the needs of 
the hosting agencies and the efficiency with which those needs are met; 

b. Staff two additional FTE liaison positions to achieve the one to three liaison-to-
region ratios that has been so successfully implemented by the Department of 
Heath in supporting their nine region structure. 

 
AA. What needs to be done in year 3?   
 

b. Identify follow on funding options;  
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BB. What needs to be done in year 4?   

c. In concert with the CHS and homeland security infrastructure review the needs of 
the hosting agencies and the efficiency with which those needs are met; 

b. Identify follow on funding options;  

 

d. Based on the above, review job descriptions and scope of responsibilities of each 
position.  

 
  

 
a. Continuous evaluation of the ways and means to maximize efficiency and reduce 

the duplication of effort and resources by EMD, CHS and the Homeland Security 
Regions; 

b. Identify follow on funding options;  

d. Based on the above, review job descriptions and scope of responsibilities of each 
position.  

e. Conduct a follow-up survey by the Association of Cities and Counties to assess 
emergency management status in the State of Washington determine if our 
capability and requirements has changed relative to the baseline survey. 

  
CC. What needs to be done in year 5?   

 
a. Continuous evaluation of the ways and means to maximize efficiency and reduce 

the duplication of effort and resources by EMD, CHS and the Homeland Security 
Regions; 

c. In concert with the CHS and homeland security infrastructure review the needs of 
the hosting agencies and the efficiency with which those needs are met; 

d. Based on the above, review job descriptions and scope of responsibilities of each 
position.  

 
DD. What needs to be done beyond 5 years? 
 

a. Continuous evaluation of the ways and means to maximize efficiency and reduce 
the duplication of effort and resources by EMD, CHS and the Homeland Security 
Regions; 

b. Identify follow on funding options;  
c. In concert with the CHS and homeland security infrastructure review the needs of 

the hosting agencies and the efficiency with which those needs are met; 
d. Based on the above, review job descriptions and scope of responsibilities of each 

position.  

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A. In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  
 

1. Evaluate the recommendations of the current Association of Cities and Counties 
analysis and survey instrument to determine homeland security regional needs 
and identify efficiency improvements within the Emergency Management and 
Homeland Security Infrastructure; 
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 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
 
No additional costs will be incurred as funding has been allotted for the currently 
authorized homeland security FTE positions and the $240,000 Association of Cities 
and Counties study is fully funded and nearing completion. 

  

 

 

2. Identify funding options. 
 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:   
 

8. Add two homeland security regional liaison positions; 
9. Add five permanent staff positions to support and expand the CHS 

subcommittees. 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   

6. $140,000 
7. $350,000 

9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):   
  
 
 A.  What performance measures support your action plan?  
 

• Annual review completed by the CHS and it’s subcommittees and working groups 
of efficiencies, plans and procedures to eliminate redundancies and streamline 
processes;  

• Prioritization of action plan initiatives by the Domestic Security Infrastructure in 
concert with the homeland security regional structure completed by 2005 and 
annually thereafter;  

• Compete for funding additional staffing by 2005; 
• Job descriptions for staffing prepared and approved by 2005; 

• Ongoing research and review and communication of potential funding sources 
completed annually; 

 

• Additional staffing in place by 2006; 

• Create a communications plan to maximize use of communication tools (e.g., 
website, newsletter) to communicate statewide to reduce duplication and 
maximize effectiveness by 2005. 

10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:   
 

No funding has been attempted to date. Federal grant sources may be available to initiate 
and partially sustain project. 

 
 
11. ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 

THIS ACTION PLAN:    
None.
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Implementing and Using the National Incident Management System (NIMS) 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland 

Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 

 

 

 
Progress will be measured for each action plan at least annually.   

 (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Paul McNeil, 253-512-7033, p.mcneil@emd.wa.gov, Washington Military Department Emergency 
Management Division. 
 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:   
a. Emergency Management Division (EMD) 
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b. EMD Emergency Operations Section Manager 
c. EMD Preparedness Unit, Policy, Programs and Training Section 
d. Washington State Patrol 
e. Marko Bourne, Deputy Director, Preparedness, FEMA, Department of Homeland Security 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.2.3 (Use NIMS/ICS in state and 
local exercises and real world events) 
 
 A.  Additional strategies this action plan supports:  1.5.2 (Include the business 

community in the state emergency operations center operations to ensure a strong 
partnership during disaster operations), 5.2.1 Develop, plan and exercise for WMD 
preparedness validation.  Incorporate emergency responders, private industry, state and 
local government, tribal nations, federal partners and volunteers in exercises to enhance 
statewide response capability), 5.3.4 (Develop a state-wide NIMS Incident Command 
System (ICS) education and training program), 5.5.3 (Document and share lessons learned 
to help build our mutual strength and knowledge), 6.1.1 (Define and identify Incident 
Management Team concepts, memberships, capabilities, responsibilities and training needs 
at the state and local level).  

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  The Washington State Emergency 

Operations Center is configured for and currently uses the NIMS/ICS concept during all 
exercises and real world events; however, a state-wide assessment to determine the 
number of local jurisdictions and in particular, down to the first responder level, has not 
been accomplished.   

 
 B.  What funding has been received to date including the source?  None 
 
 C.  What capability or capacity has been created to date?  A process is underway to 

educate emergency management jurisdictions at all levels of the requirement to officially 
adopt NIMS/ICS by October 1, 2004 through governors proclamation or executive order (as 
appropriate) and incorporate its use.  A draft governor’s proclamation is currently under 
development to verify Washington State Emergency Management Division's adoption of 
NIMS/ICS as its official standard.  State and local governments have been educated as to 
the courses available on NIMS/ICS through FEMA independent study courses, the 
availability of the NIMCAST web based self assessment tool and NIMS/ICS courses are 
available and being provided for all levels of government by Washington State  Emergency 
Management Division's Policy, Programs and Training Section. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  State and local governments 

at all levels incorporate and use NIMS in all exercises and real world events; State and local 
governments officially identify the adoption of NIMS/ICS as their standard through 
proclamation/executive order, as appropriate and incorporate NIMS/ICS into their strategic 
plan. 

 
 B.  What capability needs to be created?  A method of informing local jurisdictions of 

requirement to adopt NIMS/ICS; instruction, assistance and evaluation in the creation and 
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use of NIMS/ICS by local jurisdictions; a method to determine which local jurisdictions are 
NIMS/ICS compliant.   

 
 C.  What capacity needs to be created?  All jurisdictions, statewide, down to the first 

responder level 
 
 D.  What is the long term fiscal impact?  Homeland Security Presidential Directive 5 

issued March 1, 2004 requires the adoption of NIMS/ICS by all state and local governments 
by FY 2005 (October 04) as a condition federal preparedness and grant funding. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  1.  

Statewide education processs.  2. Compliance reporting process. 3. Statewide evaluation 
and assessment process.  4.  Modify emergency management plans to incorporate NIMS. 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 

2.  Provide training and assistance as necessary IAW ODP guidance not yet issued. 
3.  Assess and revise the state level emergency management plans to comply integrate 
NIMS. 

1. Continue the NIMS/ICS training at the state and local level. 

 

 A.  What needs to be done in year 1? 
 

1.  Issue initial compliance reporting guidelines to local jurisdictions. 

4. Assist local jurisdictions with guidance on how to revise emergency management plans to 
integrate NIMS by 2005. 
5. Gather a statewide percentage assessment of those jurisdictions that have adopted and 
use NIMS/ICS.  
6.  Implement NIMS/ICS training as specified in ODP guidance.    

 
 B.  What needs to be done in year 2?  
 

2. Integrate NIMS assessment and evaluation into statewide processes.  
 
 C.  What needs to be done in year 3?  
 

1.  Assess NIMS implementation following full year of usage. 
2.  Continue the NIMS/ICS training at the state and local level. 
3.  Integrate NIMS assessment and evaluation into statewide processes.  

  
 D.  What needs to be done in year 4? Continue the training, assessment and evaluation 

process.   
  
 E.  What needs to be done in year 5? Continue the training, assessment and evaluation 

process.   

 F.  What needs to be done beyond 5 years? Continue the training, assessment and 
evaluation process.  
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8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?       

 
 A. In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:  
 
By October 1, 2004 –  

 
1. Provide local jurisdictions detailed guidelines and definition of compliance requirements 
necessary to validate adopting NIMS/ICS by executive order, etc.  

 
2.  Provide instruction, assistance and evaluation as requested in the creation and use of 
NIMS/ICS by local jurisdictions.   
 
3.  Plan and execute review/revision of state and local emergency management plans to 
incorporate NIMS statewide.  

 

 
1. State level tabletop exercise to practice and certify adoption of NIMS. 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  To be determined. 
 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:   

2. Regional/local level tabletop exercises practice and certify adoption of NIMS. 
 

9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance measures 

need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan  

 
1. Issue compliance guidelines to statewide jurisdictions as received by ODP and not later 

than Oct 1, 2004. 
2. Provide instruction, assistance and evaluation to jurisdictions to assist with the NIMS 

adoption and validation requirements by 2005. 
3. Track statewide NIMS adoption rates by 2005. 
4. Assess and revise the state level emergency management plans to comply integrate NIMS 

by 2005. 
5. Assist local jurisdictions with guidance on how to revise emergency management plans to 

integrate NIMS by 2005. 
6. Implement any ODP specified local NIMS/ICS training by 2005. 
7. Integrate NIMS assessment and evaluation into statewide processes by 2006. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  None 
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11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:    No
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Home - Summary Matrix
 

 
Homeland Security Public Information Program & Advisory System Information Education 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland 

Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 

 

 

 

 

  
 

Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

Progress will be measured for each action plan at least annually.   

1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION  
Paul McNeil, Washington Military Department, Emergency Management Division, (253) 512-7033; 
p.mcneil@emd.wa.gov  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:   

Washington Emergency Management Division 
 

a. PIO 



Action Plan #36 

Washington Military Department Emergency Management Division (EMD) 

b. Training Program Coordinator 
 

 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
  
 Strategy 5.3.5 (Publicize the Homeland Security Advisory System and the guides for 
preparedness statewide). 

 A.  Additional strategies this action plan supports:   
  
 Strategy 2.2.4

 

 (Develop a Homeland Security Public Information Plan). 
 Strategy 5.3.1 (Develop public education, training and information programs).  
 Strategy 5.3.4 (Develop a state-wide NIMS Incident Command System education and 

training program). 
 Strategy 5.3.5 (Publicize the Homeland Security Advisory system and the guides for 

preparedness statewide).  
 Strategy 6.6.2 (Promote and publicize volunteer opportunities to the public).  
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today 

The state currently has no overall public information plan for homeland security. But 
elements of the information strategy have been implemented for the past 24 to 30 months. 
HSAS guides are available online at emd.wa.gov. Publicity has included briefings to various 
groups and organizations. Training was conducted in early 2003 for state agencies which 
required (by Governor memo) state agencies to complete an assessment and plan on steps 
to take when the advisory system is raised. 
 

 HLS funds have been used to finance public education materials relating to terrorism 
preparedness.  

 

 

 
 
5.  END STATE GOAL:

 B.  What funding has been received to date including the source?   

 General Fund state money has been used to conduct public information officer training and 
to do HLS press releases and press conferences.  

 C.  What capability or capacity has been created to date?   
 The public education section of the Washington Emergency Management Division has 

developed terrorism public education materials. 

 The public information section of WEMD conducts training that includes NIMS and public 
education campaign procedures. 

 
 The public information section of WEMD has worked with state, federal and local agencies 

to announce Homeland Security grant funding, the completion of state HLS plans and 
strategies, and the conduct of HLS training.   

 

A. What is the end state you wish to achieve long term? 
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The public understands and is motivated to carry out preparedness and response actions in 
a terrorism event.  These steps could include listening to emergency broadcast information 
on the media or loudspeaker systems, providing for family care for up to 72 hours and 
sheltering in place to avoid contamination.  

Homeland Security funds are used to identify and assess needs for home land security 
public education and to underwrite the production of campaigns to address those needs. 

 

  

 

a. Annual homeland security information plans must be created with strategies, 
action plans and guaranteed funding.  

 

a. Annual homeland security information plans must be developed in coordination 
with the HLS regions and the Committee on Homeland Security.  

b. A specific Homeland Security Education page should be created on the WEMD 
website to carry new public education material and links to other websites.  The 
WEMD website also needs to have the capacity to be quickly activated to carry 
emergency public information.   

 
c. Training programs need to be developed to include the private sector in JIS/JIC 
training and response.  

 
d. Existing public information training programs need to be revised to include more 
risk communication, terrorism information issues, public education campaigns to 
address terrorism, and the use of joint information systems and centers in emergency 
response. 

 

 
Federal HLS grants are anticipated to continue without a match requirement for the next 
three years, followed by a 24 percent state/local match for the next three years, and 100 
percent state funding within seven to 10 years,   

 

 

 Homeland security funds are allocated for training of public information officers in NIMS 
through classes and exercises. 

 Joint Information Systems and Centers are used consistently in emergency response 
training and exercises throughout the state.   

 

 B.  What capability needs to be created?   

 
b. Development of emergency information response training directed at private 
businesses and organizations.  

 C.  What capacity needs to be created?   

 

 
 D.  What is the long term fiscal impact?   
 Annual expenditures for public information training and public education should be funded in 

the range of $500,000 to $750,000 annually to provide the mass media messages and 
regularly scheduled training programs and classes.   

6.  GAP ANALYSIS: 
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7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished):

 A.  What are the major gaps between your baseline and your desired end state?   

 a.  Development of a strategy to inform and educate the public about the HSAS system and 
the guides for preparedness. 

 b.  Lack of dedicated funding to staff focused support for public information and education 
staff to prepare materials and conduct training.  

 

 A.  What needs to be done in year 1?   

 b. Use survey results to identify key messages and information strategies to address public 
education about HSAS.  

 d. Upgrade the EMD website to enable HSAS public information and terrorism alert 
information to be quickly posted on the internet. 

 

 

 a.  Research and survey effectiveness of public attitudes about HSAS.  

 c. Schedule and conduct one basic public information course with an emphasis on HSAS 
and terrorism public information. 

 e. Monitor the EMD emergency information website usage.  

 

a. Research and survey effectiveness of public attitudes HSAS.  

 c. Schedule and conduct one basic public information course with an emphasis on terrorism 
public information.  Adjust course content in accordance with student and agency feedback.  

 e.  Monitor the EMD emergency information website usage. Change the website to reflect 
page usage and viewership.  

  

a.  Research and survey effectiveness of public attitudes about HSAS.  

 

 a. Research and survey public attitudes about HSAS. 

 c. Initiate statewide public education campaign about HSAS.  

 e. Develop a budget and compete and achieve funding – hire staff or contract for external 
assistance.  

  

 B.  What needs to be done in year 2?   

 b. Continue statewide public education campaign about HSAS. 

 d. Conduct one public information homeland security course directed at private and non-
profit agencies. 

  

B. What needs to be done in year 3? 

 b. Continue statewide public education campaign about HSAS and terrorism preparedness. 

 d.  Conduct one public information homeland security course directed at private and non-
profit agencies. Adjust course content in accordance with student and agency feedback.  

   

C. What needs to be done in year 4?   

 b. Continue statewide public education campaign about HSAS. 
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 c. Schedule and conduct one basic public information course with an emphasis on HSAS 
and terrorism public information.  Adjust course content in accordance with student and 
agency feedback.  

 e.  Monitor the EMD emergency information website usage. Change the website to reflect 
page usage and viewership.    

 D .  What needs to be done in year 5?  

 b. Continue statewide public education campaign about HSAS. 

 d.  Conduct one public information homeland security course directed at private and non-
profit agencies. Adjust course content in accordance with student and agency feedback.  

 g.  Monitor the EMD emergency information website usage. Change the website to reflect 
page usage and viewership.  

  

 

 d.  Conduct one public information homeland security course directed at private and non-
profit agencies. Adjust course content in accordance with student and agency feedback.  

  

a.  Research and survey effectiveness of public attitudes about HSAS.  

 c. Schedule and conduct one basic public information course with an emphasis on HSAS 
and terrorism public information.  Adjust course content in accordance with student and 
agency feedback.  

 e.  Monitor the EMD emergency information website usage. Change the website to reflect 
page usage and viewership.state homeland security goals and strategy.  Monitor media to 
make this information more usable for their audiences.  

   

 F.  What needs to be done beyond 5 years? 
 A.  Based on terrorism incidents and response experience, revise and revamp training 

courses and the usage of JIS./JIC systems.   
 B.  Based on surveys and terrorism incidents and response experience, revise and revamp 

public education campaigns.    

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 

  1. Conduct statewide public opinion survey on HSAS. 

 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:   

  2. Conduct regional HLS exercises with joint information systems and centers.  
  3. Complete schedule of public announcements about state homeland security grant 

funding, and homeland security strategy. 
  3.  Complete changes in Basic PIO Course to include NIMS structure and philosophy 

4. Conduct one Basic PIO class with an emphasis on HSAS and terrorism. 
5. Develop new HLS PIO course for private sector and non-profit organizations.  
6. Upgrade the EMD website for quicker posting of emergency information and 

terrorism alert information. 
 
 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
  1. $250,000 
  2. $5,000 in travel expenses 
  3. 120 hours staff time 
  



Action Plan #36 

Washington Military Department Emergency Management Division (EMD) 

  2.  Conduct regional HLS exercises with joint information systems and centers. 

  4.  Conduct one Basic PIO class with an emphasis on HLS and terrorism. 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  

  3. 120 hours of staff time  
 

 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 2 

  1. Initiate statewide HLS public education campaign. 

  3. Complete schedule of public announcements about state homeland security grant 
funding and homeland security strategy. 

  5. Conduct HLS PIO course for private sector and non-profit organizations. 
   
 

  1. $750,000 
 ` 2. $5,000 

9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
  
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

 
1. Achieve funding and staffing homeland security public information and education efforts 

by early 2005. 

7. Develop and complete EMD website design to provide Homeland Security public 
information and education by 2005. 

 
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:

 
2. Complete an initial statewide public survey on HSAS and emergency preparedness by 

2005. Measure change in public attitudes and knowledge about homeland security 
preparedness through annual public opinion surveys. 

 
3. Conduct regional HLS exercises incorporating the use of joint information systems and 

centers by 2005. Evaluate the use of joint information centers and systems in regional 
exercises through after action reports and surveying in-person. 

 
4. Develop a schedule of public announcements for Homeland Security education and 

program information by 2005. 
 

5. Develop the new HLS PIO course for the private sector and non-governmental 
organizations by 2005. 

 
6. Complete changes in the Basic PIO course to include the NIMS structure and philosophy 

by 2005 
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2. Homeland Security grant funds for training, including travel and curriculum development 
materials and staff time.  

 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 

 1.  Homeland Security grant funds for public education.  

THIS ACTION PLAN:    

1. Ensure that we can spend Homeland Security grant funds for public education and 
training.  

  
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov

 

2.  Synchronize this plan with the Office of Financial Management request for a program to 
address risk communication 

) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.
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Home - Summary Matrix
 

 
Statewide Emergency Information Sharing Network  

2.2.2 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

Progress will be measured for each action plan at least annually.   
  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 

 

 
Don Miller, (253) 512-7035, D.Miller@emd.wa.gov, Washington State Military Department, 
Emergency Management Division  
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  The State Advisory Working Committee of the SIEC and  Emergency 
Management Division of the Military Department.  
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
 2.2.2 Maintain effective scalable statewide communication networks to educate, share 
information and emergency procedures and provide advisories  



Action Plan #37 

Washington Military Department Emergency Management Division (EMD) 

A.  Additional strategies this action plan supports:  2.1 thru 2.4.  
 

  

4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?   

 The various communications networks of all state and local agencies are being maintained 
by the radio resources of each jurisdiction.  Information is being shared, emergency 
procedures are in place and educational processes are continually being improved.  

 B.  What funding has been received to date including the source?   

 Each jurisdiction requests maintenance funding from their respective jurisdictions to 
maintain existing networks. 

 C.  What capability or capacity has been created to date?  

 Public safety networks, 911 systems and operational radio networks exists statewide and 
are maintained by various Federal, State and local authorities.   These networks provide a 
medium for the sharing of information.  Emergency information is shared as needed with 
other agencies.  

 
5.  END STATE GOAL:

 

 

 

 

 

 

 Enhance existing networks to allow for better sharing of information to include educational 
information, emergency procedures and advisory information.  Enhancements should 
include increased interoperability of all networks. 

 B.  What capability needs to be created?   

 
The integration and enhancement of existing technology to allow for the interoperability of 
all participants and the development of operational protocols for its use.   The use of 
existing and enhanced technology will allow for scalability of systems and increased 
informational and educational opportunities.  

 

 
 The cost of new interoperability technology and its deployment can not be determined at 

this time because the SIEC is currently developing a course of action to obtain 
interoperability.  Funding requirements will be developed from the approved plan. 

 

 A.  What is the end state you wish to achieve long term? 
 

 

 
Development of a statewide communications interoperability plan that includes all 
participants at the Federal, State and local levels of government to maximize the use of 
existing networks.  

 
 
 C.  What capacity needs to be created?   

 D.  What is the long term fiscal impact? 
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6.  GAP ANALYSIS: 

 

 2. Develop a plan for the sharing of information. 

 4. Identifying the jurisdictions that need to be involved.  

 
 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished):

 
 A.  What are the major gaps between your baseline and your desired end state?   

 1. Complete a local government inventory of existing radio networks and    develop 
an inventory summary database. 

 3. Identify information sharing needs to determine gaps – what are information 
sharing needs to be shared that currently are not happening. 

 5.  Replacement funding for equipment nearing the end of its life cycle. 

 

 A.  What needs to be done in year 1?   

1. The SIEC is charged with inventorying all state and local radio assets, developing an 
interim plan, and a final plan for interoperability for the entire state.   

3.  Funding of $________ for CEMNET-EMD life cycle replacement costs. 

B. What needs to be done in year 2?  

2. RF engineering company develops and vets statewide plan, if resources are available by 
2006.  (not sure on date, but year 1 is mid 2004-2005 and year 2 is 2005-2006) 

C. What needs to be done in year 3?  

2.  Allot funding to the final plan and start building the final interoperability network. 
  

 

3.   Continue to improve on the final plan. 

 

 

 

2. Hire an independent, professional RF engineering company that has experience in 
developing statewide information sharing network plans. 

 

 
1. Continue to identify and refine information to be collected and the methods for 

dissemination.   

 

1. Continue to identify and refine information to be collected and the methods for 
dissemination.   

D. What needs to be done in year 4?   

1.  Implement final plan to include: 
o Procure any required equipment to resource the statewide communications 

information sharing network. 
o Develop training and education materials for the information sharing network. 
o Conduct training and education for the information sharing network. 

2. Continue to identify and refine information to be collected and the methods for 
dissemination.   

  
E. What needs to be done in year 5?  

1. Exercise and test statewide communications information sharing network. 
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2. Continue to identify and refine information to be collected and the methods for 
dissemination.    

 

2. Continue to improve on the final plan 
  
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 

3. Continue to improve on the final plan 
  

F. What needs to be done beyond 5 years?   

1. Continue to identify and refine information to be collected and the methods for 
dissemination.    

ESTIMATED COSTS: 

 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:   

1. Professional RF Engineering company develops statewide information sharing network 
plan. 

2. Identify and prioritize networks to be improved and the information to be shared in the 
final plan developed by the engineering company.  

3. Identify jurisdictions that need improvements  and solicit their comments. 

4. Build upon the network developed by the OPSCAN project for the Olympic Peninsula.   

  

 $ 800,000 

 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 2 

1.  Continue to identify and refine networks for improvement..   

2.  Continue to refine new requirements 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   

 $4,000,000 per year   (Need to clarify what this is for in C above) 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):

 

 

 

 

 

 

 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
 

 

 

 

 

 

  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented.   1.  
Identify one or more categories of information for which a template can be developed.   2.  
Establish information sharing parameters for identified categories of information. 

 Formal agreements will be reached with all necessary jurisdictions in adopting the final 
plan.. 
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A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

1. Complete SIEC inventory of all state and local radios by 2005. 

3. Refine information to be collected and needs for the statewide plan by 2005. 

5. Identify educational and information sharing needs requiring improvement at the 
local jurisdiction level by 2006. 

 
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  –

 

2. Fund and hire a professional RF engineering company to develop statewide 
information sharing communications network plan by 2005. 

4. Contractor completed statewide information sharing communications network plan 
by 2006. 

Funding for hiring an professional engineering company has been provided by HLS for the first 
year. $800,000  
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN?    Leal issues relate to the combining of networks and or sharing of 
information between jurisdictions that may be considered sensitive in nature and the need to 
protect such information. 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.
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Home - Summary Matrix
 

 
Information Sharing Templates for Information Exchange 

2.3.1 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 

Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

 
Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 

 
Progress will be measured for each action plan at least annually.   

 
Don Miller, (253) 512-7035, D.Miller@emd.wa.gov, Washington State Military Department, 
Emergency Management Division; Roger Hieb, (253) 512-7042, R.Hieb@emd.wa.gov , 
Washington State Military Department,  Emergency Management Division 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Emergency Management Division of the Military Department.  
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
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 A.  Additional strategies this action plan supports:  2.2.2, 2.4.1, 3.1.2, 3.1.3, 3.1.5, 
5.2.1, 5.2.3, 5.3.1, 5.3.3, 5.3.4, 5.4.1, 5.7.2, 6.3.2,  
 
4.  BASELINE ASSESSMENT:

 2.3.1 Develop information sharing templates for agreements and parameters for exchange 
of information.   
 
 

 

 A.  What is the status of this strategy today?   

 

 

 

 
 Agreements exist for the sharing of information in the law enforcement and medical 

communities.   Other Memorandums of Agreements exist between jurisdictions for the 
sharing of resources but it is unknown whether they address information sharing.  

 
 B.  What funding has been received to date including the source?   
 
 None 

 C.  What capability or capacity has been created to date?  
 
 Standards for sharing of selected information have been addressed by the law enforcement 

and medical communities.  Generally, this information is protected or of a sensitive nature 
and as such is outside the scope of this strategy.    

5.  END STATE GOAL: 
 

 

 
 

 B.  What capability needs to be created?   

1. Identify information to be shared and information sharing parameters  

 

 
Development of a centralized recording capability for all agreements.  This centralized 
repository will aid in determining shortfalls in the sharing of information. 

 A.  What is the end state you wish to achieve long term? 

Our Washington Statewide Strategic Priorities includes protecting and supporting the 
continuous functioning of interoperable communications and public safety information 
systems. Within that priority the end state we would like to achieve is to facilitate the sharing 
of information across public safety networks to ensure tools and education is available 
where needed.  The statewide end state we would like to achieve is templates for 
agreements and parameters for the exchange of information that can be adopted and used 
by all participating governmental entities.  

 

 

2. Develop templates as a framework to be used between agencies and jurisdictions.  
Note:  Information sharing templates developed under this strategy would generally apply to 
information not covered by existing law enforcement and medical protocols.  

 C.  What capacity needs to be created?   
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 D.  What is the long term fiscal impact? 

 The development of the templates will require legal review and staff development time.  
Development tasks include the identification of the types of information to be collected and 
obtaining concurrence from all jurisdictions on the format of the template (s).  It is 
anticipated that this will require approximately .5 FTE per year.  Cost for .5 FTE of 
approximately $40,000 annually over the life time of the process. . 

 

 

 

6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?   

2.  Development of a standardize template/MOU for sharing of information that is approved 
by the various legal authorities of the involved Federal, State and Local jurisdictions.    

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished):

 
 1. Agreement upon the information to be shared by the various authorities of the involved 

Federal, State and Local jurisdictions.  

 3. Agreement upon the procedures and methods for sharing of the information agreed upon 
in the MOU’s. 

 

 

1. Hire an FTE for the development process.  

3. Develop a generic template that would be agreed upon by the authorities of participating 
jurisdictions.    

B. What needs to be done in year 2?  

1. Develop and execute education and communication plans to provide information sharing 
parameters and templates statewide. 

2. Continue to identify and refine information to be collected and the methods for 
dissemination.  Continue to refine existing templates and develop new templates for new 
requirements. 

C. What needs to be done in year 3?  

2. Continue to identify and refine information to be collected and the methods for 
dissemination.  Continue to refine existing templates and develop new templates for new 
requirements 

 
 A.  What needs to be done in year 1?   

2. Identification of the types of information to be shared and reaching agreements with 
various authorities of Federal, State and local jurisdictions needs to be started.   

4.  Develop information sharing parameters for exchange of information. 
5.. Develop appendixes for information to be shared and procedures for sharing that 
information. 
6.  (?? – Incorporate into CEMP – (you would know better than I on this – just a suggestion 
to think about). 

 

 

 

 
1. Develop and conduct communications exercises (COMMEXs) to test the sharing of 

information across state public safety networks. 
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Continue to identify and refine information to be collected and the methods for 
dissemination.  Continue to refine existing templates and develop new templates for new 
requirements 

 

  

  
D. What needs to be done in year 4?   

1. Periodic COMMEX to train and exercise information sharing protocols and 
methodologies. 

2. Continue to identify and refine information to be collected and the methods for 
dissemination.  Continue to refine existing templates and develop new templates for new 
requirements 

E. What needs to be done in year 5?   

1. Periodic COMMEX to train and exercise information sharing protocols and 
methodologies. 

2. Continue to identify and refine information to be collected and the methods for 
dissemination.  Continue to refine existing templates and develop new templates for new 
requirements 

F. What needs to be done beyond 5 years?   

 

 

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 

 1.  Identify and prioritize information to be shared.  

2.  Identify jurisdictions to the agreement and solicit their comments. 

3.  Develop a generic template that addresses the need for sharing of information and 
appendixes. Obtain approval by the WA State Attorney General and legal authorities of 
each jurisdiction.  

  

 

 

 

 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:   

 

 

 

 

 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   

 $ 40,000 

 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 2 

1.  Continue to identify and refine information to be collected and the methods for 
dissemination.   
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 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   

 $40,000 per year 
 

9.

2.  Continue to refine existing templates and develop new templates for new requirements 
 
3.  Develop and conduct education and communication plans to educate statewide users (? 
Possibly a cost for this $25K or so) 

 

 

 HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures 
should be SMART – Specific, Measurable, Accountable, Results Oriented, Time 
Oriented.   1.  Identify one or more categories of information for which a template can be 
developed.   2.  Establish information sharing parameters for identified categories of 
information. 

 
 

B. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

 

 

 

 

 

 

 
 Exercise developed and conducted by 2006, and include as an exercise objective annually 

in regularly occurring statewide exercise. 
    

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  1.  

 Identify information that needs to be shared between jurisdictions. Complete assessment to 
determine where templates/formal information sharing agreements are needed for public 
safety systems, where they currently exist and where they need to still be developed by 
2005. 

 Categorize information so that templates and or parameters for exchange of types of 
information can be developed by 2005. 

 Generic information sharing template created by 2005. 

 Information sharing parameters for public safety information systems developed and 
appendixes created for the CEMP(?) by 2005 

 Formal agreements will be reached with all necessary jurisdictions by 2005. 

 Education and communication plan developed and deployed by 2005. 

Funding that has been attempted – none.  2.  Funding to be attempted -  
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN?    Leal issues relate to the sharing of information between jurisdictions that 
may be considered sensitive in nature and the need to protect such information.
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Home - Summary Matrix
 

 
HLS Public Education & Training 

 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier): 
Maillian Uphaus, 253-512-7062, Emergency Management Division (EMD), Washington Military 
Department, m.uphaus@emd.wa.gov; Barbara Thurman, 253-512-7047, Emergency Management 
Division, Washington Military Department, b.thurman@emd.wa.gov.  Mike Gordon – 253-512- 
7049, Emergency Management Division; m.Gordon@emd.wa.gov  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN: Public Education Program, EMD; Office of Superintendent of Public 
Instruction; Association of Washington School Principals; EMD Public Information Officer; E911 
Program Coordinator, Department of Health and Washington State Patrol.  
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
 

5.3.2   Develop and disseminate training materials, templates on how to prepare for, recognize, 
report, and respond to a threat or act of terrorism. 

Revise and combine into one strategy. 

 
 A.  Additional strategies this action plan supports:  Homeland Security Strategic Plan 

and Domestic Security Organization Oversight and Review; 1.1.1; 1.4.1; 1.5.1; 1.5.4; 2.2.4; 
3.3.1; 4.2.1; 5.1.2; 5.3.5; 5.5.1; 5.5.3; 5.6.1; 5.6.2 

 
4.  BASELINE ASSESSMENT:

5.3.1   Develop public education, training and information programs. 

 

 
5.3.1 Develop homeland security focused public education and training program, materials and 
template checklists on how to prepare for, recognize, report and respond to a threat or act of 
terrorism. 

 

 A.  What is the status of this strategy today?  Currently assessing result and developing 
programs to implement homeland security strategies in public education and in the training 
of emergency responders.  The Disaster Preparedness Month Campaign conducted in April 
2004 as part of the annual All Hazards Campaign, included informational material 
addressing Homeland Security issues.  EMD has begun developing material to be used in a 
mini-campaign during the National Preparedness Month in September 2004.  

B. What funding has been received to date including the source?  Money from the 
State General Fund and the Emergency Management Program Grant (EMPG) from 
FEMA was used to design, produce and distribute educational material during the April, 
2004 Disaster Preparedness Campaign which included some Homeland Security 
information. To date, no Federal Homeland Security funds have been used in public 
education efforts. 
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C. What capability or capacity has been created to date?  Methods for disseminating 
information to the public have developed and used successfully for the past several 
years in various natural hazard and technological programs.  The All Hazard Program 
campaigns during April each year, as well as mini-campaigns throughout the year, have 
utilized various media (PSA’s, websites, newsprint, videos, and promotional items such 
as maps) to reach the public. 

 

5.  END STATE GOAL: 
 

 

 
 C.  What capacity needs to be created?  Identification of and develop of publications and 

dissemination of information that reflects a focused, multi-agency, view of proactive 
preparedness and prevention guidance in the arena of Homeland Security. Creation of a 
funding stream; to provide for additional personnel, as needed; long-term public education 
for terrorism plans. 

 
 D.  What is the long-term fiscal impact?    Development and distribution of a complete 

Public Education Program will require additional materials, inter-agency coordination and 
personnel.  A comprehensive approach to statewide Homeland Security both in the public 
information area and training field will have an on-going fiscal impact to remain current with 
any new initiatives and requirement.    

 

 A.  What is the end state you wish to achieve long term?   The development and 
implementation of a well organized and managed program to deliver public information, 
education, and training on Homeland Security issues to a variety of audiences. 

B. What capability needs to be created?    Contract with a Social Marketing Analyst to 
identify audiences, media, and partnerships; Develop appropriate campaign media 
materials, constructive and useful websites and/or partnerships with the Homeland Security 
Institute (in development).  Creation of additional FTE position to address Homeland 
Security public education issues.  Subcommittee for Public Education, Training and 
Information. 

6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  1.  

Comprehensive statewide needs assessment to address focus and direction of public 
education campaigns.  2.  Long term fiscal commitment to Homeland Security Public 
Education outreach.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  1. Begin creating a public education campaign that 

focuses on Homeland Security.  2. Establish close working liaisons with other key state 
agencies (WSP, DOH, WDA, DOE, DOT, DNR).     3. Secure funding through Homeland 
Security to perform a needs assessment and validate proposed action plans.  4. Coordinate 
with training community and assure interconnectivity between training materials and 
products as well as public education materials. Establish a training and education steering 
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 B.  What needs to be done in year 2?  1.  Implement identified strategies and action plans 
called for in the initial needs assessment.  2. Shape common message focus among all 
state and local partners.  3. Expand partnership base, as needed, to ensure all aspects of 
Homeland Security receive public education attention.  Include functional area information 
from broad range of public entities.  Survey, and continue assessment of programs. 4.  
Continue development and distribution of products based on identified needs as they 
enhance and support the statewide strategic plan. 

 C.  What needs to be done in year 3?  1. Create evaluation tool for determining 
effectiveness of the public education program 2. Assess the success of the program and 
training by surveys and demonstrated results in exercises, training and public polls.  4.  
Continue development and distribution of products based on identified needs as they 
enhance and support the statewide strategic plan. 

 D.  What needs to be done in year 4?     1.  Review and assess training, public education 
products to revise strategic plans as necessary. 2. Implement new initiatives, as identified.   
Continue development and distribution of products based on identified needs as they 
enhance and support the statewide strategic plan. 

  

 

 F.  What needs to be done beyond 5 years? 1.  Review strategic planning process and 
system infrastructure.  Continue refining year’s 1-3 initiatives. 3.  Continue development and 
distribution of products based on identified needs as they enhance and support the 
statewide strategic plan. 

 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 

group among appropriate parties to provide a forum and clearing house to reduce 
duplication of efforts and promote best practices. 

   

 

  

 

 E.  What needs to be done in year 5?  Continue to review and revise plans for public 
education delivery and examine effectiveness of program. 2. Continue partnerships and 
expand program as appropriate with new products and initiatives. 3.  Assure cross walking 
between products for public education and training program activities for consistency with 
statewide strategic plan. 

 

 

ESTIMATED COSTS: 

A. In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:  Identification of public education needs.  2.  Provide public educator for 
Homeland Security activities. 3. Initiate new steering group of educators and trainers to 
provide assistance and coordination in development of educational products.   

 

 
 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  $250K 
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9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):

 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 2:  1.  Develop and implement strategies for year 1 needs assessment.  2.  
Continue funding requests.  3.  Shape common message focus among all state and local 
partners. 

 
B. What are the estimated costs of priority 1, 2 and 3 for year 2?  $300K 

  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance measures 

need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan.   Targets to Begin in Year 1:  

 
1.  Complete statewide homeland security training needs assessment by 2005.   
2.  Complete establishment of steering group in 2005.  
3.  Continue distribution of current materials annually.  
4.  Request program funding by 2005. 

6.  Develop, design and distribute a campaign focusing on Homeland Security in 2006-7. 
7.  Assess program success and training effectiveness with surveys and demonstrated 
results in exercises conducted by 2007. 
8.  Annually reassess program and conduct training strategic planning. 

 
  

5.  Achieve program funding by 2006. 

10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:   
Funding That Has Been Attempted:  1. Homeland Security Grant to hire FTE to develop and 
distribute Homeland Security materials.  Funding To Be Attempted:  1.  Secure funding to 
support the cost of the design, development and production of Homeland Security informational 
materials. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:    
 None noted at this time.  

 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov

 

) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.
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Home - Summary Matrix
 

 
Communications Interoperability Focused Procurement 

 
Focus acquisition strategies to achieve statewide interoperability and ensure all equipment 

purchased meets national standards. 
  

7.2.1 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

 
Don Miller, (253) 512-7035, D.Miller@emd.wa.gov, Washington State Military Department, 
Emergency Management Division and Robert Isaman? 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  The State Advisory Working Committee of the SIEC and  Emergency 
Management Division of the Military Department.  
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
  
7.2.1 Focus acquisition strategies to achieve statewide interoperability.  
 
A.  Additional strategies this action plan supports:  2.1.1 – 2.4.1; 3.1.3 – 3.1.6; 7.2.2  
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?   

 All new acquisitions of state agencies for new radio projects must be approved by the State 
Interoperability Executive Committee.  Those acquisitions are to be in line with the current 
interoperability plan guidelines. The equipment sub-committee of the Washington Statewide 
Homeland Security Committee ensures that all equipment purchased with grant funds 
meets statewide and national standards that currently exist on some items.  This review and 
oversight helps ensure that grant funding is invested wisely in equipment that is compatible 
and interoperable to standard. 

 

 A multitude of various Public safety networks, 911 systems and other radio networks exists 
statewide and are operated by various Federal, State and local authorities.  These 
networks, combined with Memorandums of Understanding (MOU’s) between jurisdictions, 
allow varying degrees of interoperability between systems, where it is technically feasible.  
EMD in combination with WSDOT provided a common VHF channel (OSCCR) for use by 
public safety agencies statewide.  WSP provided LERN and NLEC for law enforcement 
agencies.  The Fire communities use REDNET for interoperability.  All of these frequencies 
have provided statewide, basic on-the-scene interoperability for in excess of 15 years.  

 
 
 
 
 
 

 

 
 B.  What funding has been received to date including the source?   

 Each jurisdiction requests funding from their respective jurisdictions or respective grant 
authorities to procure new networks. 

 
 C.  What capability or capacity has been created to date?  
 

5.  END STATE GOAL: 
  
A.  What is the end state you wish to achieve long term? 
 
 Enhance existing networks to allow for better interoperability of all systems to in include all 

communications and non-communications systems of Federal, State and Local responders.  
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 C.  What capacity needs to be created?   
 

The integration and enhancement of existing technology to allow for the interoperability of 
all participants and the development of operational protocols for its use. 

 The cost of new interoperability technology and its deployment can not be determined at 
this time because the SIEC is currently developing a course of action to obtain 
interoperability.  Funding requirements will be developed from the approved plan. 

 
6.  GAP ANALYSIS:

Ensure that statewide acquisition investment in equipment  meets state or national 
standards that exist so that all state resources are invested wisely. 

 B.  What capability needs to be created?   

Development of a statewide communications interoperability plan that includes all 
participants at the Federal, State and local levels of government to maximize the use of 
existing networks.  

 

 
 D.  What is the long term fiscal impact? 
 

 

 3. Prioritize interoperability issues for resolution  

 
 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished):

 
 A.  What are the major gaps between your baseline and your desired end state?   
 
 1. Complete a local government inventory of existing radio networks and    develop 

an inventory summary database.. 
 2. Complete a statewide interoperability plan. 

 4. Identifying the jurisdictions that need to be involved.  

 

 A.  What needs to be done in year 1?   

B. What needs to be done in year 2?  

1. Request and receive funding for the final plan. 

 

 

 

 
1. The SIEC is charged with inventorying all state and local radio assets and needs to 
complete the final plan for interoperability for the entire state.   
 
2. Hire an independent, professional RF engineering company that has experience in 
developing statewide communications interoperability plans. 

 

 

2. Implement  the plan. 

C. What needs to be done in year 3?  

1. Implementation the plan. 
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2. Continue to improve on the final plan. 

  

D.  What needs to be done in year 4?   

1. Assess the interoperability plan and the plan effectiveness. 

3. Continue to improve on the final plan. 

 

E.  What needs to be done in year 5?  

1. Implementation of the plan. 

 

F.  What needs to be done beyond 5 years?   

2. Continue to improve on the final plan 

 

  

3. Work on achieving sustainable funding for long-term needs to include life cycle 
replacement costs. 

 

 

2. Implement the plan. 

4. Work on achieving sustainable funding for long-term needs to include life cycle 
replacement costs. 

  

 

2. Continue to improve on the final plan 
3. Work on achieving sustainable funding for long-term needs to include life cycle 

replacement costs. 

  

1. Implementation of the plan. 

3. Work on achieving sustainable funding for long-term needs to include life cycle 
replacement costs. 

 
 

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 

 

 

 

 

 

 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:   

1. Professional RF Engineering company develops statewide interoperability plan for 
communications equipment meets national standards. 

2. Identify and prioritize networks to be improved and the methods to provide 
interoperability.  

3. Identify jurisdictions that need improvements and solicit their comments and 
participation. 

4. Build upon the network developed by the OPSCAN project for the Olympic Peninsula 
and the existing networks of all participants.   
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 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   

 $ 800,000 

 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 2 

 

 

 
 $4,000,000 per year for State radio life cycle replacement costs. 
 

 

 

 
1.  Continue to identify and refine networks for improvement..   

2.  Continue to refine new requirements 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   

9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented.   
 

 
C. What performance measures support your action plan?

 

 = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  
 

 

 

 

 
5. Improved interoperability at all levels of government by 2008.  

.  

1. Identify networks to apply the selected interoperability solution by 2005. 

2. Test the interoperability solution by 2005.     

3. Establish the procedures to implement selected interoperability solutions and test 
solutions after deployment annually in accordance with project milestones. 

4. Formal agreements in place to adopt the final statewide interoperability plan for 
necessary jurisdictions by 2005. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  –
Funding for hiring an professional engineering company has been provided by HLS for the first 
year. $800,000  
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN?    Leal issues relate to the combining of networks and interoperability of 
systems will need to be addressed.  Sharing of frequencies and information between jurisdictions 
that may be considered sensitive in nature and the need to protect such information will require 
formal agreements. 
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For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 
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Home - Summary Matrix
 

 
Statewide HLS Recovery Plan 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland 

Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

Progress will be measured for each action plan at least annually.   
  
 

 

 

 

 

1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION  
 
Diane Offord, 253-512-7061, d.offord@emd.wa.gov, Emergency Management Division; and 
Maillian Uphaus, 253-512-7062, m.uphaus@emd.wa.gov, Emergency Management Division  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN: 
 
Emergency Management Division 
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Federal Emergency Management Agency 

Washington Emergency Management Association 

Department of Health 

Department of Defense 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES

Department of Social and Health Services 

Department of Ecology 

Washington Association of Cities 
Association of Washington Counties 

:   

6.3.1 – Review statewide recovery capability and capacity, and enhance where necessary. 

6.3.2 – Include recovery tasks in annual exercises and training objectives. 

 A.  Additional strategies this action plan supports:  1.1.1, 1.3.2, 1.5.1, 1.5.3, 2.2.2, 
2.2.4, 5.2.1, 5.2.2, 5.2.4, 5.3.1, 5.3.3, 5.5.2, 5.5.3, 5.6.1, 5.6.2, 5.7.2, 6.1.1, 6.2.4, 6.3.3 

 

 

 

 

4.  BASELINE ASSESSMENT: 
 

 

Exercise and training are currently conducted for fixed facility recovery plans.  There are currently 
Recovery Plans that address specific hazards and priorities for different disciplines, for example, 
Columbia Generating Station, Chemical Stockpile Emergency Preparedness, and U.S Department 
of Energy.  Exercises that include recovery operations generally involve little more than artificially 
submitting a request for a major presidential disaster declaration without giving thought to damage 
assessment or how assistance will be provided if a request for assistance is granted.  

The staff who are knowledgeable in the major recovery program areas of Public Assistance, 
Human Services, and Mitigation are one deep positions. Should a major disaster occur when one 
or more of the program managers are indisposed, the agency would face serious problems in 
getting essential programs implemented in a timely manner.  

 

 

On-the-job training has been conducted for about 20 staff in state recovery support positions and 
functions, allowing for minimally adequate staffing for immediate recovery operations.  However, 
recovery program management staff is for the most part one-deep positions and have no trained 

 A.  What is the status of this strategy today 

The Washington State Comprehensive Emergency Management Plan (CEMP) contains guidance 
on recovery strategies and activities.  The CEMP directs state agencies to have internal recovery 
plans with tasks and responsibilities.  However, existing recovery plans are very superficial and 
address little more than the closeout of a response activity. There is no real consideration given to 
long-term recovery operations.  
    

 

 
 B.  What funding has been received to date including the source?   

No specific funding has been received for recovery planning, training, and exercising, with the 
exception of the fixed facility program funding. 

 C.  What capability or capacity has been created to date?   
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and qualified backups to replace them should they be indisposed. EMD staff are generally not 
functionally knowledgeable of recovery operations. 
 
5.  END STATE GOAL: 

 A.  What is the end state you wish to achieve long term 

o Publication of a statewide recovery plan promulgated by the Governor supported by a 
sufficient number of trained and qualified staff to ensure the state’s readiness to manage 
long-term recovery activities.  

 B.  What capability needs to be created?   

o Appropriate liaisons for each entity with a state recovery role and responsibility must be 
identified for initial and sustained recovery planning, training, and exercising. 

o EMD must also increase the overall knowledge of its employees on recovery processes and 
ensure that redundancy is established for normally one-deep positions for full time recovery 
staff positions.   

 
 C.  What capacity needs to be created?   

o Adequate staffing for all entities to sustain long-term recovery operations in multiple 
locations across the state.   

o Staff support for 29 state agencies, 39 county emergency management agencies, 29 city 
emergency management agencies, 28 tribal governments, and numerous nonprofit and 
private entities, to undertake annual recovery planning, training, and exercising activities.  
An estimated $9.7 million would be needed annually to sustain the basic recovery efforts, 
and an additional $1 million biennially to exercise the statewide recovery plan. 

 

 

 

 

 

 

 
o Comprehensive recovery plans need to be developed with annexes applicable to various 

types of disaster. The plans must address the roles of various federal disaster assistance 
programs, how they compliment or oppose one another, and must provide for how 
assistance is provided when the Stafford Act is not the primary federal disaster assistance 
program in use. 

 

 
 D.  What is the long term fiscal impact?   

6.  GAP ANALYSIS: 
 

 

 

B. What are the major gaps between your baseline and your desired end state?   

As staffing and funding for recovery operations currently exist only for hazard-specific, fixed 
facilities, the gaps are significant.  Substantial resources will be required to fully implement and 
sustain a statewide recovery capability.  The major gaps are: inadequate funding, insufficient 
trained personnel, and the lack of a comprehensive recovery plan. 

7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?   
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o Identify funding sources for coordinating the development of a statewide recovery plan. 
Develop a strategy for compiling a comprehensive recovery.   

 

o Conduct coordination meetings among affected entities to begin writing a comprehensive 
recovery plan based on the strategies developed in year one.  

 

o Develop a 5-year training and exercise plan to test the recovery plan. 

 

 E.  What needs to be done in year 5?   

o Ensure adequate funding allows for continued coordination and development of a statewide 
recovery plan, to include conducting training and exercising. 

o Update the recovery plan. 

 

 
o Develop a strategy for training and staffing key recovery functions with multiple staff.  Initiate 

a cross-training program within EMD to begin the process of training staff to perform key 
recovery operations.   

 
o Begin a series of table-top recovery exercises to determine critical shortfalls. 

 
 B.  What needs to be done in year 2?   

o Ensure adequate funding allows for continued coordination and development of a statewide 
recovery plan. 

 
o Identify all existing recovery plans as a foundation for creating a comprehensive statewide 

plan. 
 

o Identify all existing recovery training and exercise plans statewide. 
 

 
o Conduct annual recovery training for all crossed-trained recovery staff. 

 
 C.  What needs to be done in year 3?   

o Ensure adequate funding allows for continued coordination and development of a statewide 
recovery plan, to include conducting training and exercising. 

 
o Develop and promulgate the state’s comprehensive recovery plan. 

 

 
 D.  What needs to be done in year 4?   
 

o Ensure adequate funding allows for continued coordination and development of a statewide 
recovery plan, to include conducting training and exercising. 

o Conduct training and exercise the recovery plan. 
 

o Revise the recovery plan based on lessons learned through the exercises. 
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G.  What needs to be done beyond 5 years?   

o Ensure adequate funding allows for continued coordination and development of a 
statewide recovery plan, to include conducting training and exercising. 

o Update the recovery plan. 

o Maintain the training and exercise plan to test the recovery plan. 
 

o Maintain the training and exercise plan to test the recovery plan. 
 

 

  

 

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 

B. In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:  
I 

1. Identify resources required to develop a comprehensive recovery Plan  

3. Development of an operational plan for creating and publishing a comprehensive 
recovery plan 

 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
 
  $140,000 

 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 2 

 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):

2. Evaluate methods for surveying current recovery plans statewide 

 

 

 
1. Conduct meetings to work collaboratively with other agencies to develop recovery 

plans 
2. Implementation of the plan developed in year 1. 
3. Complete Recovery Plan    

 
E. What are the estimated costs of priority 1, 2 and 3 for year 2?   

$260,000 

  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance measures 

need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan  

 

 2. Complete identification of resources needed to maintain Recovery Plans 

 4. Training available statewide for Recovery (2007) 

 1. Development of a statewide Recovery Plan (2006) 

 3. Inclusion of Recovery activities exercises and training (2006) 
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10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED: 
 

 

General Fund – State and Dept. of Homeland Security funding have been recommended but not 
supported for funding at this time due to other priority actions. 

11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:      
 
 State and federal laws will need to be considered in implementation of this project. 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 
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Home - Summary Matrix
 

 
HLS Public Information Plan 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland 

Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

 

 

 

 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

Progress will be measured for each action plan at least annually.   

   Robert Harper, WEMD 
Public Information Officer, (253) 512-7005; <r.harper@emd.wa.gov>  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:   

a. Washington Emergency Management Division 

 b. Training Program Coordinator 

 

 a. Emergency Operations Supervsior 
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c.  The plan will be distributed to regional HLS coordinators for comment before the plan is 
submitted to the Washington Military Department.  
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES

b.  The plan will be distributed to the Prevention subcommittee of the Committee on 
Homeland Security for comment before the plan is submitted to the Washington Military 
Department  

:   
  
 Strategy 2.2.4  Develop a Homeland Security Public Information Plan 
 
 A.  Additional strategies this action plan supports:   
  
 Strategy 5.2.3  Use NIMS/ICS in state and local exercises and real world events. 
 Strategy 5.3.1   Develop public education, training and information programs.  
 Strategy 5.3.4  Develop a state-wide NIMS Incident Command System education and 

training program. 
 Strategy 5.3.5  Publicize the Homeland Security Advisory system and the guides for 

preparedness statewide.  
 Strategy 6.6.2  Promote and publicize volunteer opportunities to the public.  
 
4.  BASELINE ASSESSMENT: 
 

 General Fund state money has been used to conduct public information officer training and 
to do HLS press releases and press conferences.  

 C.  What capability or capacity has been created to date?   

 

 The public information section of WEMD has worked with state, federal and local agencies 
to announce Homeland Security grant funding, the completion of state HLS plans and 
strategies, and the conduct of HLS training.   

 

 A.  What is the status of this strategy today 
The state currently has no overall public information plan for homeland security. But 
elements of the information strategy have been implemented for the past 24 to 30 months.  

 
 B.  What funding has been received to date including the source?   
 HLS funds have been used to finance public education materials relating to terrorism 

preparedness.  

 

 The public education section of the Washington Emergency Management Division has 
developed terrorism public education materials. 

 The public information section of WEMD conducts training that includes NIMS and public 
education campaign procedures. 

 

 

5.  END STATE GOAL: 
 

 
D. What is the end state you wish to achieve long term? 

The public understands and is motivated to carry out preparedness and response actions in 
a terrorism event.  These steps could include listening to emergency broadcast information 
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 Homeland security funds are allocated for training of public information officers in NIMS 
through classes and exercises. 

 Joint Information Systems and Centers are used consistently in emergency response 
training and exercises throughout the state.   

 

 B.  What capability needs to be created?   

 

 

a. Annual homeland security information plans must be developed in coordination 
with the HLS regions and the Committee on Homeland Security.  

b. A specific Homeland Security Education page should be created on the WEMD 
website to carry new public education material and links to other websites.  The 
WEMD website also needs to have the capacity to be quickly activated to carry 
emergency public information.   

c. Training programs need to be developed to include the private sector in JIS/JIC 
training and response.  

 
d. Existing public information training programs need to be revised to include more 
risk communication, terrorism information issues, public education campaigns to 
address terrorism, and the use of joint information systems and centers in emergency 
response. 

 
 
 D.  What is the long term fiscal impact?   

 
Federal HLS grants are anticipated to continue without a match requirement for the next 
three years, followed by a 24 percent state/local match for the next three years, and 100 
percent state funding within seven to 10 years,   

 

on the media or loudspeaker systems, providing for family care for up to 72 hours and 
sheltering in place to avoid contamination.  

Homeland Security funds are used to identify and assess needs for home land security 
public education and to underwrite the production of campaigns to address those needs. 

 

  

 

a. Annual homeland security information plans must be created with strategies, 
action plans and guaranteed funding.  

b. Development of emergency information response training directed at private 
businesses and organizations.  

 C.  What capacity needs to be created?   

 

 

 Annual expenditures for public information training and public education should be funded in 
the range of $500,000 to $750,000 annually to provide the mass media messages and 
regularly scheduled training programs and classes.   

6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?   
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 a.  Development of a strategy to inform and educate the public about terrorism response. 

 b.  Development of a commitment by all recognized emergency management jurisdictions to 
conduct emergency response exercises and activations with the Joint Information systems 
and centers mandated by the National Incident Management System.  

 c.  Lack of dedicated funding to staff focused support for public information and education 
staff to prepare materials and conduct training.  

 

7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?   
 a. Research and survey public attitudes about individual and family preparedness for 

terrorism. 
 b. Use survey results to identify key messages and information strategies to address public 

education about terrorism preparedness.  

 e. Schedule and conduct one basic public information course with an emphasis on terrorism 
public information.  

 g. Conduct all homeland security regional exercises with the Joint Information Systems and 
Joint Information Center procedures.  

 i. Upgrade the EMD website to enable emergency public information and terrorism alert 
information to be quickly posted on the internet. 

 

 

 a.  Research and survey effectiveness of public attitudes about individual and family 
preparedness for terrorism.  

 c. Schedule and conduct one basic public information course with an emphasis on terrorism 
public information. 

 e. Conduct all homeland security regional exercises with the Joint Information Systems and 
Joint Information Center procedures. 

 c. Initiate statewide public education campaign about terrorism preparedness.  
 d. Review and revise current public information officer basic training to include NIMS and 

Joint Information Systems and Centers.  

 f.  Complete the outline of a new public information homeland security course directed at 
private and non-profit agencies. 

 h. Continue schedule of public information events and announcements to highlight new 
homeland security grants, updates on state preparedness and state homeland security 
goals and strategy. 

 j. Develop a budget and compete and achieve funding – hire staff or contract for external 
assistance.  

  

 B.  What needs to be done in year 2?   

 b. Continue statewide public education campaign about terrorism preparedness. 

 d. Conduct one public information homeland security course directed at private and non-
profit agencies. 

 f. Continue schedule of public information events and announcements to highlight new 
homeland security grants, updates on state preparedness and state homeland security 
goals and strategy. 
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 g. Monitor the EMD emergency information website usage.  

 

a. Research and survey effectiveness of public attitudes about individual and family 
preparedness for terrorism.  

 d.  Conduct one public information homeland security course directed at private and non-
profit agencies. Adjust course content in accordance with student and agency feedback.  

 f. Continue schedule of public information events and announcements to highlight new 
homeland security grants, updates on state preparedness and state homeland security 
goals and strategy.  Monitor media to make this information more usable for their audiences.  

   

F. What needs to be done in year 4?   

 b. Continue statewide public education campaign about terrorism preparedness. 

 d.  Conduct one public information homeland security course directed at private and non-
profit agencies. Adjust course content in accordance with student and agency feedback.  

 f. Continue schedule of public information events and announcements to highlight new 
homeland security grants, updates on state preparedness and state homeland security 
goals and strategy.  Monitor media to make this information more usable for their audiences.  

  

a.  Research and survey effectiveness of public attitudes about individual and family 
preparedness for terrorism.  

 c. Schedule and conduct one basic public information course with an emphasis on terrorism 
public information.  Adjust course content in accordance with student and agency feedback.  

 e. Conduct all homeland security regional exercises with the Joint Information Systems and 
Joint Information Center procedures.  Establish a best practices manual for JIS/JIC 
operations.  

  

E. What needs to be done in year 3? 

 b. Continue statewide public education campaign about terrorism preparedness. 
 c. Schedule and conduct one basic public information course with an emphasis on terrorism 

public information.  Adjust course content in accordance with student and agency feedback.  

 e. Conduct all homeland security regional exercises with the Joint Information Systems and 
Joint Information Center procedures.  Establish a best practices manual for JIS/JIC 
operations.  

 g.  Monitor the EMD emergency information website usage. Change the website to reflect 
page usage and viewership.  

  

a.  Research and survey effectiveness of public attitudes about individual and family 
preparedness for terrorism.  

 c. Schedule and conduct one basic public information course with an emphasis on terrorism 
public information.  Adjust course content in accordance with student and agency feedback.  

 e. Conduct all homeland security regional exercises with the Joint Information Systems and 
Joint Information Center procedures.  Establish a best practices manual for JIS/JIC 
operations.  

 g.  Monitor the EMD emergency information website usage. Change the website to reflect 
page usage and viewership.    

 D .  What needs to be done in year 5?  

 b. Continue statewide public education campaign about terrorism preparedness. 

 d.  Conduct one public information homeland security course directed at private and non-
profit agencies. Adjust course content in accordance with student and agency feedback.  
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 g.  Monitor the EMD emergency information website usage. Change the website to reflect 
page usage and viewership.  

  

 A.  Based on terrorism incidents and response experience, revise and revamp training 
courses and the usage of JIS./JIC systems.   

 

 f. Continue schedule of public information events and announcements to highlight new 
homeland security grants, updates on state preparedness and state homeland security 
goals and strategy.  Monitor media to make this information more usable for their audiences.  

   

 F.  What needs to be done beyond 5 years? 

 B.  Based on surveys and terrorism incidents and response experience, revise and revamp 
public education campaigns.    

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:   
  1. Conduct statewide public opinion survey on emergency preparedness for 

homeland security threats. 
  2. Conduct regional HLS exercises with joint information systems and centers.  
  3. Complete schedule of public announcements about state homeland security grant 

funding, and homeland security strategy. 

4. Conduct one Basic PIO class with an emphasis on HLS and terrorism. 

6. Upgrade the EMD website for quicker posting of emergency information and 
terrorism alert information. 

 

 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 2 

  2.  Conduct regional HLS exercises with joint information systems and centers. 

  4.  Conduct one Basic PIO class with an emphasis on HLS and terrorism. 

   

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  

 ` 2. $5,000 
  3. 120 hours of staff time  
 

  3.  Complete changes in Basic PIO Course to include NIMS structure and philosophy 

5. Develop new HLS PIO course for private sector and non-profit organizations.  

 

 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
  1. $250,000 
  2. $5,000 in travel expenses 
  3. 120 hours staff time 
  

  1. Initiate statewide HLS public education campaign. 

  3. Complete schedule of public announcements about state homeland security grant 
funding and homeland security strategy. 

  5. Conduct HLS PIO course for private sector and non-profit organizations. 

 

  1. $750,000 
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9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

 
  

B. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

 

 

 
  4.  Develop a schedule of public announcements for Homeland Security education 

 1.  Achieve funding and staffing homeland security public information and education 
efforts by early 2005. 
 
  2. Complete an initial statewide public survey on emergency preparedness by 2005. 
Measure change in public attitudes and knowledge about homeland security preparedness through 
annual public opinion surveys. 

  3.  Conduct regional HLS exercises incorporating the use of joint information systems 
and centers by 2005. Evaluate the use of joint information centers and systems in regional 
exercises through after action reports and surveys.person 

and program information by 2005. 

   
  7.  Develop and complete EMD website design to provide Homeland Security public 
information and education by 2005. 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:

 
  5, Develop the new HLS PIO course for the private sector and non-governmental 
organizations by 2005. 
 

6.  Complete changes in the Basic PIO course to include the NIMS structure and 
philosophy by 2005 

 
 

 2. Homeland Security grant funds for training, including travel and curriculum development 
materials and staff time.  
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 

 1.  Homeland Security grant funds for public education.  

THIS ACTION PLAN:    

2. Ensure that we can spend Homeland Security grant funds for public education and 
training.  

  
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov

 

2.  Synchronize this plan with the Office of Financial Management request for a program to 
address risk communication 

) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.
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Home - Summary Matrix
 

 
 

Statewide Homeland Security Exercises Program 
 

1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier): 
Maillian Uphaus, 253-512-7062, Emergency Management Division (EMD), Washington Military 
Department, m.uphaus@emd.wa.gov; Gerald Jenson, 253-512-7045, Emergency Management 
Division, Washington Military Department, g.jenson@emd.wa.gov.  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN: Emergency Management Division, Federal Emergency Management 
Agency, State HLS Regions 1-9, Washington state Department of Health, Washington State 
Patrol, Washington state Department of Transportation, US Department of Energy, Energy 
Northwest, Department of the Army, US Coast Guard, Washington State Department of 
Agriculture. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:   

 A.  Additional strategies this action plan supports:  Strategy 5.5.2-Utilize and/or conduct 
after action reviews for exercises, 6.3.2-Include recovery tasks in annual exercises and 
training objectives. 

 

 
5.2.1   Develop, plan, and exercise for WMD preparedness validation. 
5.2.2   Develop a broad based exercise program to leverage existing resources and systems. 
 

4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  A 3 year exercise plan has been 

established through coordination with HLS Regions, Counties, Jurisdictions, State agencies, 
Tribes, and selected Federal Agencies.  

 
 B.  What funding has been received to date including the source?  Annual exercise 

funding is distributed on a State HLS Regional Basis.  Each year is different and is based on 
assessments made at the local level.  Funding sources come from both FEMA and ODP 
Grants.  In the 02 grant ODP exercise funds totaled $ 33,500 to each Region.  In the 03/03S 
grant, a total of $ 204,000 was distributed to each HLS region.  In the 04 grant each HLS 
Region will decide the amount of funding to be expended on exercises. 

  
 
 C.  What capability or capacity has been created to date?  Within the additional funding 

for exercises has come the opportunity to create more capacity and conduct more 
exercises.  Most of the additional exercises are now conducted at the HLS Regional Level.  
Previously most exercises were conducted at the County or City level. This has created a 
much broader capacity to respond.  The use of mutual aid compacts across the State has 
grown.   

 
5.  END STATE GOAL: 
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 C.  What capacity needs to be created?  Continue to apply for FEMA and ODP grants to 
enhance all level of exercises.  A combination of funding will be required to sustain the local, 
regional, and state level exercises.  It is anticipated that future funding levels will diminish. 
Create an evaluation pool. Complete the ODP portal registrations for designated personnel 
and provide training on the system.   

 
 D.  What is the long-term fiscal impact?  Long-term funding will depend largely on the 

level of threat.  At some point the state can anticipate the requirement to match federal 
Funding at some prescribed level.  

 
 A.  What is the end state you wish to achieve long term?   Through the use of additional 

Exercise Design and Evaluation training courses/workshops, develop exercises that are 
realistic and consistent with the established Exercise and evaluation program Strategies.  

 
C. What capability needs to be created?  Continue to conduct exercises following the 
State Strategy.  By using the building block method, a progressive stream of exercises is 
accomplished- moving from simple to complex.  This can be accomplished by utilizing in-
house personnel or contractors.  
 

6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?   

1. Long-term consistent funding.   
2. Validation of the exercise schedule.   
3. Providing trained and certified evaluators.  

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Develop a 3-year exercise and evaluation program 

to guide the Emergency Management HLS Regions and communities. This will be based on 
the State Strategy, known threats as approved by the Committee on Homeland Security.  
Both internal and external sources of exercising will be used. 

   
 B.  What needs to be done in year 2?  Continue to improve exercise methods and 

increase the difficulty of all exercises and processes. Through the formation of the State 
HLS regions we have broadened our scope of exercising.  Coordination of exercise 
between local, state, federal, and other public and private entities has assisted all the 
agencies in seeing the “Big Picture” in the exercise arena.  A consistent flow of funding is 
needed to attain the goal of “Full Capability” by 2006.  An annual 3 year exercise planning 
workshop has been conducted as directed by ODP for the past two years. This will be a 
continued exercise into the future.  

 
 C.  What needs to be done in year 3?  Continue to conduct a consistent flow of exercises 

to maintain full capabilities.  Conduct the annual exercise planning workshop to maintain or 
modify the exercise program based on the current threat.  

 D.  What needs to be done in year 4?  Review current state strategy and make 
modifications to the exercise program as necessary. Continue to exercise on a consistent 
basis. 
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 F.  What needs to be done beyond 5 years?  Review current state strategy and make 
modifications to the exercise program as necessary. Continue to exercise on a consistent 
basis. 

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 

 E.  What needs to be done in year 5?  Review current state strategy and make 
modifications to the exercise program as necessary. Continue to exercise on a consistent 
basis. 

 

 

ESTIMATED COSTS: 
 

 

2.  Develop an Exercise Evaluator Training Program and Trained Evaluator 
Database 

  

   1.  State-wide annual cost are estimated to be $ 300K 

 
1. Develop New Exercise Scenarios Tailored to New and Emerging 

Threat  
2.  Plan and Execute Multi-Jurisdictional Exercises, to Include 

 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:  

1.  Pilot the ODP Exercise Evaluation Course  

3.  Develop an Exercise AAR Lessons Learned/Best Practices Sharing 
Capability within the State 
 

 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   

 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:   

Conducting a Port Security Exercise and Cabinet Level Tabletop by 2006. 
3.  Facilitate the Involvement of the Military Department and Our Partners 
in at Least One National Level Exercise by 2007. 

 

 
 

 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  State-wide annual 
cost are estimated to be $ 300K 

 

9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan.   

1. Conduct a minimum of 30 exercises State-Wide annually.   
2. Deliver at least 1 exercise workshop per Region annually. 
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3. Pilot the ODP Exercise Evaluation Course by 2005. 
4. Develop an Exercise Evaluator Training Program and Trained Evaluator 

Database by 2005. 
5. Develop an Exercise AAR Lessons Learned/Best Practices Sharing Capability 

within the State by 2005. 
6. Develop New Exercise Scenarios Tailored to New and Emerging Threats by 

2006. 
7. Plan and Execute Multi-Jurisdictional Exercises, to Include Conducting a Port 

Security Exercise and Cabinet Level Tabletop by 2006. 
8. Facilitate the Involvement of the Military Department and Our Partners in at Least 

One National Level Exercise by 2007. 
 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:  
ODP/state HLS Grant funding is in place and being executed on a threat and performance basis.  
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   Rules as dictated in the ODP grants are being followed.  Public disclosure 
of exercise results continue to be of concern.  
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.
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Home - Summary Matrix
 

 
1.3.1, 1.3.2  

CONTINUTIY OF GOVERNMENT AND CRITICAL SERVICES 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

  “Where are we today?” 
Per the Washington State Comprehensive Emergency Management Plan, each state agency is 
charged with ensuring that agency specific  Continuity of Government (COG)/continuity of business 
operations  plans are in place, exercised, and if necessary, updated on an annual basis.  State 
agencies are not required, by the CEMP, to forward plans to EMD for review/approval.  To date, an 
agency specific inventory of completed plans has not been requested by EMD.    

Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 
 

The next step is to query state agencies and request copies of state agency plans in order to 
develop a compilation of Continuity of Government (COG)/Continuity of Operations (COOP) plans 
for all state agencies.      
 

Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

No other state agency plans are on file at this time.  
 

Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 
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1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):   
Gary Herschberger, Washington State Emergency Management Division, 253-512-7052. 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:    
To this date, no coordination with other state agencies has been initiated.     
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  1.3.1, 1.3.2 

 
 A.  Additional strategies this action plan supports:    

 
1.3.1  Review existing plans. 
1.3.2  Develop  where necessary, detailed planning for continuity of government and critical services within the state. 
 
  
 

4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?    

Appendix 1 to the Washington State Comprehensive Management Plan requires executive 
directors of state agencies to ensure continuity of government or business continuity plans 
are in place, are exercised and if necessary, updated on an annual basis.  Plans should 
clearly specify alternate business locations, emergency response procedures, and alternate 
means of communications.  Beyond this specified requirement no strategy has yet been 
implemented. 
 B.  What funding has been received to date including the source?   None. 

 
 C.  What capability or capacity has been created to date?    

State agencies are required to have plans in place that are exercised and updated.  With 
the exception of current EMD staffing who is the coordinating lead for this strategy, no new 
resources have been allocated for this mission. 

 
5.  END STATE GOAL: 

A. What is the end state you wish to achieve long term?  

 

 

   
The desired end state consists of comprehensive, mutually supporting continuity of 
government/operations plans for all state agencies that are exercised and updated annually 
or as required.  As the state’s emergency management agency having agency/services on 
file with EMD would enhance total enterprise coordination for statewide disasters.  
Additionally, we would like to provide education and technical assistance to both state 
agency and private sector entities on how to develop continuity of government and critical 
services plans to enhance our ability to maximize statewide disaster resistance.  Ideally in 
the private sector this would result in developing a Project Impact type Business Executives 
for National Security Business Force effort similar to what already exists in Seattle. 

 B.  What capability needs to be created?   Education resources and staffing to provide 
technical assistance and reviews.   
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 C.  What capacity needs to be created?   Ability to reach a minimum of state agency 
enterprise-wide and ideally provide statewide local jurisdiction and private sector assistance.  

 
 D.  What is the long term fiscal impact?   1 FTE Staffing and additional program support 

(?)  approx. $100K 
 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?   1.  

Draft letter to state agencies requesting copies of COG plans.   2.  Develop database and 
cataloguing process to inventory plans received.  3.  Research what educational materials 
(templates, etc.) and technical assistance courses are available.  4.  Compete and secure 
funding for staffing.  5.  Agency level agreement to collaborate and submit plans for 
review/assistance as this review is beyond the scope of the current CEMP.  6.  Statewide 
education and assistance program for continuity of government and continuity of services. 
7.  Develop educational assistance for the private sector to enhance continuity of services 
held by the private sector. 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 

A.  What needs to be done in year 1?    
 
1. Policy discussions with DSEG on whether central review and assistance of COG plans 

should be implemented. 
2. Request copies of state agency COG plans. 

 
 B.  What needs to be done in year 2?    
 

1. Forward reminder to state agencies to review and update COG plans, as required.

3. State agency COG/COS plan review. 
4. Research what educational and technical assistance opportunities and resources are 

available. 

 
2. Provide technical assistance and education to state agencies to assist with COG/COS 

plan development. 
3. Research private sector continuity of services resources that is available. 
4. Research possibility of implementing a Business Executives for National Security type 

initiative within the region to assist with continuity of services planning efforts. 
5. Research potential private sector partners such as PNWER, AWB that could partner or 

lead business private sector continuity planning efforts. 
 

1. Develop and execute tabletop exercises to practice agency level continuity of 
government/services plans.  

2. Forward reminder to state agencies to review and update COG plans, as required.

 C.  What needs to be done in year 3?    

 
3. Conduct agency/private sector educational workshops and share information through the 

EMD Internet website and Homeland Security Update Newsletter. 
 
 D.  What needs to be done in year 4?    

1. Forward reminder to state agencies to review and update COG plans, as required. 
2. Revise strategic plan as needed. 



Action Plan #44 

Washington Military Department Emergency Management Division (EMD) 

 
 E.  What needs to be done in year 5?    

1. Forward reminder to state agencies to review and update COG plans, as required. 
2. Revise strategic plan as needed. 

 
F. What needs to be done beyond 5 years? 
1. Forward reminder to state agencies to review and update COG plans, as required. 
2. Revise strategic plan as needed. 
    

Forward reminder to state agencies to review and update COG plans, as required. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?    
 
 $100K

 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:    

 
1. Planning Staff for Continuity of Government/Services 
2. State Agency Coordination to Review Plans 
3. Research Educational and Technical Assistance Materials/Sources 
 

 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:    
  

1. Continuity of Government/Services Plans Review 
2. Continuity of Government/Critical Service Education/Workshops Statewide 
3. Research Business Private Sector Outreach Program 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?    
 
 To be determined - $100K+ 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance 
measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of the 
Washington Statewide Homeland Security Strategic Plan.   

 
1. Compile list of state agency Continuity of Government plans by 2005. 
2. Achieve agency consensus on continuity planning roles and responsibilities and 

potential policy changes by 2005. 
3. Complete resources/materials research for Continuity of Government/Continuity of 

Critical Services planning by 2005. 
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4. Secure funding to support program staffing by 2005. 
5. Determine private sector resources, stakeholders and potential partners for continuity 

of private sector critical services by 2006. 
6. Develop education outreach classes and materials by 2006. 
7. Develop and conduct a tabletop exercise to practice continuity of government and 

critical services plans by 2007. 
 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:    
 

1. None, yet. 
2. State budget submittals and ODP Statewide Homeland Security Grant Programs. 

 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:    This action plan must be consistent with the Washington State 
Comprehensive Emergency Management Plan (CEMP).  There will be a need to gain consensus 
amongst state agencies on any role change for EMD that could include review of plans and a 
central database of plans. 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 
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Home - Summary Matrix
 

 
6.2.1 Emergency Prepositioned Supplies & Equipment 

and Mutual Assistance Program Coordination 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide Homeland 

Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

  “Where are we today?” 
 

1. Personnel to manage the EMD logistics program are anticipated to be on staff within 
90 days.     

2. Identification, contents and location information regarding Strategic National Stockpile 
pharmaceutical materiel is classified with access to information controlled.  The 
Centers for Disease Control (CDC) is the federal coordinating agency. Department of 
Health is the state Executive Agent. 

3. The federal Prepositioned Disaster Supply (PPDS)  program is administered by FEMA.  
General Administration is the state executive agent.  Protocols for the request and 
release of the equipment have not been clearly delineated.   

Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

4. The Prepositioned Equipment Program (PEP) consists primarily of public safety 
equipment, i.e. police, fire, EMS personal protective equipment (PPE), and  is currently 
managed by the Office of Domestic Preparedness (ODP).   

5. EMAC resource coordination and mutual aid cooperation program between states is 
fairly mature.    

  

 
1. The state program requires definition and development following the addition of dedicated 

staff.   
2. Protocols for the Strategic National Stockpile, Propositioned Disaster Supply cache, and the 

Propositioned Equipment Program the requesting and release of the equipment need to be 
clearly delineated, exercised and disseminated.   

3. EMAC protocols should be fully institutionalized into EOC operations.  
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 Clearly defined policies, procedures and protocols trained and institutionalized into EOC business 
operations.  

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

  
 

Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

TBD 
Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
TBD 

 (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):   
Gary Herschberger, Washington State Emergency Management Division, 253-512-7052. 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:    
None. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
 
6.2.1  Enhance capability to receive, store and distribute emergency response stockpiles, implement the Propositioned 
Equipment program, and coordinate EMAC resources.  
 
 A.  Additional strategies this action plan supports:    
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?    

o Personnel to manage the EMD logistics program are anticipated to be on staff within 90 days.     

 
Limited protocols have been established.  Within the agency the status is: 
 

o Identification, contents and location information regarding Strategic National Stockpile pharmaceutical materiel 
is classified with access to information controlled.  The Centers for Disease Control (CDC) is the federal 
coordinating agency. Department of Health is the state Executive Agent. 

o The federal Prepositioned Disaster Supply (PPDS) program is administered by FEMA.  General Administration 
is the state executive agent.  Protocols for the request and release of the equipment have not been clearly 
delineated.   

o The Prepositioned Equipment Program (PEP) consists primarily of public safety equipment, i.e. police, fire, 
EMS personal protective equipment (PPE), and is currently managed by the Office of Domestic Preparedness 
(ODP).   

o EMAC resource coordination and mutual aid cooperation program between states is fairly mature.    
 
 B.  What funding has been received to date including the source?   
 

 HLS funds have been programmed to fund an EMD FTE for Logistics coordination. 
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 C.  What capability or capacity has been created to date?    

 
5.  END STATE GOAL:

 
There is a scattered awareness of resources at varying degrees of knowledge with different 
entities within the state, but there is no organized, centralized and comprehensive 
cataloguing of resources, procedures and logistics plans on how to receive store and issue 
in case of an emergency. With the exception of authorization and funding for staffing, no 
new resources have been allocated for this mission. 

 
 

The desired end state consists of comprehensive, integrated plans for request, receipt, storage 
(temporary or long term if necessary) or distribution of logistic resources within the state.   

 
 C.  What capacity needs to be created?   Procedure manuals and staff trained to use 

them.   

 D.  What is the long term fiscal impact?   TBD 
 
6.  GAP ANALYSIS:

 A.  What is the end state you wish to achieve long term?    
 

 
 B.  What capability needs to be created?    
 

Procedures and protocols institutionalized in EOC operations and material handling 
operations.    

 

 
 

C. What are the major gaps between your baseline and your desired end state?     

 

 
The program needs development and integration with business operations. 

7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 

 

5. Request funding needed. 

7. Establish necessary national and regional contacts. 

2. Conduct familiarization training for staff and stakeholders. 

A. What needs to be done in year 1?   

1. Hire Staffing 
2. Identify stakeholders and resources/programs/funding available. 
3. Form working group or collaboration network as required. 
4. Determine priorities and resource requirements. 

6. Develop program development plan and timeline milestones. 

8. Complete program research for program development.   
 

B. What needs to be done in year 2    
 

1. Complete, vet and publish initial program logistics plan/standard operating 
procedures. 
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C. What needs to be done in year 3?  

 
1. Develop and conduct logistics tabletop and full-scale exercise to practice 
statewide standard operating procedures to access logistics resources in case of 
disaster. 
2. Refine plans, and timelines as necessary. 
3. Continue education and communication programs. 
4. Refine databases to ensure visibility of potential resources. 

D. What needs to be done in year 4?   

1. Program assessment and refinement. 

 

1. Program assessment and refinement. 

 
F. What needs to be done beyond 5 years?   

3. Publicize the logistics plan. 
4. Program refinement. 

5. Revise and request long-term funding needs. 
 

 

   

E. What needs to be done in year 5?    
 

  

Program refinement. 
  
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 

 1.  Develop program collaboration network. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   TBD

 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 
target year 1:   

 

 2.  Logistics program initial research. 
 3.  Develop initial logistic program timeline and milestones. 

 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:    
 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   TBD

 1.  Complete, vet and publish statewide logistics plan/procedures. 
 2.  Develop and execute training program for logistics plan/procedures. 
 3.  Develop and conduct a communications plan for logistics information awareness. 

 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. TBD 
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 A.  What performance measures support your action plan? = Performance measures 

need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington Statewide 
Homeland Security Strategic Plan.    

 
1. Hire staffing and begin logistics program development by 2004. 
2. Identify stakeholders/resources and form collaboration network and workgroups 

by 2005. 
3. Determine priorities and resource requirements by 2005. 

7. Complete program research and begin initial logistics plan drafts by 2005. 

14. Conduct program assessment and revise as needed by 2008. 
  

4. Request initial funding requirements by 2005. 
5. Develop initial program develop plan and milestones by 2005. 
6. Establish national and regional contacts by 2005. 

8. Complete initial logistics plans and procedures by 2006. 
9. Vet and achieve approval of initial plans and procedures by 2006. 
10.  Complete familiarization for logistics plans and procedures by 2006. 
11. Develop and conduct a communication awareness plan for logistics plans and 

procedures by 2006. 
12. Develop and conduct logistics exercise to practice plans and procedures by 2007. 
13. Refine databases and request long-term sustainment funding by 2007. 

10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:   TBD 
anticipate a combination of state and local sources will be required. 
 

11. ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART 
OF THIS ACTION PLAN:    

 
1. TBD 
2. Potentially storage, handling and resource policy will have to be defined with respect 

to access, ownership, request, receipt and reimbursement. 

 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov

3. Legal definitions may be necessary to articulate roles, responsibilities and scope. 
 

) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.
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Develop and Exercise Mutual Assistance Compacts 

5.2.4 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide Homeland 
Security Strategic Plan to articulate specific actionable items.  The following template provides a 
consistent process to allow easier evaluation, prioritization and resource allocation.  The results of 
this process will continue to build statewide capability (what can be done) or capacity (how much 
can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the shaded 
area will replace the example.  Once each area is complete, press the Tab key to move to the next 
section and begin typing.  Save your completed template with a unique name for your agency and 
strategy (e.g., "mildept-strategy1.1.1").  Note:  You may combine multiple strategies into one action 
plan.  Initial action plans must be completed by Aug 1, 2004.   Please submit your action plans 
electronically to nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the current 
status (baseline) = “Where are we today?” 

 

 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Next will be a visualization of the desired end state = “Where do we need to be in the 
future?” 

 
Conduct a gap analysis = “What is the difference between today and the future end 
state?” 

 
Determine the broad target areas = “What are the key overarching areas that must be 
addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order starting with 
year one to year five = “What needs to be accomplished, in what order and at what 
cost?” 

 
Progress will be measured for each action plan at least annually.   

 (Identify yourself, phone 
number and e-mail address plus your agency, department, jurisdiction, facility or other identifier):  
Dr. Terry Egan, Washington Military Department Emergency Management Division, (253) 512-
7041, t.egan@emd.wa.mil  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN: 
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
 

 A.  Additional strategies this action plan supports:  5.2.1, 5.2.2, 6.3.1, 7.1.2 
 

5.2.4 Develop and exercise mutual assistance compacts. 
 

4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today 
 

The State of Washington has a mature national inter-state mutual assistance compact 
relationship in its membership and leadership within the national Emergency Management 
Assistance Compact.  Washington currently is the National Coordinating Group for EMAC.   
 
Washington has an informal leadership role within Pacific Northwest Emergency 
Management Arrangement where we initiated the idea of using EMAC operational 
procedures to facilitate the operation of the arrangement (i.e., PNEMA language is very 
vague in nature and EMAC has battle test operational procedures that work well).  Two 
compacts have resulting common procedures in place as a result of this arrangement. 
 
Within the state seven out of thirty-nine that has mutual assistance compacts in state. 
 
As a state we’ve aggressively supported the use and participation in mutual assistance 
compacts to prepare possible emergencies. 

 
 B.  What funding has been received to date including the source?   
 

With the institution of EMAC in 2001 we received an appropriation of $50K/year for a period 
of two years.   

 
 C.  What capability or capacity has been created to date?   
 

 

 

Washington has two major national and regional mutual assistance compacts in place, 
functioning and is a recognized leader nationally.  Within the state the major urban region of 
Seattle has a comprehensive mutual assistance compact for the Puget Sound Corridor and 
there others in place within the State. 

 
 

5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term? 

On an inter-state basis we are really leading the country in our participation, ability and 
capabilities.  We are extremely proficient in the state-to-state execution and benefits of 
mutual assistance. 

 
Within the state we need to continue to promote intra-state mutual aid and provide 
education, assistance, plan review, and exercise at the local jurisdiction level plus across 
jurisdictions. 
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 C.  What capacity needs to be created?  A resourced, staffed coordinating group and 

steering task force that can provide the work capability to assist local jurisdictions with 
developing and administering mutual aid compacts. 

.25 - .50 FTE annually – approximately $50K annually 
 

 
 B.  What capability needs to be created?   Increased mutual assistance compacts within 

the state. 
 

 
 D.  What is the long term fiscal impact?   
 

6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?   
 
 Staffing to coordinate, assist, educate local jurisdictions across the state. 
 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?   
 

o Inter-state – Continue to participate in and exercise EMAC? 
o Intra-state:  

 Support NEMA as the national organization solicits support from 
national groups to support the model intra-state mutual aid legislation 

 Request funding for the coordinating group. 
 

 
B. What needs to be done in year 2?   

 
o Inter-state – Continue to participate in and exercise EMAC? 

 
o Intra-state –  

 Work through WSEMA to educate members on the benefits of 
mutual aid compacts 

 Work through WSEMA to establish coordinating group once funding 
is approved. 

 
C. What needs to be done in year 3?   

 
o Inter-state – Continue to participate in and exercise EMAC? 
o Intra-state 

 Work through WSEMA to educate members on the benefits of 
mutual aid compacts 

 Coordinating group facilitates local jurisdiction mutual aid assistance 
compact development. 

  
D. What needs to be done in year 4?   
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E. What needs to be done in year 5?   

o Assess and revise Inter-state and Intra-state programs as required. 

 

 
o Assess and revise Inter-state and Intra-state programs as required. 

  

 
o Assess and revise Inter-state and Intra-state programs as required. 

 
 F.  What needs to be done beyond 5 years?   
 

 

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:   
 

 

 
o $50K Annually

o Intra-state Mutual Assistance Coordinator Initiative:  Fund intra-state capability to 
assist local jurisdictions with developing and executing mutual assistance compacts 
and create a steering group to help provide expertise to this valuable statewide effort 
to maximize our ability to respond to emergencies for all hazards within the state. 

 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   

 

C. In priority order, list the specific initiatives, pilots or demonstration projects for target 
year 2 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   
 

o $50K Annually

 
  

 
Same as year one - Intra-state Mutual Assistance Coordinator Initiative 
 

 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance measures 
need to reflect where we need to go (future) – indicator of preparedness.  
Performance measures will be included in the next draft of the Washington 
Statewide Homeland Security Strategic Plan  

 
1. Participate in and exercise EMAC annually. 
2. Request funding for an intra-state mutual assistance coordinating group capability by 

2005. 
3. Educate statewide jurisdictions through the WSEMA association in the benefits of and 

how to develop mutual assistance compacts by 2005. 
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4. Achieve funding to support intra-state mutual assistance coordination by 2006. 
5. Establish an intra-state mutual assistance coordinating group capability by 2006. 
6. Assess and revise inter-state and intra-state capabilities on an annual basis if possible 

and conduct overall assessment not later than 2008. 
 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED: 

The legislature has provided funding to support inter-state mutual assistance compact 
coordination.  Currently inter-state capability to support jurisdictional efforts is not funded.  
Potentially Homeland Security Grant funding can support project/contract support or legislative 
appropriation. 
 

 

11. ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART 
OF THIS ACTION PLAN:    

 

 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov

Potential liability of volunteers, workers when assisting other areas within the state and 
reimbursement procedures. 
 

) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department. 
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Building Mapping / GIS  

HOMELAND SECURITY ACTION PLAN TEMPLATE (3.4.3, 5.7.1) 
 
 
1.  COORDINATING LEAD/SUBMITTER NAME AND Mr. Marty Knorr, (360)438-5862, 
marty.knorr@wsp.wa.gov, Washington State Patrol (WSP) 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS COLLABORATED ON 
THIS ACTION PLAN:  Washington State Patrol - Communications, Criminal Records Division, 
Electronic Services Division, Field Operations Bureau, Investigative Assistance Division, 
Information Technology Division and Training Academy.   
3.  STRATEGY THIS ACTION PLAN ADDRESSES: 5.7.1 (Utilize building mapping capability to 
map critical infrastructure so that information is available to all state, local, federal, tribal, and 
private emergency responders.) 
 
 A.  Additional strategies this action plan supports:  Strategy 3.4.3 (Explore the use of 
remotely sensed Geographic Information System (GIS) data in the effort to map statewide threats.   
 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Currently, Pierce County EMD has a stand 

alone mapping system used for Schools, Government (Local, State, and Federal) Buildings, 
Hospitals, and possible soft targets.  This system, Pierce Responder, contains overview 
information on building construction, floor plans, size, and utilities. The system was 
developed as a response to the lessons learned as a result of the Columbine school 
shootings.  It is not believed that there is any other county in Washington using a similar 
system.   

 
 B.  What funding has been received to date including the source?  None 
 
 C.  What capability or capacity has been created to date? Current capability is limited to 

the Pierce Responder system.   
 
5.  END STATE GOAL: 
 

 

 A.  What is the end state you wish to achieve long term?  A state wide system 
consisting of a fully computerized file system that is integrated between regions; the system 
capability will include analytical software and GIS imagery with a law enforcement database 
capable of being shared to collect, screen, and store relevant information with prevention 
investigative and emergency response value. 

 
 B.  What capability needs to be created? A secure, central repository capable of 

collecting, displaying, and sharing information statewide that includes GIS imagery on a 
need to know, right to know basis.   



Action Plan #47 

Washington State Patrol (WSP) 

 C.  What capacity needs to be created?  A repository capable of supporting statewide 
operations.  

 

 
 

 D.  What is the long term fiscal impact? Federal Homeland Security Grant programs are 
anticipated to continue without a match requirement for the next three years, anticipate a 
25% State/Local match for the next three years, anticipate 100% state funding within seven 
to ten years.   

6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end state?  1.  

Assessment methodology.  2.  Assessment software.  3.  Manpower to conduct 
assessment, analysis and produce plans.  4.  Capture of statewide systems by region.  5.  
Funding.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  1.  Develop a detailed budget and request program 

funding.  2.  Identify stakeholders, subject matter experts and project team.  3. Identify 
mapping system options that would meet statewide needs. 4.  Develop project plan and 
completion milestones for the mapping system. 4. Approve assessment/mapping system 
methodology, software and project plan (e.g., contractor versus internal staff resourcing?). 

 
 B.  What needs to be done in year 2?  1.  Begin mapping system project dependent on 

funding availability. 2.  Acquire hardware and software. 3.  Exercise system use with first 
responders for early developed mapping to practice the use of responding with the system 
and gain familiarity with the information. 4.  Provide education to users.   

 
 C.  What needs to be done in year 3?  1. Complete mapping system project if funding, 

staffing and access to infrastructure remain available. 2.  Develop program update plans 
and procedures. 3.  Continue to exercise the use of the system to gain familiarity with the 
information. 4.  Review and update to include additional mapping of infrastructure as 
required. 

  
 D.  What needs to be done in year 4?  1.  Assess program effectiveness and revise as 

needed.  2. Continue the education, training and update efforts statewide. 
  
 E.  What needs to be done in year 5?  Find permanent funding mechanism for the system 

development, conduct pilot review. 
 
 F.  What needs to be done beyond 5 years?  Reassess and adjust plans and move into 

full implementation. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – PRIORITIES AND 
ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 1:   1.  Indentification of subject matter experts. 2.  Develop project proposed 
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budget, project plan and request funding. 2.  Assess available methodologies and select 
system. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  $100K.  

Priority 2:  $50K.   
 
 C.  In priority order, list the specific initiatives, pilots or demonstration projects for 

target year 2:  1. Complete assessment. 
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Priority 1: $1 Million 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance measures should 
be SMART – Specific, Measurable, Accountable, Results Oriented, Time Oriented. 
 
 

A. What performance measures support your action plan:  
 

1. Develop proposed project plan, budget and request funding by 2005. 
2. Identify subject matter experts, stakeholders and form collaboration network/project team 

by 2005. 
3. Identify mapping system methodologies and select proposed system by 2005. 
4. Achieve program funding and procure software/hardware by 2006. 
5. Begin mapping system project in 2006 and complete by 2007. 
6. Develop and provide education and exercises for users by 2006. 
7. Conduct training and exercises to gain familiarity with the resources the system provides 

2006 and beyond. 
8. Assess program effectiveness and revise as necessary by 2008. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE ATTEMPTED:   
No funding has been attempted to date.  Federal sources may be available to initiate project. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED AS PART OF 
THIS ACTION PLAN:   There may be a reluctance of local law enforcement to participate in the 
assessment and information sharing.  Project will need to conform with state and federal law. 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 (joe.huden@mil.wa.gov) at the 
Washington Military Department.
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Not Available – Will Be Posted at A Later Date 
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HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Linda Crerar, (360) 902-1818, lcerar@agr.wa.gov or Dave 
Hodgeboom, (360) 725-5508, dhodgeboom@agr.wa.gov, Washington Department of 
Agriculture 
 

Washington State Department of Agriculture 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  Emergency Management Division, 
Washington State Department of Health, US Department of Agriculture-Ag Statistics; 
Deparment of Information Services; Washington Association of Counties; Assoc of 
Washington Cities; Ag Industry Group; Washington Association of Irrigation Districts; 
Washington Association of Conservation Districts; WSU/Cooperative Extension. 
 
3. STRATEGY THIS ACTION PLAN ADDRESSES:  Goal 3.7 Reduce the vulnerability 

of Washington agriculture, respond to any agricultural event or incident, and protect 
the agriculture nfrastructure from any direct, indirect, or perceived act of terrorism 
that results in the introduction of a chemical-biological compound, foreign animal 
disease, crop pest or disease, or the perception of infection that damages the 
agricultural industry, contaminates our food and food products, and/or poses a threat 
to public health and our economy.  

 
 
 A.  Additional strategies this action plan supports:  3.7.1 Assess existing 

plans, capabilities, and capacities within WSDA and ensure clear linkages and  
partnerships between agency programs, all levels of government, private sector 
and citizens. 

 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Initial Homeland Security 

Strategic plan is developed, initial plans for animal disposal; response to BSE 
and Avian Influenza are in place and can be used in a terrorism incident.  
Industry segments have published prevention guidelines. The concept of a 
SubCommittee on Agriculture is approved by the Committee on Homeland 
Security. 

 
 B.  What funding has been received to date including the source?  WSDA 

has received $496K from the FY04 SHSGP for the initial implementation of a 
Homeland Security Program.  Planning,  equipment, and training are the focus of 
this grant.  Additionally, $165K has been allocated from the State General fund to 
implement the Homeland Security Program.  Currently these funds are ONLY 
authorized for expenditure for initial implementation of in-state Homeland 
Security awareness, prevention, and response. 

 
 C.  What capability or capacity has been created to date?  Equipment for 

WSDA responders has been ordered through the Emergency Management 
Division.  A tabletop exercise has evaluated WSDA response procedures and 
changes to the State Comprehensive Emergency Management Plan are in 
progress. One of the two postions have been filled. 

 
5.  END STATE GOAL: 

Washington State Department of Agriculture 
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A. What is the end state you wish to achieve long term?  A statewide focus 

on agriculture and food intrastructure at the policy and operations levels. 
Comprehensive and coordinated plans for prevention and response.  A 
statewide communication network within the agriculture industries, using 
existing communications nodes (industry organizations, commissions, 
industry press, government agricultural support programs) to promote 
dissemination of information to prepare, prevent or respond to agricultural 
incidents.  Government and industry are partners in defending and protecting 
animal agriculture assets.  The agriculture sector is well informed on 
prevention and protection strategies, and positioned to be part of the 
response team in an emergency.  Trust between government and industry is 
high for the purposes of agricultural security. 

 
 B.  What capability needs to be created?  Create a Committee on Homeland 

Security, Subcommittee on Agricultural Issues to identify and  shape policy, 
priorities, improve coordination and minimize duplication of efforts.  A 
communications network defined and implemented.  Training for agriculture on 
prevention and response, using the communications network. Industry specific 
prevention education is developed and delivered by industry.  Practice response 
exercises.  Develop Law enforcement and security capability for protection of 
critical infrastructure (equipment, manpower, protocols, interoperable 
communications, information sharing capability). 

 
 C.  What capacity needs to be created?  Assessment of threats and mitigating 

strategies.  Comprehensive plans for prevention and response.  Capacity to 
respond as a coordinated team.  Capacity for widespread private sector and 
public education campaigns.  

 
 D.  What is the long term fiscal impact?  Federal Homeland Security Grant 

programs are anticipated to continue without a match requirement for the next 
three years,  anticipate a 25% State/Local match for the next three years, 
anticipate 100% state funding within seven to ten years. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  Statewide policy level focus on the food and agriculture sector.  
dentification and implementation of a functioning communications network.  
Involvement of industry in planning prevention and response. Development of 
comprehensive prevention and response plans. Development of education, 
preparation and response programs. 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 

Washington State Department of Agriculture 
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 A.  What needs to be done in year 1?  Establish Agriculture sub-committee to 
Committ on Terrorism; assess WSDA strengths, begin assessment of agriculture 
infrastructure, vulnerabilities and strategies. Detailed communications plan; 
communications network identified. Complete animal disposal plan. 

 
 B.  What needs to be done in year 2?  Continue assessment of agriculture 

infrastrucutre, vulnerabilities and strategies; Update prevention and response 
plans, Begin education campaign; contract for industry specific prevention 
education; Begin practice of response plans. Coordinate/work with industry 
groups, local health and solid waste agencies, conservation districts and NRCS 
on potential disposal materials and options for disposal of contaminated food and 
food products, crops, and any contaminated residue from agricultural incidents 

 
 C.  What needs to be done in year 3?  Update plans, identify laws, protocols, 

procedures that need to be strenghened. 
  
 D.  What needs to be done in year 4?  Update plans, Continue education and 

practice.  
  
 E.  What needs to be done in year 5?  Update plans,  Continue education and 

practice. 
 
 F.  What needs to be done beyond 5 years?  adjust plans. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1:  Establish food and agriculture subcommittee. 
2.Begin infrastructure inventory and assessment.  3.  Assess needs and 
resources and develop plans. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1: 

$50K  Priority 2:  $150K   Priority 3  $200K     
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  Continue assessment and planning; 2.  Begin 
education campaign  

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Priority 1: 

$150    Priority 2:  $100K   
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 

Washington State Department of Agriculture 
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 A.  What performance measures support your action plan? = Performance 
measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan Performance 
Measures for this objective are successful completion of milestone activities:  
Year 1:    Establish SubCommittee on Food and Agriculture by Mar 30, 2005; 
Conduct initial infrastructure inventory by August 31, 2005; Conduct initial 
assessment of infrastructure by Oct 1, 2005; conduct WSDA assessment by 
June 30, 2005 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  There may be grant opportunities from USDOT, USDA and USDHHS 
for some funding but have yet to be applied for. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:         
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department. 

Washington State Department of Agriculture 
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Agriculture Sector Critical Infrastructure Identification & Protection 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Linda Crerar, (360) 902-1818, lcerar@agr.wa.gov or Dave 
Hodgeboom, (360) 725-5508, dhodgeboom@agr.wa.gov, Washington Department of 
Agriculture  
 

Washington State Department of Agriculture 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  Emergency Management Division, 
Washington State Department of Health, US Department of Agriculture-Ag Statistics; 
Deparment of Information Services; Washington Association of Counities; Assoc of 
Washington Cities; Ag Industry Group; Washington Association of Irrigation Districts; 
Washington Association of Conservation Districts; WSU/Cooperative Extension. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  3. 7. 2 Partner w/the agricultural 
industry and local/federal governments to identify critical infrastructure and complete the 
Agricultural Vulnerability Assessment data to ensure the proper protection of our 
agricultural industry resources, activities, or enterprises and determine mitigation efforts 
to improve the protection of the overall system. Strategy 4.1.1 (Define criteria and 
identify statewide infrastructure) and 4.1.2 (Conduct statewide critical infrastructure 
assessments) 4.2.1 Utilize mapping capability to map critical infrastructure so 
information is available to analyze infrastructure geospatial interrelationships. 
 
 A.  Additional strategies this action plan supports:  1.4 Create action plans 

that led to statewide effort to prioritize initiatives, and projects to build homeland 
security capability and capacity, 3.1.1 (Partner regionally and nationally to 
develop and implement effective systems for terrorist threat monitoring and 
surveillance), 3.2 Coordinate statewide for prevention plans, assessments, 
procedures, infrastructure protetion and funding priorities; 4.2.1 (Utilize mapping 
capability to map critical infrastructure so that information is available to analyze 
infrastructure geospatial interrelationships), 7.1.1 (Identify funding opportunities 
to augment homeland security efforts).  3.7.5 (Increase the capacity and 
capability of geographic information systems (GIS) in WSDA).  

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  A comprehensive assessment 

of agricultural infrastructure has not been accomplished.  No standardized 
methodology has been adopted for this purpose.  There have been some 
vulnerability assessments done by the private industry sector and some have 
been required by other federal agencies.  Currently WSDA is maintaining a 
rudimentary data base that was pulled from other listings of agricultural 
sites/resource lists.  This data has been provided upon request to local, state and 
federal goverments but it has not been analyzed or validated.  No comprehensive 
assessment has been completed.  The current listings at a minimum will need to 
be updated bi-annually. 

 
 B.  What funding has been received to date including the source?  WSDA 

has received $496K from the FY04 SHSGP for the initial implementation of a 
Homeland Security Program.  Planning,  equipment, and training are the focus of 
this grant.  Additionally, $165K has been allocated from the State General fund to 
implement the Homeland Security Program.  Currently these funds are ONLY 
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authorized for expenditure for initial implementation of in-state Homeland 
Security awareness, prevention, and response.  

 
 C.  What capability or capacity has been created to date?  WSDA has 

compiled a limited listing gathered from other data sources of some of the 
agricultural critical infrastructure sites/enterprises. There has been one very 
cursory vulnerability assessments completed by Pierce County and data 
provided when required to various federal agencies without consistent 
methodology, analysis or validation. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  Working in 

conjunction with the agricultural industry and local and state government, identify 
critical infrastructure, conduct vulnerability assessments and develop appropriate 
critical infrastructure protection plans.  Establish a robust secure architecture, 
server, and IT staff capability, capacity, and data storage with remote site backup 
capability.  Conduct a vulnerability assessment of WSDA Information Technology 
systems to identify gaps in cyber-security. 

 
 B.  What capability needs to be created?  Set up a statewide working group 

that coordinates w/the Homeland Security Infrastructure Working Group.  
Compile a list of the critical infrastructure agricultural facilities, sites, systems, or 
special events .  Modify/expand and secure a database and data sharing system. 
Provide technical assistance and support to private industry and government(s) 
to compile and complete vulnerability assessment and mitigation strategies. 

 
 C.  What capacity needs to be created?  Success of this strategy hinges on 

commitment by all infrastructure stakeholders, both government and private 
sector.  All participants must be willing to dedicate and bring resources to the 
table to complete this strategy and maintain the database and mitigation plans. 

 
 D.  What is the long term fiscal impact?  Federal Homeland Security Grant 

programs are anticipated to continue without a match requirement for the next 
three years,  anticipate a 25% State/Local match for the next three years, 
anticipate 100% state funding within seven to ten years. 

 
6.  GAP ANALYSIS: 
 

A. What are the major gaps between your baseline and your desired end 
state?    1.  Assessment methodology.  2.  Assessment hardware, software, 
and database capacity and security.  3.  Manpower for IT staff and to provide 
technical assistance in the assessment, analysis and produce plans.  4.  
Protection plan funding.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
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 A.  What needs to be done in year 1?  Set up a statewide working group to 

coordianate w/ state committee. Identify agricultural .  Identify stakeholders and 
partnerships that will facilitate identification and planning.  Provide DHS an initial 
data list. Establish relationships and needs assessment for a secure 
infrastructure mapping system for geographic and tabular information. Hire full 
time GIS staff.  Begin data collection and creating application.  Establish a robust 
secure architecture, server, and IT staff capability, capacity, and data storage 
with remote site backup capability. 

 
 B.  What needs to be done in year 2?    Complete the assessment, conduct the 

analysis.  Complete database and populate to support mapping system efforts.   
Provide DHS an intial list of identified critical infrastructure within Washington for 
the National Asset Database correcting current contents.  In conjunction w/EMD, 
locate, map, score, validate, prioritize and vet critical infrastructue data. Work 
w/state workgroup to develop protected information sharing methodology for 
critical infrastructure information.  Continue to establish a robust secure 
architecture, server, and IT staff capability, capacity, and data storage with 
remote site backup capability.  Conduct disaster/cyber-terrorism recovery 
exercises for Information Technology systems. 

 
 C.  What needs to be done in year 3?  Continue to establish a robust secure 

architecture, server, and IT staff capability, capacity, and data storage with 
remote site backup capability.  Develop a clearinghouse and provide DHS with 
further refined data lists for the National Asset Database.  Following vulnerability 
analyses assist in the identification of risk associated with critical infrastructure 
assessed and identify potential strategies. Partner in the prioritization of critical  
infrastructure and create protection plan.  Conduct penetration tests of 
Information Technology systems. 

  
 D.  What needs to be done in year 4?  Build the plan capacity, maintain and 

update database, and assist in funding identification to implement projection 
strategies. 

  
 E.  What needs to be done in year 5?  Evaluate systems and make 

recommendations for improvement.  Evaluate and modify plans.  Find funding 
mechanism for the protection strategies. 

 
 F.  What needs to be done beyond 5 years?  Reassess and adjust plans. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1. Coordinate with CHS Infrastructure working group 
and establish relationships. 2.Establish a robust secure architecture, server, and 
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IT staff capability, capacity, and data storage with remote site backup capability.  
3. Hire a permanent GIS staff person to administer/manage systems and 
purchase appropriate equipment/softway 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1 

and 2:  $600K.  Priority 3:  $200K. 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  . 1) Hire and train a staff person to assist in the 
assessments by county and well as complete updates and maintain data. 2) 
Work with state group to develop protection methology for information and 
management of systems.  3) Establish a robust secure architecture, server, and 
increase IT staff capability, capacity, and data storage with remote site backup 
capability.4) populate database. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Priority 1: 

$75K.  Priority 2) ongoing GIS staff $150K. Priority 3) $600K. Priority 4) $25K.  
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan Completion of 
the agricultural assessment for each county, infrastrucutre sector within 2 years.  
Completion of the protection plans by county within 4 years.  Funding level to 
support the system maintenance and plans and secured within 5 years.  
Performing IT security assessment and penetration testing. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  There may be grant opportunities from USDOT, USDA and USDHHS 
for some funding but have yet to be applied for. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   There may be a reluctance of the private sector to 
participate in the assessment and information sharing.  Legislation may be required for 
security of private sector information collected.  
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.
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Home - Summary Matrix
Agriculture Surveillance and Monitoring 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Linda Crerar, (360) 902-1818, lcerar@agr.wa.gov or Dave 
Hodgeboom, (360) 725-5508, dhodgeboom@agr.wa.gov, Washington Department of 
Agriculture 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  Emergency Management Division, 
Washington State Department of Health, US Department of Agriculture-Ag Statistics; 
Deparment of Information Services; Washington Association of Counties; Assoc of 
Washington Cities; Ag Industry Group; Washington Association of Irrigation Districts; 
Washington Association of Conservation Districts; WSU/Cooperative Extension. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 3.7.3 (Improve WSDA 
capability to conduct early detection via surveillance and monitoring of crops, food, food 
products, animals and other agricultural commodities.  this includes laboratory analysis 
for diseases, pathogens, pests, toxic substances and other adulterants). 
 
 A.  Additional strategies this action plan supports:        
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  A comprehensive assessment 

of agricultural laboratory capability (governmental and private sector) and 
capacity has not been accomplished. There is no documentation of laboratory 
capacity information and no analysis done on the gaps and no statewide 
improvement plan put in place.   No standardized methodology has been 
developed for securing samples and evidence.  

 
 B.  What funding has been received to date including the source?  WSDA 

has received $496K from the FY04 SHSGP for the initial implementation of a 
Homeland Security Program.  Planning,  equipment, and training are the focus of 
this grant.  Additionally, $165K has been allocated from the State General fund to 
implement the Homeland Security Program.  Currently these funds are ONLY 
authorized for expenditure for initial implementation of in-state Homeland 
Security awareness, prevention, and response. 

 
 C.  What capability or capacity has been created to date?  There has been 

improvements in laboratory capability such as the purchase of new equipment 
(real time PCRs) at the WSDA laboratory. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  An understanding 

of the statewide agricultural laboratory capability and capacity.  After analysis, 
determine the gaps in our agricultural laboratoies and increase the ability of the 
laboratories to fill the gaps.  Provide instructions and mechanisms for sample and 
evidence security. 

 
 B.  What capability needs to be created?  Unknown, assessment needed. 
 
 C.  What capacity needs to be created?  Unknown, assessment needed. 
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 D.  What is the long term fiscal impact?  Federal Homeland Security Grant 

programs are anticipated to continue without a match requirement for the next 
three years,  anticipate a 25% State/Local match for the next three years, 
anticipate 100% state funding within seven to ten years. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  1.  Assessment methodology.  2.  Manpower to conduct assessment, 
analysis and produce agreements or plans.  3. Create sample security system.  
4.  Capture of statewide laboratory information.     

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Approve laboratory survey methodology, 

complete the assessment. 
 
 B.  What needs to be done in year 2?  Conduct the laboratory analysis.  

Develop a secure sample and evidence collection system.  
 
 C.  What needs to be done in year 3?  Create the laboratory partnership plan. 
  
 D.  What needs to be done in year 4?  Build laboratory  capacity. 
  
 E.  What needs to be done in year 5?  Build laboratory  capacity.. 
 
 F.  What needs to be done beyond 5 years?  Build laboratory  capacity.      
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1.  Adopt methodology and conduct laboratory 
assessment.  2.  Analyse the data from the assessment and identify gaps.  
document  3.  Develop a secure sample system.  4.  Increase laboratory 
capability and capacity.  

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  

$60K.  Priority 2:  $50K.  Priority 3:  $10K.  Priority 4:  500K 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  See A above for examples. 
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  See B 

above for examples. 
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9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan Completion of 
the laboratory assessment within 2 years.  Completion of the partnership plan  
and sample security measures within 4 years.  Laboratory capability and capacity 
improvements within 5 years. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  There may be grant opportunities from USDOT, USDA and USDHHS 
for some funding but have yet to be applied for. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   There may be a reluctance of the private sector to 
participate in the assessment and information sharing.  Legislation may be required for 
security of private sector information collected.  

 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov

 

) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department. 
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Home - Summary Matrix
 

Agriculture Animal, Food, and Commodity Tracking/Identification 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

 

 

 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Linda Crerar, (360) 902-1818, lcerar@agr.wa.gov or Dave 
Hodgeboom, (360) 725-5508, dhodgeboom@agr.wa.gov, Washington Department of 
Agriculture. 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  Emergency Management Division, 
Washington State Department of Health, US Department of Agriculture-Ag Statistics; 
Deparment of Information Services; Washington Association of Counties; Assoc of 
Washington Cities; Ag Industry Group; Washington Association of Irrigation Districts; 
Washington Association of Conservation Districts; WSU/Cooperative Extension. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 3.7.4 Develop, enhance 
and implement animal, food, and commodity tracking systems that are compatible with 
USDA and FDA systems for Animal Identification and commodity tracing which 
improves the capability of Washington State Health Officials to manage any incident 
through the identification of crops, food, food products and commodities locations, 
animal premises and recording of animal identification and movement.  
 
 A.  Additional strategies this action plan supports:  1.5.1 Partner with 

business, all levels of government & statewide associations to improve 
emergency capabilities and capacity.; 4.1.1. Define criteria dna identiy statewide 
critical infrastructure;  4.2.1 (Utilize mapping capability to map critical 
infrastructure so that information is available to analyze infrastructure geospatial 
interrelationships 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  For animal identification and 

tracking, WSDA has a plan for Phase 1-premise identification and voluntary 
registration.  Funding is needed.  WSDA will use the USDA Premise Registration 
system until the WSDA consolidated database can be constructed.  Premise 
registration will begin in late 2004 or early 2005 and progress at a rate 
determined by funding available.  Phase 2-Animal Identification and movement 
reporting will begin in mid-2005, subject to funding. WSDA is working with the 
industry to develop practical and cost-effective approaches. For food and 
commodity tracking, a pilot project is in progress to utilize a handheld system to 
collect, calculate, and feed agricultural commodity inspection data to a state 
owned and managed central database which will allow for very timely trace-
forward, trace-back capabilities for agricultural commodities. 

 
 B.  What funding has been received to date including the source?  WSDA 

has received $496K from the FY04 SHSGP for the initial implementation of a 
Homeland Security Program.  Planning,  equipment, and training are the focus of 
this grant.  Additionally, $165K has been allocated from the State General fund to 
implement the Homeland Security Program.  Currently these funds are ONLY 
authorized for expenditure for initial implementation of in-state Homeland 
Security awareness, prevention, and response. 
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 C.  What capability or capacity has been created to date?  A work plan for 
premise registration has been developed.  A network of industry stakeholders is 
built and functioning.  Key issues are identified.   

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A comprehensive 

list of locations (premises) where animals are raised or comingled and the routine 
reportng of animals' movement between premises.  This data will be used by 
state and federal animal health officials to manage the effects of a terrorist attack 
or animal disease incident.  The capability to quickly trace forward and back to 
determine where a food commodity came from and where it was shipped to for 
processing, storage, or sale to consumers.  Mangement of the incident includes 
containing and treating the disease, diagnosing and ensuring the safety of the 
food supply, containing any risks to humans, containing economic impacts to the 
extent possible and restoring public trust during the recovery process. 

 
 B.  What capability needs to be created?  The capability to provide health 

officials and law enforcement data for managing an incident affecting animal 
agriculture and food commodities; a capability to communicate quickly with 
agriculture stakeholders in an emergency; a capability to work closely with 
agriculture stakeholders to resolve and manage agricultural challenges in an 
emergency.  

 
 C.  What capacity needs to be created?  The capacity to gather, store and 

retrieve the data in an emergency, the capacity within the agricultural community 
to provide the data in a routine and timely manner. 

 
D. What is the long term fiscal impact?  Federal Homeland Security Grant 

programs are anticipated to continue without a match requirement for the next 
three years, anticipate a 25% State/Local match for the next three years, 
anticipate 100% state funding within seven to ten years. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  For animal identification; 1.  Systems for premise registration, animal ID 
and animal movement.  2.  Staff, postage and supplies to gather inventory of 
premises  3.  Detailed plan for implementation of animal ID and movement 
reporting.  5.  Resources (systems, staff, equipment) for implementation of 
animal ID and movement reporting.  For commodity reporting and tracking; 1.  a 
central server system to maintain the data.  2.  An Information Technology 
system put in place to allow the use of wireless technology 3.  Detailed plan for 
implementing the use of the reporting and tracking system statewide. 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
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 A.  What needs to be done in year 1?  For animal tracking; register known 

premises; Outreach to unknown premises, Plan for Animal ID Implementation.  
For food commodity reporting and tracking; Obtain and establish the server 
systems to manage the data from the field.  Obtain sufficient handheld computer 
capability to support the project. 

 
 B.  What needs to be done in year 2?  For animal tracking; continue premise 

outreach and registration; begin animal (cattle) identification implementation and 
movement reporting. develop supporting systems.  For food commodity reporting 
and tracking; develop and implement a phased approach for implementing the 
use of the reporting and tracking system.   

 
 C.  What needs to be done in year 3?  Expand animal id to additonal species, 

Develop sustainability plan.  Continue to phase in the use of the food commodity 
reporting and tracking system. 

  
 D.  What needs to be done in year 4?  Continue to build capacity to implement 

the plan 
  
 E.  What needs to be done in year 5?  Find funding mechanism for the 

protection strategies. 
 
 F.  What needs to be done beyond 5 years?  Reassess and adjust plans. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  For animal tracking; 1.  Find and register premises 
where animals reside or comingle.  2.  Support the Northwest Pilot Project to test 
cattle identification methods and movement reporting; 3.Begin building 
consolidated database to interface with national premise registration system.  For 
food commodity reporting and tracking; 1.  Obtain and establish the server 
systems for data from the field. 2.  Obtain sufficient handheld computer capability 
to support the project.  

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  For animal 

tracking; Priority 1:  $700K.  Priority 2:  $50K.  Priority 3:  $37K.  For food 
commodity reporting and tracking; Priority 1: $100K  Priority 2:  $150K. 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  For animal tracking; 1.  Implement animal 
identification (cattle) and movement reporting; 2.  Expand consolidated database 
to interface with national animal ID system 3.  Continue premise registration  For 
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food commodity reporting and tracking; 1.  Develop and implement a phased 
approach for implementing the use of the reporting and tracking system. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  For animal 

tracking; . To be determined, but expected to exceed $1 million; 2.  $100K  3.  
$100K.  For food commodity reporting and tracking; Priority 1: $275K. 

 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance 
measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft 
of the Washington Statewide Homeland Security Strategic Plan For 
animal tracking; number of premises registered (by FY), number of animals 
identified (by FY, species and cumulative) Number of animal movement 
events reported. Time required to traceback (Goal = 48 hrs).  For food 
commodity reporting and tracking; number of processors and locations added 
to the system, increased ability to trace back products to source, tracback 
time under 48 hours.  

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  There may be grant opportunities from USDOT, USDA and USDHHS 
for some funding but have yet to be applied for. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   Confidentiality is an issue that will affect voluntary 
participation in premise registration.  Legislation may be required for security of private 
sector information collected.  
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department. 
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Home - Summary Matrix
 Agricultural Critical Infrastructure GIS Capability 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

 

 

 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Linda Crerar, (360) 902-1818, lcerar@agr.wa.gov or Dave 
Hodgeboom, (360) 725-5508, dhodgeboom@agr.wa.gov, Washington Department of 
Agriculture. 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  Emergency Management Division, 
Washington State Department of Health, US Department of Agriculture-Ag Statistics; 
Deparment of Information Services; Washington Association of Counties; Assoc of 
Washington Cities; Ag Industry Group; Washington Association of Irrigation Districts; 
Washington Association of Conservation Districts; WSU/Cooperative Extension. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  3.7.5 Increase the capacity and 
capability of geographic information systems (GIS) in WSDA to be able to track 
agricultural information, site critical infrastructure and provide real time sharing of 
information, spatial analysis, and remote sensing to analyze the scope of an agricultural 
incident, disease outbreak or attacks, trace its origin, and manage the response and 
intervention. 
 
 A.  Additional strategies this action plan supports:  3.1.1 (Partner regionally 

and nationally to develop and implement effective systems for terrorist threat 
monitoring and surveillance), 4.2.1 (Utilize mapping capability to map critical 
infrastructure so that information is available to analyze infrastructure geospatial 
interrelationships), 7.1.1 (Identify funding opportunities to augment homeland 
security efforts). 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  An IT GIS Specialist has been 

hired for the project using HS funding from prior funding cycle.  Assessment of 
existing IT infrastructure, activites, planning, training, software is now in progress.  
No analysis has been done on the results and no statewide protection plan put in 
place. 

 
 B.  What funding has been received to date including the source?  WSDA 

has received $496K from the FY04 SHSGP for the initial implementation of a 
Homeland Security Program.  Planning,  equipment, and training are the focus of 
this grant.  Additionally, $165K has been allocated from the State General fund to 
implement the Homeland Security Program.  Currently these funds are ONLY 
authorized for expenditure for initial implementation of in-state Homeland 
Security awareness, prevention, and response. 

 
 C.  What capability or capacity has been created to date?  An IT GIS 

Specialist has been hired for the project using HS funding from prior funding 
cycle.  Assessment of existing IT infrastructure, activites, planning, training, 
software is now in progress. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A statewide 

capability to assist the agriculture indstries' efforts to assess threats and 
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vulnerabilities, improve response capabilities, and develop mitgation plans to 
harden the state's food chain against possible and actual terrorist's acts. 

 
 B.  What capability needs to be created?  Assessment of threats and 

vulnerabilities, improvement of response capabilities, and development of 
mitigation plans to harden the state's food chain. 

 
 C.  What capacity needs to be created?  Current infrastructure improvements 

are required to secure, store, manage, and provide geographic information data 
and systems. 

 
 D.  What is the long term fiscal impact?  Federal Homeland Security Grant 

programs are anticipated to continue without a match requirement for the next 
three years,  anticipate a 25% State/Local match for the next three years, 
anticipate 100% state funding within seven to ten years. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  1.  Assessment methodology.  2.  Assessment software.  3.  Manpower 
to conduct assessment, analysis and produce plans.  4.  Capture of statewide 
infrastructure  5.  Protection plan funding.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Analyze present condition and outline 

actions to achieve goals. 
 
 B.  What needs to be done in year 2?  Implement GIS infrastructure 

improvement plan and migrate data. 
 
 C.  What needs to be done in year 3?  Establish data management processes 

and create programs to achieve GIS program goals. 
  
 D.  What needs to be done in year 4?  Continue maintenance activites and 

identify and develop improvements. 
  
 E.  What needs to be done in year 5?  Find funding mechanism for continued 

maintenace and to meet new climate requirements. 
 
 F.  What needs to be done beyond 5 years?  Reassess and develop plans, 

objectives, and goals to meet hard and soft requirements based on conditions at 
that time. 

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
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 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1. Hire an IT GIS specialist for the project  2. Define 
and implement coordination processes 3. Determine present status of agency 
GIS functions 4. Define specific goals and objectives for agency GIS program 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  

$90K priority 2:  $35K  Priority 3:  $50K. 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  1. Develop improvement plan 2. Implement 
Improvement plan 3. Develop GIS metadata requirements and policy. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Priority 1:  

$90K priority 2:  $40K.  Priority 3:  $40K. 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan Completion of 
annual assessments and exercises with staff HS Coordinator and management 
utilizing GIS systems.    

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  There may be grant opportunities from USDOT, USDA and USDHHS 
for some funding but have yet to be applied for. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   There may be a reluctance of the private sector to 
participate in the assessment and information sharing.  Legislation may be required for 
security of private sector information collected.  
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.
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Home - Summary Matrix
 

Agri-Terrorism Prevention Training, Equipping and Exercising 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 

 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Linda Crerar, (360) 902-1818, lcerar@agr.wa.gov or Dave 
Hodgeboom, (360) 725-5508, dhodgeboom@agr.wa.gov, Washington Department of 
Agriculture. 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  Emergency Management Division, 
Washington State Department of Health, US Department of Agriculture-Ag Statistics; 
Deparment of Information Services; Washington Association of Counties; Assoc of 
Washington Cities; Ag Industry Group; Washington Association of Irrigation Districts; 
Washington Association of Conservation Districts; WSU/Cooperative Extension. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Goal 3.7.6, Improve WSDA 
response capabilities to an agricultural event or incident by properly equipping, training, 
and exercising WSDA staff to enhance the Washington agriculture’s capabilities to 
assess terrorism prevention, provide an incident response, and perform incident 
recovery in partnership with the private sector, volunteer organizations, and federal, 
state, and local agencies. 
 
 A.  Additional strategies this action plan supports:  Goal 5.1  To equip, train, 

and exercise emergency responders to nationally recognized standards. 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  An assessment of equipment 

has been conducted.  The first phase of response equipment is being purchased 
for Department of Agriculture field staff to enable them to respond to any 
incidents involving agriculture.  An assessment of the training of Department of 
Agriculture staff for the response to CBRNE events needs to be conducted.  A 
tabletop exercise was conducted with an animal health event as the scenario, 
other exercises involving crops, food, and food products need to be scheduled 
and conducted.  

 
 B.  What funding has been received to date including the source?  WSDA 

has received $496K from the FY04 SHSGP for the initial implementation of a 
Homeland Security Program.  Planning,  equipment, and training are the focus of 
this grant.  Additionally, $165K has been allocated from the State General fund to 
implement the Homeland Security Program.  Currently these funds are ONLY 
authorized for expenditure for initial implementation of in-state Homeland 
Security awareness, prevention, and response. 

 
 C.  What capability or capacity has been created to date?  Through the 

tabletop exercise, a number of significant training and equipment issues 
surfaced.  These will utilized to determine additional equipment requests and 
training plans. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A well trained, 

equipped, and effective response capability to any agricultural incident.  From the 
assessment, a training and exercise plan can be developed.  The training will be 
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phased to ensure a solid program is developed.  The training provided by the 
Homeland Security Institute will be utilized to the maximum extent possible.   

 
 B.  What capability needs to be created?  The ability for Washington 

Department of Agriculture to quickly respond to an agricultural incident anywhere 
in the state and effectively coordinate operations with the neighboring states and 
province. 

 
 C.  What capacity needs to be created?  A program to exercise Department of 

Agriculture and stakeholder responders in conjunction with the entire emergency 
response community. 

 
 D.  What is the long term fiscal impact?  Federal Homeland Security Grant 

programs are anticipated to continue without a match requirement for the next 
three years,  anticipate a 25% State/Local match for the next three years, 
anticipate 100% state funding within seven to ten years. 

 
6.  GAP ANALYSIS: 
 

A. What are the major gaps between your baseline and your desired end 
state?  1.  Completing equipment purchases. 2.  Training for WSDA 
responders on response procedures and equipment.  3. Planning and 
conducting exercises to ensure the value of our training and coordinating with 
partner agencies. 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Completing equipment purchases.  

Assessment of WSDA training for CBRNE.  Hire a training and exercise 
coordinator.  Develop and implement initial training plan to include cross-training 
and biosecurity within the agency.  Begin training on response equipment.  
Develop an equipment maintenance program.  Conduct seminars and workshops 
to support the training plan. 

 
 B.  What needs to be done in year 2?  Review and update equipment 

requirements.  Continue initial training of WSDA responders for CBRNE 
incidents.  Plan and conduct a seminar and a tabletop exercise. 

 
 C.  What needs to be done in year 3?  Ensure WSDA responders are 

adequately trained on response equipment.  Develop intermediate level training.  
Review and update equipment requirements.  Plan and conduct a tabletop and 
functional exercise, include seminars to support both exercises. 

  
 D.  What needs to be done in year 4?  Develop and implement an advanced 

level of training for WSDA responders .  Plan and conduct a tabletop and full-
scale exercise building on the training previously conducted, utilize seminars and 
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workshops as required to support the exercises.  Review and update equipment 
as required.   

  
 E.  What needs to be done in year 5?  Develop and implement a training 

sustainment program.  Review and update equipment as required.  Conduct 
seminars and a tabletop exercise. 

 
 F.  What needs to be done beyond 5 years?  Continue the equipment, training, 

and exercise cycles to ensure a effective and coordinated response. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1.  Completing equipment purchases.  2.  Hire a 
training and exercise coordinator.  3.  Assessment of WSDA training for CBRNE.  
4.  Develop and implement initial training plan.  5.  Begin training on response 
equipment.  6.  Develop an equipment maintenance program.  7.  Conduct 
seminars and workshops to support the training plan.  

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  

$100K.  Priority 2:  $75K.  Priority 3:  $100K.  Priority 4:  $100K  Priority 5:  $75K  
Priority 6:  $40K  Priority 7:  $200K. 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  1.  Review and update equipment requirements.  2:  
Continue initial training of WSDA responders for CBRNE incidents.  3.  Plan and 
conduct a seminar and a tabletop exercise. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Priority 1:  

$30K.  Priority 2:  $250K.  Priority 3:  $250K      
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan Completion of  
equipment purchases.  Completion of the assessment of WSDA training for 
CBRNE.  An implemented initial training plan.  Completed training on response 
equipment.  An equipment maintenance program in place.  Seminars and 
workshops conducted to support the training plan.  Funding level to support the 
plan budgeted and secured within 5 years. 
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10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  There may be grant opportunities from USDOT, USDA and USDHHS 
for some funding but have yet to be applied for. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   There may be a reluctance of the private sector to 
participate any assessment and information sharing.  Legislation may be required for 
security of private sector information collected.  
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.
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Home - Summary Matrix
Chemical Industry Infrastructure Reporting 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):   
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN: 
Department of Ecology, and State Emergency Response Commission. 
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:   
 
 A.  Additional strategies this action plan supports:  Strategies 4.1.1, 4.1.2, 
and 4.2 
 

Objectives: 1.4, 3.1, 3.2, 3.3, 3.4, 5.3.2, 5.5, 7.1 
 
* Note – related to and supports action plan #27 for strategies 4.1.1 and 4.1.2. 

 
 
4.  BASELINE ASSESSMENT: 
 

 

 

 C.  What capability or capacity has been created to date?   

 
 
5.  END STATE GOAL:

 A.  What is the status of this strategy today A comprehensive assessment of 
infrastructure by sectors has not been accomplished.  No standardized methodology 
had been adopted for this purpose.  There have been some vulnerability assessments 
done by state agencies and the private sector.  Of those, some have been required by 
federal agencies but there is no single repository for this information, no analysis has 
been done on the results, and no statewide protection plan in place. 
 

B. What funding has been received to date including the source?   

Ecology previously applied for grant monies to amend Emergency Planning & 
Community Right-to-Know Act (EPCRA) reporting requirements. 

 

Washington businesses currently report chemical storage inventories to Ecology, on 
behalf of the State Emergency Response Commission, by codes representing broad 
reporting ranges and provide related chemical information to other state and local 
agencies. 

 

 A.  What is the end state you wish to achieve long term. The desired 
outcome is a statewide comprehensive critical infrastructure list, vulnerability 
assessments, and protection plans by infrastructure sector using effective analytical 
tools and secure information and storage methodologies.  From analysis, determine 
which infrastructure should be protected, by how much, statewide protection strategies, 
protection roles and, responsibilities, and an escalation protection plan. 

 

 
 
 B.  What capability needs to be created?  Amendments to Washington 
EPCRA reporting requirements would provide specific information about chemical 
storage sites. 
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 C.  What capacity needs to be created?  Security plans based on industry 
standard vulnerability assessments and associated critical infrastructure protection 
plans and as appropriate Buffer Zone Protection Plans based on threat analysis and 
funding protection plans development.  
 

 D.  What is the long term fiscal impact?  Federal Homeland Security Grant 
programs are anticipated to continue without match requirements for the next three 
years, and anticipate a 25% State/Local match for the next three years, anticipate 100% 
state funding within seven to ten years. 
 
 

 

6.  GAP ANALYSIS: 
 

A. What are the major gaps between your baseline and your desired end 
state?    

Washington businesses currently report chemical storage inventories by codes 
representing broad ranges. 

 

 

 

7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1? 

 

  

  

 

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS –

 Determine impacts of amending EPCRA reporting requirements to specific storage 
amounts. 

B.  What needs to be done in year 2?  Educate EPCRA reporters on new 
reporting requirements. 

 
 
 C.  What needs to be done in year 3?  .  Implement new EPCRA reporting 

requirements that include specific amounts of chemicals stored at facilities. 

 D.  What needs to be done in year 4?   

 E.  What needs to be done in year 5?   

 F.  What needs to be done beyond 5 years?   

 
PRIORITIES AND ESTIMATED COSTS: 
 

 A.  In priority order, list the specific initiatives, pilots or 
demonstration projects for target year 1:    Determine impact on Local 
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Emergency Planning Committees if EPCRA reporting requirements are 
amended. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
  
  

 C.  In priority order, list the specific initiatives, pilots or demonstration 
projects for target year 2 

Educate EPCRA reporters and Local Emergency Planning Committees 
about amendments to reporting requirements. 

C. What are the estimated costs of priority 1, 2 and 3 for year 2?   

Priority #1:  (Update 2005)  >$90,000 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):

 

 

 

 

  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan  

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED: 

State agency FY04 SHSGP (State Homeland Security Grant Program Funding 
project funding.  This was the next item below the funding line for state agency 
projects. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 

 

AS PART OF THIS ACTION PLAN:    

The State Emergency Response Commission has the ability to determine Washington’s 
chemical reporting requirements under the Emergency Planning & Community Right-to-
Know Act. 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov

 

) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.
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Home - Summary Matrix
 

WMD RESPONSE VEHICLE 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

 

 

 

 

 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Lieutenant Kevin W. Zeller, 360-753-0315, ext. 104, 
Kevin.Zeller @wsp.wa.gov, Washington State Patrol        
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  Washington State Patrol (WSP) 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.1.1 (Identify equipment 
standards, priorities, shortages and funding needs for emergency first responders.  

 A.  Additional strategies this action plan supports:  None 
 
4.  BASELINE ASSESSMENT:

 

 
 
 A.  What is the status of this strategy today?  The Washington State Patrol 

(WSP) Special Weapons and Tactics (SWAT) team is trained to respond to WMD 
events that occur in Washington State.  The team has responded to numerous 
unknown substances since September 11, 2001.  In the event of a major 
incident, the SWAT team would respond any where in the state at the direction of 
our Chief or at the request of a local jurisdiction to help mitigate the effects of a 
WMD event.  The SWAT team is also the primary WMD response team to the 
Capitol Campus.   The WSP SWAT team is requesting the purchase of a 
Chemical, Biological, and Radiological response vehicle.  This vehicle is 
equipped with detection equipment that can detect chemicals, biological, and 
radiological materials.  With this capability, the first responders will be able to 
deploy in the hot zone with the appropriate equipment and protective gear.  This 
vehicle will also give the first responders added protection from secondary 
explosive devices and/or snipers. 

 
 

 B.  What funding has been received to date including the source?  The 
Washington State Patrol has received funding from previous Homeland Security 
grants to purchase PPE for the SWAT team. 

 
 C.  What capability or capacity has been created to date?  The Washington 

State Patrol SWAT team has received training in WMD Response but currently 
has no vehicle equiped to respond into a CBRNE environment.  

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A fully trained and 

properly equipped WMD Response Team capable of responding any where in 
the state of Washington at the request of the WSP or local jurisdications.   

 
 B.  What capability needs to be created?  The WSP SWAT team needs a 

vehicle that can protect its team members from secondary explosive devices 
when responding to a terrorist event, be capable of analyzing the air to determine 
if radiological, biological or other contaminants are present so first responders 
can wear the appropriate PPE, and to protect the team from active shooters 
when entering or approaching a hot zone. 
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 C.  What capacity needs to be created?  A funding source to purchase a 

response vehicle. 
 
 D.  What is the long term fiscal impact?  This is a one time purchase of a 

WMD Response Vehicle.  The vehicle will be maintained by the WSP Fleet 
Section.   

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  The lack of a properly equipped WMD response vehicle.     
 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  1.  Research the vehicle to be 

purchased and the type of equipment to be installed on the response vehicle.  2.  
Purchase the response vehicle.   

 
 B.  What needs to be done in year 2?  Nothing - existing state funds will 

maintain the vehicle.   
 
 C.  What needs to be done in year 3?  Nothing - existing state funds will 

maintain the vehicle. Nothing 
  
 D.  What needs to be done in year 4?  Nothing - existing state funds will 

maintain the vehicle. Nothing 
  
 E.  What needs to be done in year 5?  Nothing - existing state funds will 

maintain the vehicle. Nothing 
 
 F.  What needs to be done beyond 5 years?  Nothing - existing state funds will 

maintain the vehicle. Nothing 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1.  Purchase a WMD Response Vehicle 
 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  

$282,000 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  None 
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 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  None 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan The ability of 
responders to safely respond into a CBRNE environment.  

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  No other funding sources have been identified at this time. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   No 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.
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Home - Summary Matrix
WMD Detection Equipment 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

 
Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Lieutenant Kevin W. Zeller, 360-753-0315, ext. 104, 
Kevin.Zeller @wsp.wa.gov, Washington State Patrol        
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  Washington State Patrol (WSP) 
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.1.1 (Identify equipment 
standards, priorities, shortages and funding needs for emergency first responders.  

 A.  Additional strategies this action plan supports:  None 
 

 

4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  The Washington State Patrol 

(WSP) Special Weapons and Tactics (SWAT) team is trained to respond to WMD 
events that occur in Washington State.  The team has responded to numerous 
unknown substances since September 11, 2001.  In the event of a major 
incident, the SWAT team would respond any where in the state at the direction of 
our Chief or at the request of a local jurisdiction to help mitigate the effects of a 
WMD event.  The SWAT team is also the primary WMD response team to the 
Capitol Campus.   Currently, the SWAT team uses the Guardian Biological 
Chemical Analyzer.  This equipment has given false positives in the past and the 
Washington State Department of Health (DOH) does not recognize the 
equipment as reliable.  The WSP SWAT team is requesting the purchase of two 
IR Spectrometers and two Ludlum radiation detection devices, one of each for 
western and eastern Washington.  The IR Spectrometer can analyze unknown 
substances quickly, allowing our response team to identify what chemicals they 
are confronted with, and to assess the best safety precautions to be used to 
mitigate the effects of the chemicals.  The chemicals will still need to be 
packaged appropriately and sent to DOH Shoreline Laboratory for further 
analysis.  The Ludlum Radiation Detection Devices will assist the team in 
determining if a dirty bomb or other radioactive devices were used in a possible 
terrorist event. 

 
 
 B.  What funding has been received to date including the source?  The 

Washington State Patrol has received funding from previous Homeland Security 
grants to purchase PPE and detection equipment for the SWAT team. 

 
 C.  What capability or capacity has been created to date?  The Washington 

State Patrol SWAT team has received training in WMD Response. I 
 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A fully trained and 

properly equipped WMD Response Team capable of responding any where in 
the state of Washington at the request of the WSP or local jurisdications.   

 
 B.  What capability needs to be created?  The WSP SWAT team needs 

equipment that meets current detection standards to help protect its team 
members, citizens, and other first responders.  With the purchase of this 
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equipment, the SWAT team will beable to quickly identify what chemicals they 
are faced with and to quickly develop a plan to help mitigate the effects.   

 
 C.  What capacity needs to be created?  A funding source to purchase  

radiological and cheminal detection equipment. 
 
 D.  What is the long term fiscal impact?  This is a one time purchase of a 

WMD Equipment.   
 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  The WSP SWAT team currently uses detection equipment not 
recognized as reliable by DOH.  This equipment will improve the teams response 
capablilities which will help mitigate the effects of the event. 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  1.  Research the equipment to be 

purchased and what options are needed.  2.  Purchase two IR Spectrometers 
(one for both eastern and western Washington).  3.  Purchase to Ludlum 
Radiological Monitors (one for western Washington and one for eastern 
Washington)  4. Receive training on the equipment. 

 
 B.  What needs to be done in year 2?  Nothing  
 
 C.  What needs to be done in year 3?  Nothing  
  
 D.  What needs to be done in year 4?  Nothing  
  
 E.  What needs to be done in year 5?  Nothing  
 
 F.  What needs to be done beyond 5 years?  Nothing  
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1. Purchase IR Spectrometers for the WSP SWAT 
team.  2.  Purchase Ludlum Radiological Detection equipment for the WSP 
SWAT team. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  

$120,000.  Priority 2:  $10,000 
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 C.  In priority order, list the specific initiatives, pilots or demonstration 
projects for target year 2:  None 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  None 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan       

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  No other funding sources have been identified at this time. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   No 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department. 
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Home - Summary Matrix
 

Homeland Security Action Plan 
Aerial Imaging System/FLIR with Microwave Downlink 

 
1. COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION: Lieutenant 

Tristan K. Atkins, 360-753-6173, Tristan.Atkins@wsp.wa.gov

For 
Washington State Patrol Aviation Section 

, Washington State 
Patrol Aviation Section 

2. WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN: Washington State Patrol (WSP); 
Washington Army National Guard RAID; King County Sheriff's Office Air Support 
Unit (KSCO), and Washington State Ferries (WSF). 

 
3. STRATEGY THIS ACTION PLAN ADDRESSES: Strategy 3.1.1

 

 (Partner 
regionally and nationally to develop and implement effective systems for terrorist 
threat monitoring and surveillance) and 4.1.3 (Develop threat detection 
capabilities for critical infrastructures). 

 
 A.  Additional strategies this action plan supports: 3.1.5 (Integrate daily  
  use systems used in emergency response coordination into the   
  information collection and dissemination system), 3.5.1 (Define roles  
  and responsibilities  and work on actions to improve the northern border  
  area security), 3.4.1 (Create a regional system capability that   
  consists of a  fully computerized file system that is integrated between  
  regions; system capability should  include analytical software and   
  GIS imagery capability with law enforcement database sharing to   
  collect, screen, and store relevant information with prevention   
  investigative value.), 4.1.4 (Develop countermeasures to    
  protect critical infrastructures). 

4. BASELINE ASSESSMENT:  
 

A. What is the status of this strategy today? The use of a law 
enforcement aerial imaging system/FLIR with microwave downlink is not

  

 
currently addressed in the above strategies.  National Guard RAID aircraft 
currently have FLIR; however, their use is tied to a drug nexus, not 
Homeland Security (the current RAID commander is seeking approval to 
expand the unit’s mission profile).  The Air National Guard’s C-26 fixed 
wing aircraft have FLIR; however, they are often deployed to other 
missions outside Washington State.  The King County Sheriff’s Air 
Support Unit has a FLIR/microwave downlink equipped helicopter and is 
equipping a second helicopter and they should be included as a 
Homeland Security partner.   
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 Additionally, the City of Seattle and King, Pierce, and Snohomish Counties 
 are acquiring ground microwave downlink receivers through a federal 
 Urban Areas Security Initiative (UASI) grant.  This acquisition of additional 
 ground (receiver and network) equipment provides the immediate 
 infrastructure for WSP FLIR/ microwave downlink equipped aircraft to 
 broadcast and disseminate real time, secure, digital video to critical 
 Homeland Security partners.    
B. What funding has been received to date including the source? None 

received to date. 
C. What capability or capacity has been created to date? Since April 21, 

2004, WSP Cessna aircraft have conducted 142 aerial surveillance/ 
security flights in support of the Washington State Ferry (WSF) system, 
including: 640 ferry terminal and 300 ferry boat checks.  This Homeland 
Security related mission is performed with the naked eye and a handheld 
stabilized binocular—without the benefit of FLIR (no night, thermal 
imaging, recording, downlinks, or stabilized zoom camera capabilities).     

5. END STATE GOAL:  

A. What is the end state you wish to achieve long term? A highly 
effective aviation team, consisting of the WSP Aviation, WAARNG RAID, 
and King County Sheriff’s Office Air Support Unit , with the capability to 
provide real-time, secure, high resolution—day and night—video to the 
Emergency Operations Center (EOC)/Emergency Management Division,  
the Joint Operations Center (JOC) at Camp Murray, and to other 
Homeland Security partners.  This highly effective aviation team will 
provide high performance detection, recognition, identification, and 
tracking of terrorist threats and potential targets—day, night, and in less-
than-ideal weather conditions—to protect critical infrastructure, 
government property, population centers, and special events.  

C. What capacity needs to be created? The capacity of current computer 
systems (EOC, JOC, EMD, WSP, and other Homeland Security partners) 
to receive and digitally transmit real-time video images must be created or 
enhanced.   

D. What is the long term fiscal impact?  The long term fiscal impact is 
minimal and includes the cost to maintain the FLIR, microwave downlink 
equipment, and upgrades to receivers and computer equipment—
estimated at $30,000 - $50,000 per year. The WSP Aviation Section’s 

 

 

B. What capability needs to be created? The Patrol owns and maintains a 
fleet of five Cessna 182 fixed-wing aircraft.  Currently, these highly 
economical aircraft have limited night capabilities, no day or night 
stabilized imaging capabilities, and no video/microwave downlink 
equipment. The addition of FLIR with microwave downlink capability would 
transform the Patrol’s Cessna aircraft into an effective tool to prevent 
terrorist attacks, reduce vulnerability to terrorism, and enhance emergency 
response and recovery from attacks that do occur.  
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budget will not allow for the initial purchase of an aerial imaging 
system/FLIR and microwave downlink equipment; however, we anticipate 
the ability to obtain additional funding to maintain the equipment once it is 
purchased.   

6. GAP ANALYSIS: 

A. What are the major gaps between your baseline and your desired 
end state? 1. Funding of FLIR/microwave downlink equipment for WSP 
aircraft.  2. Development of required Memorandum of Agreements (MOU) 
between the respective aviation units involved in this proposed Homeland 
Security partnership (WSP, WAARNG RAID, and KCSO). 3. Development 
of a microwave receiver network that will link with and use existing 
computer systems to digitally transmit FLIR video images.   

 

 

F. What needs to be done beyond 5 years? Expand the network of ground 
receivers and “linked” computer systems.  Add aviation partners and/or 
FLIR equipped airframes.    

 

 

 

7. TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 

A. What needs to be done in year 1? Fund the FLIR/microwave downlink 
equipment, develop MOU’s, install the equipment on the aircraft, install 
ground receivers and link with existing computer systems. 

B. What needs to be done in year 2? Expand the network of ground 
receivers and “linked” computer systems. Add aviation partners and/or 
FLIR equipped airframes.    

C. What needs to be done in year 3? Expand the network of ground 
receivers and “linked” computer systems.  Add aviation partners and/or 
FLIR equipped airframes.  Add aviation partners and/or FLIR equipped 
airframes.   

D. What needs to be done in year 4? Expand the network of ground 
receivers and “linked’ computer systems. Add aviation partners and/or 
FLIR equipped airframes.   

E. What needs to be done in year 5? Expand the network of ground 
receivers and “linked” computer systems. Add aviation partners and/or 
FLIR equipped airframes.   

 
8. INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS- 

PRIORITIES AND ESTIMATED COSTS: 

A. In priority order, list the specific initiatives, pilots or demonstration 
projects for target year 1: 1. Fund and install a FLIR system, digital 
microwave downlink equipment, and associated ground microwave 
receivers. 2. Link ground receivers, new and existing, to computer 
networks. 3.  Develop MOU’s between aviation partners (WSP, WAARNG 
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RAID, and KCSO) and video imagery users (WSP, EOD/EMD, WANG 
JOC, KCSO, Pierce County SO, Snohomish County SO, etc.).  

B. What are the estimated costs of priority 1, 2, and 3 for year 1? Priority 
1: $569,000. Priority 2: Estimated at $10,000-$20,000.  Priority 3: No cost.  

9. HOW WILL YOU MEASURE SUCCESS (PERFORMANCE): 

 A.  What performance measures support your action plan? 1. FLIR and  
  microwave downlink equipment operational within four months of   
  purchase.  2. Ground receivers and computer network operational for  
  WSP and agencies installing UASI funded receivers/computer networks  
  within six months of purchase. 3. Ground receivers and computer network  
  operational for other users (EOC/EMD, WANG JOC, etc.) within one year  
  of purchase.  4. Sixty (60) flight hours each month in support of aerial  
  surveillance missions of potential terrorist targets (including ferry boats  
  and terminals). 5. Two hundred (200) potential terrorist targets (including  
  ferry boats and terminals) checked by FLIR equipped aircraft each month.  
  6. 24/7 response for request of aerial real time video within 60 minutes of  
  request (business hours) and 90 minutes (after business hours).    
 

10. WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED: The WSP Aviation Section’s current budget will not

C. In priority order, list the specific initiatives, pilots or demonstration 
projects for target year 2: 1. Expand the network of ground receivers 
and computer networks. 2. Add FLIR equipped airframes.  

D. What are the estimated costs of priority 1, 2, and 3 for year 2? Priority 
1: TBD- UASI or other grant funding may be requested.  Priority 2: TBD- 
future Homeland Security or other grant funding may be requested.  

 

 

 support the 
purchase of a FLIR and microwave downlink equipment.  Funding for a FLIR 
from the WSP’s 2005-2007 Biennium budget request was ruled out because of 
higher priority, mandatory maintenance funding requirements for existing aircraft.  
The WSP is actively seeking funding from the U.S. Navy to purchase FLIR and 
microwave downlink equipment as part of a partnership with Naval Base Kitsap; 
however, successfully funding with U.S. Navy monies is uncertain.       

 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 

AS PART OF THIS ACTION PLAN: To ensure the security of microwave 
downlink images, all transmitters and receivers must be digital.  Less expensive, 
analog equipment will not provide for secure transmission.  This request for 
$569,000 (see page 5) includes only digital equipment.  Additionally, the ground 
microwave downlink receivers recently obtained by the City of Seattle and King, 
Pierce, and Snohomish Counties through a federal UASI grant are digital.   
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Washington State Patrol 
FLIR and Microwave Downlink: Estimated Costs 

Description Unit Price Quantity Extended Price 
 

FLIR SYSTEM AND COMPONENTS- AIRCRAFT 
FLIR SYSTEMS Ultra 8500FW Dual-Sensor 
Airborne Thermal Imaging System: 

Gyro-stabilized Dual-Sensor Turret FLIR Unit (TFU) 

Electronics Control Unit (ECU) 

Standard Cable Kit 

1 $219,450 $219,450 

Lap Top Control Unit (HCU) 

Auto-tracker 

2nd Year Extended Service Maintenance 
Agreement  

$23,100 1 $23,100 

12” Avalex LCD Flat Panel Monitor (P/N 
AVM4120) 

1 $8,042 $8,042 

Total  $250,592 $250,592 
    

MICROWAVE DOWNLINK COMPONENTS- AIRCRAFT 
BMA-6-O;  6 dBi;  Linear;  1.7-2.7 GHz   12" 
raydome  

$2,015 1 $2,015 

Carry-Coder I;  2 GHz COFDM Wireless Camera 
Microwave Transmitter 

$21,000 1 $21,000 

BPA-10CC; 10 Watt Power Amplifier  $7,500 1 $7,500 
Heli-Coder I Remote Control Panel $3,500 1 $3,500 
Aircraft COFDM transmit cable set $1,150 1 $1,150 
GTF-300;  GPS Telemetry  formatter/ Receiver $2,740 1 $2,740 
GPS Antenna for GTF-300 Telemetry Formatter $250 $250 1 

Total $38,155 1 $38,155 
    
MICROWAVE DOWNLINK COMPONENTS- GROUND 

Central Receive Antenna Systems - Silhouette™  
 1- WSP 

$75,000 2 $150,000 

 1- Emergency Management Division/ Military 
Department at Camp Murray   
Briefcase Receiver  
Carry-Briefcase II – Digital  

 

2 $25,000 $50,000 

 1- WSP SWAT 
 1- WSP District Users (Seattle and Tacoma) 

Hand Held Receiver 

 1- National Guard- Camp Murray 

$50,000 $25,000 2 
Carry-Viewer II – Digital  

 1- WSP SWAT 
Total $125,000  $250,000 

    
INSTALLATION COSTS OF FLIR AND MICROWAVE DOWNLINK- AIRCRAFT 

Install FLIR and Microwave Downlink Equipment 
on Cessna 182  

$30,070 1 $30,070 

(Quote: Paravion Technology, Fort Collins, CO) 
Total 1 $30,070 $30,070 

    
TRAINING COSTS 

FLIR Operator Training No Cost No Cost 1 
Microwave Downlink Training 1 No Cost No Cost 

Total No Cost 1 No Cost 
    

GRAND TOTAL $443,817  
 

$568,817 
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Home - Summary Matrix
WSP Disaster Recovery / Business Continuance 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Corie Wade, corie.wade@wsp.wa.gov, Washington State 
Patrol (WSP) 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  WSP Information Technology Division, 
Electronic Services Division, Criminal Records Division 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 4.1.4 - Develop measure 
to protect critical infrastructure by Iiplementing a shared Disaster Recovery/Business 
Continuity Center (DRC) in Eastern Washington in order to significantly reduce the 
State Patrol's current public safety system and network recovery vulnerability. 
 
 A.  Additional strategies this action plan supports:   1.3.2, 1.5.1, 3.4.1, 5.7.2, 

6.3.1, 6.3.2  
 
4.  BASELINE ASSESSMENT: 
 

 

 

 

 A.  What is the status of this strategy today?  Requirements, system design, 
costs and funding must be further reserached and developed. Initial verbal 
agreements concerning security, networks and space requirements have been 
made. Partners in the shared DRC have begun construction. 

 B.  What funding has been received to date including the source?  None. A 
2005-2007 Decision Package "1G Disaster Recovery" has been submitted for 
consideration by the Washington State Legislature. 

 C.  What capability or capacity has been created to date?  The WSP recently 
implemented a centralized, expandable Storage Area Network (SAN) and backup 
service infrastructure that is capable of cross network copy and recovery services 
to redundant servers, infrastructure and technology located at the DRC. Initial 
hardware and network requirements for the DRC were defined in preparation of 
the 2005-2007 Decision Package. 

5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A secure, off-site 

Disaster Recovery/Business Continuity Center located at a site in Eastern 
Washington. Networks, Communications and Public Safety Systems that would 
be redundantly housed there process millions of transactions and queries each 
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year for State Patrol personnel, citizens, state agencies, and other law 
enforcement agencies throughout the state. They include:  
• A Centralized Computer Support System (ACCESS) – processes queries and 

responses among state, local, and federal public safety databases. 

• Computer Aided Dispatch (CAD) – routes and dispatches emergency calls to 
officers including WSP, WSDOT, DNR, and DFW. CAD data is also sent to 
WSDOT to populate traffic web sites 

• Washington Access to Criminal History (WATCH) – provides background 
checks from name and date-of-birth information 

 C.  What capacity needs to be created?  This site, these applications, and any 
additional applications should be network accessible state wide.  

 
 D.  What is the long term fiscal impact?  FY 2005 - $3,710,200; FY 2006 - 

$718,800; FYs 2007/2009 $1,437,600; FYs 2009/2011 $3,027,600. Most 
hardware will require replacement every 3 to 5 years. Software will be purchased 
with software assurance or subscriptions to simplify budgeting and application 
upgrade requirements.  

 

• Washington Crime Information Center (WACIC)/Washington State 
Identification System (WASIS) (W2) – complex databases that compile and 
report criminal history and “hot-file” information 

• Automated Fingerprint Identification System (AFIS) – provides accurate 
identification of suspects through fingerprints 

• Other ancillary system interfaces such as email and backup/recovery 
 
 B.  What capability needs to be created?  A redundant network and redundant 

system servers must be housed at the site. The network must have the 
bandwidth to transport system data for database/transaction replication or in a 
backup/recovery model from an on-site SAN. This capability will decrease the 
amount of time required for recovery. When possible, depending on the 
capabilities of each application, the redundant servers will be configured for “hot” 
immediate failover rather than “cold” passive recovery from on-site backups. A 
staff position will be required to be located at the site.  

 

6.  GAP ANALYSIS: 
 

 

 A.  What are the major gaps between your baseline and your desired end 
state?  1. Secure funds 2. Permanent staffing 3. Network infrastructure 
implementation 4. Complete System(s) Implementation 

7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 

• Secure funds – 2005-2007 Decision Package budget request; Homeland 
Security Action Plan funding request. 

 A.  What needs to be done in year 1?   
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• Hire one (1) permanent Information Technology Systems Specialist 5 (ITSS5) 
staff member  

• Network Infrastructure Implementation 

 

• Update WSP Disaster Recovery and Business Continuance Plans 

 

• Update WSP Disaster Recovery and Business Continuance Plans 
• Semi-annual system tests 

  

• Update WSP Disaster Recovery and Business Continuance Plans 

  

• Update WSP Disaster Recovery and Business Continuance Plans 

• Hardware and software upgrades as required 

 F.  What needs to be done beyond 5 years?   

• Semi-annual system tests 

 

• Begin system(s) implementation 

 B.  What needs to be done in year 2?   

• Complete system implementations 
• Plan system hardware and software upgrades as required by production 

system 

C. What needs to be done in year 3?   

• Hardware and software upgrades as required 

D. What needs to be done in year 4?   

• Semi-annual system tests 
• Hardware and software upgrades as required 

 E.  What needs to be done in year 5?   

• Semi-annual system tests 

 

• Update WSP Disaster Recovery and Business Continuance Plans 

• Hardware and software upgrades as required 

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 

• Secure funds 

• Solidify and update WSP Disaster Recovery and Business Continuance Plans 

• Begin Project Management cycle (Initiation, Requirements Gathering, 
Planning, etc.) 

 A.  In priority order, list the specific initiatives, pilots or demonstration 
projects for target year 1:   

• Hire one (1) permanent Information Technology Systems Specialist 5 (ITSS5) 
staff member  

• Formalize partnering relationships 

• Build network infrastructure 
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• Prioritize, solidify plans, purchase equipment and begin system 
implementations 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  

$3,710,200  
 

• Update WSP Disaster Recovery and Business Continuance Plans 

• Plan system hardware and software upgrades as required by production 
system 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  $718,800 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):

 

C. In priority order, list the specific initiatives, pilots or demonstration 
projects for target year 2:   

• Complete system implementations 

• Annual hardware and software maintenance fees 

   
 A.  What performance measures support your action plan?    

• Year 1 - 100% of network implemented; 50% of systems installed 
• Year 2 - 100% of systems installed; semi-annual recovery tests on 100% 

of installed systems 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  A 2005-2007 Decision Package "1G Disaster Recovery" has been 
submitted for consideration by the Washington State Legislature.  
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   Systems and networks must conform to state and 
federal security requirements. Formal agreements with partnering agencies must be 
completed. 
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Home - Summary Matrix
MOBILE VEHICLE AND CARGO INSPECTION SYSTEM 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 

 

 

 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Captain Coral L. Estes, 360-753-0302, 
coral.estes@wsp.wa.gov, Washington State Patrol (WSP), Commercial Vehicle Division 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  Washington State Patrol, Washington 
Department of Transportation, Washington Truckers Association. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.1.1 Purchase mobile 
non-intrusive system for detecting explosives and/or contraband in commercial motor 
vehicles, containers and motor coaches. 
 
 A.  Additional strategies this action plan supports:  3.5.1 (Define roles and 

responsibilities and work on actions to improve the Northern Border area 
security).  By having a mobile detection system remote areas of entry into the 
USA would be coordinated for surveillance.  4.1.4  (Develop countermeasures to 
protect critical infrastructures).  By screening intermodal containers arriving at the 
ports, commercial vehicles and motor coaches entering at the Canadian Borders 
ensuring national security. 

 
4.  BASELINE ASSESSMENT: 
 

 

 

 A.  What is the status of this strategy today?  Current methods of detecting 
explosives devices and/or contraband in a non-intrusive manner on Commercial 
Motor Vehicle, Containers and Motor Coaches are very time consuming and 
ineffective. 

 B.  What funding has been received to date including the source?  None 
 
 C.  What capability or capacity has been created to date?  Training for 

officers on Hazardous Material shipper violations, verifying shipper names, 
correct placarding, marking and copies of RSPA registrations.  Conducting 
emphases on HM shippers and cargo tanks increasing inspections and 
compliance for violations discovered. 

5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  A statewide 

comprehensive mobile screening system for enhancing national security by 
examining freight at the Canadian Border and ports.  

 
 B.  What capability needs to be created?  Partnerships with Customs, Border 

Control and the Coast Guard on scheduling and implementation for screenings. 
 
 C.  What capacity needs to be created?  Notification, mobility and availability to 

screen suspicious contents of freight entering the USA. 
 
 D.  What is the long term fiscal impact?  Federal Homeland Security Grant 

programs are anticipated to continue without a match requirement for the next 
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three years, anticipate a 25% State/Local match for the next three years, 
anticipate 100% state funding within seven to ten years. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  1.  Procure funding for purchasing Mobile Vehicle and Cargo Inspection 
System (VACIS).  2.  Vendor supplied training for officers on operation of system.  
3.  Coast Guard providing forty hours of training on proper operating procedures 
of system.  4.  Sixteen hour of training in hazardous material familiarization of 
explosive materials.  5.  Deployment of system.  

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Procure funding and purchasing VACIS 

system.  Delivery of system, setup and scheduling all necessary training 
required. 

 
 B.  What needs to be done in year 2?  Completion of all training for officers.  

Scheduling of surprise inspections at border, seaports and other points of entry. 

 E.  What needs to be done in year 5?  Evaluate if there is a need for additional 
VACIS systems. 

 F.  What needs to be done beyond 5 years?  Reassess and adjust plans. 
 

 
 C.  What needs to be done in year 3?  Evaluate the effectiveness of VACIS 

system and identifying areas of the highest suspicious activities for conducting 
screening emphases.  

  
 D.  What needs to be done in year 4?  Detailed plan for mobilization of VACIS 

system at different locations. 
  

 

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  

$1,250,000.00.  Priority 2:  $4K.  Priority 3:  $260K. 

 C.  In priority order, list the specific initiatives, pilots or demonstration 
projects for target year 2:  1.  Vendor training 2.  Radiation Safety Training  3. 
Radiological Certification Training 4.  Radiological Monitoring Devices 

 A.  In priority order, list the specific initiatives, pilots or demonstration 
projects for target year 1:  1.  Purchase VACIS system 2.  Delivery of system. 
3.  Maintenance contract. 
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 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Priority 1: 

$32K.  Priority 2: $10k.  Priority 3: $25k.  Priority 4: $46k. 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan Full 
implementation of system and number of highly trained officers for screening of 
any suspicious freight entering the USA. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  Funding was requested from Federal Motor Carrier Safety 
Administration but denied.   
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   No 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department. 
 

Washington State Patrol 303



Action Plan #61 

Home - Summary Matrix
Remote Computer Security Access/Quarantine Control 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 

 

 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Brian Everson, (360) 705-5396, brian.everson@wsp.wa.gov, 
Washington State Patrol, Information Technology Division. 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  WSP Electronic Services Division, WSP 
Information Technology Division. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 6.3.1 (Refine and 
continue to develop integrated relationships to build and sustain strong statewide 
capability with our domestic security statewide infrastructure.).  
 
 A.  Additional strategies this action plan supports:   Strategy 3.1.3 (Develop 

the capability to detect threat at critical infrastructure (e.g. ports)),6.2.2 Focus on 
achieving solutions that can link existing systems to benefit all hazards and work 
to achieve funding where not possible.,6.2.3 (Share information and educate 
stakeholders so they can make informed decisions.), 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  We have gathered 

requirements, and have begun the evaluation of products to satisfy the 
requirements.  We have prepared a State budget package for implementation. 

 
 B.  What funding has been received to date including the source?  None at 

this time. 
 
 C.  What capability or capacity has been created to date?  A risk assessment 

has been conducted and requirements have been gathered as a result. 
 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  Implementation of 

security systems and practices that allow conncectivity of approved, authorized 
and protected computers. 

 
 B.  What capability needs to be created?  Law enforcement and security 

capability for protection of critical infrastructure (equipment, manpower, 
protocols, interoperable communications, information sharing capability). 

 
 C.  What capacity needs to be created?  Fund procurement and 

implementation of security system that will enforce security policies.  Ensures 
remote computers are complying with security policies. 

 
 D.  What is the long term fiscal impact?  We have prepared a budget package 

for State consideration for two fte's that would administer the new security 
system and policies.  The  Federal Homeland Security Grant would provide 
funding of the initial procurement and implementation of the security system, 
including the initial two ftes for implementation. 
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6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  1. Funding for Security software.  2.  Manpower to implement security 
software.  3.  Manpower for administration of security system.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Hire security administrators, select 

security software, document security policies and practices, procure security 
software, begin implementation of security system. 

 
 B.  What needs to be done in year 2?  Complete implementation of security 

system, and review security practices.  Obtain funding for on-going maintenance 
costs. 

 
 C.  What needs to be done in year 3?        
  
 D.  What needs to be done in year 4?  Review security system for 

improvements. 
  
 E.  What needs to be done in year 5?        
 
 F.  What needs to be done beyond 5 years?  Reassess and adjust plans. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1.  Hire security administrators.  2.  Complete the 
security systems evaluations and procurement.  3. Begin implementation of 
security system.    

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  

$149,300.  Priority 2:  $300K.  Priority 3:  $30K. 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  Priority 1.  Complete implementation and security 
practices review.  Priority 2.  Obtain funding for on-going maintenance costs. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Priority 1: 

0, Priority 2:  $24,000. 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
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 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan Completion of 
the evaluation and procurement of the security system, and hiring of ftes in the 
first year.  Completion of the implementation in second year.  Funding level to 
support the security system and ftes budgeted within 2 years. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  Funding was requested in the state  05-07 budget in the amount of 
$672,100 and will be reviewed during the 2005 Legislative session. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   None. 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department. 
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Home - Summary Matrix        
 

Disaster Emergency Power to Provide Continuity of Government Services – 
Office of the Insurance Commissioner 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  

 
 

Action Plan Steps: 
 

 

 

 

 

 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

Progress will be measured for each action plan at least annually.   

   Mike Shea, 
IS Manager; Office of Insurance Commissioner; (360) 725-7027; MikeS@oic.wa.gov;  
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  N/A 
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 1.3.2 (Develop, where 
necessary, detailed planning for continuity of government and critical services within the 
state.)   
 
 A.  Additional strategies this action plan supports:  N/A 
 
4.  BASELINE ASSESSMENT: 

 A.  What is the status of this strategy today?  An assessment of critical 
services has been performed and addressed in the Office of Insurance 
Commissioner’s (OIC) Disaster Recovery and Business Resumption Plan.  The 
agency has identified those critical systems which must be provided in any type 
of emergency. 

 B.  What funding has been received to date including the source? N/A   

 C.  What capability or capacity has been created to date?  The OIC has 
identified all mission critical systems and services and the agency has 
constructed a “warm site” facility with sufficient resources to support 80% of our 
essential business systems in the event our primary facility is incapacitated.  
However, in the event of a long-term power interruption, the OIC does not have 
the ability to maintain services at our primary facility. 

 
5.  END STATE GOAL:

 

 

 

 
 

 

 
 C.  What capacity needs to be created?  The OIC requires a generator with 

enough capacity to power our main computer facility in the event of a long-term 
power failure. 

 
 D.  What is the long term fiscal impact?   The long term fiscal impact would for 

a maintenance contract on the generator.  The OIC will absorb the cost for the 
maintenance contract.  

 

 A.  What is the end state you wish to achieve long term?  In the event of a 
long-term commercial power failure, the ability to continue to provide services to, 
and on behalf of, the citizens of Washington at our primary facility.  

 B.  What capability needs to be created?  We require the capability to keep 
existing IT and communication services on-line in the event of a long-term power 
failure. 

6.  GAP ANALYSIS: 
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 A.  What are the major gaps between your baseline and your desired end 
state?  The major gap is the acquisition of funding to purchase an electrical 
generator with sufficient capacity to support our mission critical IT systems in the 
event of a long-term commercial power outage. 

 
 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 

 A.  What needs to be done in year 1?  Purchase an emergency generator to 
support mission critical IT resources in the event of a long-term power outage.   

 B.  What needs to be done in year 2?  N/A 

 C.  What needs to be done in year 3?  N/A 

 D.  What needs to be done in year 4?  N/A 

 

 

 

 

 

  

  
 E.  What needs to be done in year 5?  N/A 

 F.  What needs to be done beyond 5 years?  N/A  

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  $50,000  
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  N/A 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  N/A  
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):

 A.  In priority order, list the specific initiatives, pilots or demonstration 
projects for target year 1:  1) Acquire funding; 2) Purchase and install 
generator. 

 

  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan?   Percentage of 

agency systems available during a long-term commercial power failure. 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  N/A 
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11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:  No    
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department. 
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Home - Summary Matrix        
UW Medicine Cyber-security Firewall 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

 

 

Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Gary Sugai, 206-543-7509, gsugai@u.washington.edu, 
University of Washington Medicine - Harborview Medical Center 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  UW Medicine IT Services, UW Medical 
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Center, UW Computing and Communications, Harborview Medical Center, UW School 
of Medicine 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Provide improved capability of 
limiting access to UW Medicine computing resources to only authorized users through 
the use of perimeter based traffic filtering (firewalls).  Provides a tool to prevent 
unauthorized access to UW Medicine computing resources.    
 
 A.  Additional strategies this action plan supports:  Move UW Medicine 

towards HIPAA compliance for security of computer systems by April 2005 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  All UW Medicine computing 

resources currently reside on the public internet primarily protected with host-
based technologies.  Only half of the key data centers also employ perimeter 
based firewalls for enhanced protection from unauthorized access.   

 
 B.  What funding has been received to date including the source?  $0 
 
 C.  What capability or capacity has been created to date?  Two of four 

significant data centers have been implemented with perimeter traffic filtering 
devices.   

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  All significant UW 

Medicine data centers which house critical UW Medicine computing resources 
are protected with perimeter traffic filtering devices (firewalls) providing protection 
from unauthorized access through the public internet.   

 
 B.  What capability needs to be created?  Prevention of unauthorized access 

and the prevention of corruption of UW Medicine computing resources.  Auditing 
of all access to computing resources.   

 
 C.  What capacity needs to be created?  Two additional data centers must be 

protected with a high availability firewall architecture.   
 
 D.  What is the long term fiscal impact?  Ongoing operating costs would be 

borne by UW Medicine entities through internal cost-sharing. Future capital costs 
would compete for future grant funding or compete with internal medical center 
needs 

 
6.  GAP ANALYSIS: 
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 A.  What are the major gaps between your baseline and your desired end 
state?  Only 50% of UW Medicine's critical data center facilities are protected 
with perimeter traffic filtering devices leaving these facilities exposed to the public 
internet and vulnerable to attack or unauthorized access.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Installation of high availability firewall 

devices in both data centers, BEH-44 and GEH-39, at Haborview Medical 
Center.   

 
 B.  What needs to be done in year 2?  nothing 
 
 C.  What needs to be done in year 3?  nothing 
  
 D.  What needs to be done in year 4?  nothing 
  
 E.  What needs to be done in year 5?  nothing 
 
 F.  What needs to be done beyond 5 years?  nothing 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:   
  1. Install high availability firewall device in GEH-39 at Harborview.   
  2. Install high availability firewall device in BEH-44 at Harborview.   
 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
   Priority 1:  $200K.   
   Priority 2:  $200K.   
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  None. 
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  None. 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
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the Washington Statewide Homeland Security Strategic Plan System 
Availability, Unplanned Downtime Events due to security incidents.  

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  UW Medicine internal funding 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   None that would inhibit progress. HIPAA security 
is a regulatory issue. 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.
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Home - Summary Matrix
Harborview Computer Security and Power Upgrades of Critical Computer 

Systems 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 

Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

Progress will be measured for each action plan at least annually.   
  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 

 

 

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Gary Sugai, 206-543-7509, gsugai@u.washington.edu, 
University of Washington Medicine - Harborview Medical Center 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  UW Medical Center, UW Computing and 
Communications, Harborview Medical Center, UW School of Medicine 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Provides critical 24x7 availability 
of essential patient care and associated systems for Level 1 trauma center and its 
supporting entitites - specifically locations BEH-44 and GEH-39 at the Harborview main 
campus 
 
 A.  Additional strategies this action plan supports:  HIPAA compliance for the 

security of critical computer systems by April 2005 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Harborview operates with a low 

level (sub-Tier 1) computer infrastructure today. Inadequate HVAC leads to 
overheating; sub-par electrical is a risk for sustained outages; computer security 
is minimal; physical security is not well-controlled and has no logging nor audit 
capabilities. Planning for upgrades is in process to be completed 12/31/2004 

 
 B.  What funding has been received to date including the source?  $100K is 

available from medical center capital funding 
 
 C.  What capability or capacity has been created to date?  Some protection is 

provided by a newly completed buildout of facilities at UWMC, representing about 
25% of needed secure data center space. Harborview facilities are still in need of 
security hardening upgrades. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  An industrial 

strength centralized Class IV data center, augmented by satellite Class III data 
centers. The Class IV data center is currently the subject of a University of 
Washington Task Force. The upgrades to existing facilities are interim solutions 
for the next 3 to 5 years. 

 
 B.  What capability needs to be created?  Short term capability of 99.9% 

availability, averaged 24x7 over the 3-5 year period. 
 
 C.  What capacity needs to be created?  Secure upgraded facilities of about 

800 square feet of data closets. 
 
 D.  What is the long term fiscal impact?  Ongoing operating costs would be 

borne by UW Medicine entities through internal cost-sharing. Future capital costs 
would compete for future grant funding or compete with internal medical center 
needs 
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6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  Upgraded HVAC, construction of resiliant power systems including 
uninteruptible power supplies, new rack facilities with probe-based monitoring 
capabilities, remote management hardware/software, security systems for 
ingress and egress, video cameras, waterless fire suppression such as FM-200 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Power, HVAC, fire suppression, physical 

security locks, network security, security card readers and cameras.  Migrate 
systems into the secured area. 

 
 B.  What needs to be done in year 2?  Complete the assessment of and 

conduct the analysis of critical application systems.  Migration of critical systems 
into the secured data center area.  Complete definition of supporting operational 
procedures. 

 
 C.  What needs to be done in year 3?  nothing 
  
 D.  What needs to be done in year 4?  nothing 
  
 E.  What needs to be done in year 5?  nothing 
 
 F.  What needs to be done beyond 5 years?  nothing 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:   
  Priority 1. Reliable and stable UPS and HVAC   
  Priority 2. Security card key system, enviromental monitoring and cameras 
  Priority 3. FM-200 fire suppression system 
  Priority 4. Network security and secured system support over network access (remote 

KVM with auditing).   
 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
   Priority 1:  $250K.   
   Priority 2:  $70K.   
   Priority 3:  $90K. 
   Priority 4:  $291K. 
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C. In priority order, list the specific initiatives, pilots or demonstration 
projects for target year 2:  Priority 1. Assessment of critical application 
systems, migration of key systems into data center, definition of operational 
procudures.    

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   
Priority 1: $62K 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan System 
Availability, Unplanned Downtime Events 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  UW Medicine internal funding 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   None that would inhibit progress. HIPAA security 
is a regulatory issue to which UW Medicine is obligated to comply. 

 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov

 

) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.

University of Washington 319



Action Plan #65 

Home - Summary Matrix
 

Bioterrorism UW Medical Center Decontamination Capability 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

 

 

 

 

 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Karen VanDusen, Director, Environmental Health and Safety, 
University of Washington, 206-616-4146, kav@u.washington.edu 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  Office of Emergency Management at the 
University of Washington, Harborivew Medical Center, University of Washington 
Medical Center 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.4.5 (Build hospital 
decontamination capabilities and capacity statewide.) and Washington Statewide 
Homeland Security Strategic Plan Action Plan Priority #26. 
 
 A.  Additional strategies this action plan supports:  4.1.4 (Develop 

countermeasurs to protect critical infrastructures) and 5.1.1 (Identify equipment 
standards, priorities, shortages and funding needs for emergency responders) 
and 5.4.4 (Build statewide containmenet and isolation capacities to respond to 
chemical and bioterrorism attacks) 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  The University of Washington is 

a Center for Bioterrorism Research and therefore a potential target for acts of 
terror or vandalism that could result in contamination of large spaces and multiple 
exposures.  Both medical centers associated with the University of Washington 
will receive victims of a bioterrorism attack in the area and Harborview Medical 
Center in particular is the region's primary trauma center as well as the central 
coordinator for referral of disaster victims.  Current capabilities for the University 
of Washington and its associated medical centers do not include the necessary 
equipment to decontaminate a room or other large interior space effectively and 
with as little exposure to staff as possible. 

 
 B.  What funding has been received to date including the source?  No 

funding to date has been received to implement this strategy. 
 
 C.  What capability or capacity has been created to date?  Staff are being 

trained to perform manual decontamination of biological agent contamination 
using personal protective equipment and liquid form decontaminants, not a very 
effective or safe method for large scale decontamination in the aftermath of a 
bioterrorism event. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  Equipment and 

trained personnel to respond in the aftermath of a bioterrorism attack or 
biological agent accident wherein a large area is contaminated in single rooms or 
larger public facilities without risk to rescuers or damage to sensitive equipment. 
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 B.  What capability needs to be created?  Capability to respond in the 
aftermath of bioterrorism incidents or biological agent accidents for large scale 
decontamination. 

 
 C.  What capacity needs to be created?  Equipment acquisition, personnel 

training and drills, equipment maintenance and replacement planning. 
 
 D.  What is the long term fiscal impact?  Initial costs of this type of equipment 

(e.g., vaporized hydrogen peroxide decontamination system) is approximately 
$120,000.  Current biosafety professional and technical staff would be trained in 
its use which would be a long-term cost supported by the state.  Long term 
planning should include strategic placement of this equipment state-wide.  Costs 
for training, drilling and equipment maintenance and replacement must also be 
considered. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  1.  Equipment acquisition  2.  Personnel training in its use  3.  Protocols 
and inter-agency agreements for deployment  4.  Identification of funding for 
maintenance and replacement of equipment. 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Obtain funding to acquire equipment 

and train personnel in its use. 
 
 B.  What needs to be done in year 2?  Conduct local drill with scenario that 

calls for use of this equipment.  Develop protocols for its use.  Develop 
maintenance and replacement plan.  Assess equipment and associated planning 
efficacy. 

 
 C.  What needs to be done in year 3?  Conduct local and regional drills with 

scenario that calls for use of this equipment.  Begin outreach with other agencies 
to determine need for similar equipment in other areas at risk. 

  
 D.  What needs to be done in year 4?  Conduct local and regional drills with 

scenario that calls for use of this equipment. Implement expansion of large area 
decontamination capability state-wide. 

  
 E.  What needs to be done in year 5?  Conduct local and regional drills with 

scenario that calls for use of this equipment.  Find funding mechanism for 
program continuation. 

 
 F.  What needs to be done beyond 5 years?  Reassess and adjust equipment 

protocols, training and program expansion. 
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8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1.  Assess best method/equipment for area 
decontamination.  2.  Develop criteria for selection of equipment.  3.  Purchase 
equipment  4.  Develop protocols and train personnel. Equipment listed in 5d. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1:  

$1K.  Priority 2:  $1K.  Priority 3:  $150K. and Equipment costs $120K 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  1.  Conduct a local or regional drill with large area 
biological contamination as part of the scenario.  2.  Expand personnel training in 
procedures and methods for large area decontamination.  3.  Contract for 
equipment maintenance. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Priority 1:  

$5K.  Priority 2:  $5K.  Priority 3:  $2K. 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance 
measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft 
of the Washington Statewide Homeland Security Strategic Plan 
Acquisition of large area decontamination equipment at the University of 
Washington.  Training of at least three staff in its use.  Written protocols 
developed and tested within first year.   Annual drills planned and executed.  
Agreements in place with medical centers for use of equipment within first 
year.  Expansion of capability regionally and state-wide through additional 
equipment acquisition and expansion of program developed at University of 
Washington by end of year 4. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  $120,000  was requested through the state  Urban Area Security 
Initiative Grant but was not approved.  Funding has also been sought locally at the 
University level without success. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   Protocols for use of large area decontamination 
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equipment must follow strict regulatory requirements for protection of personnel, general 
public and the environment.  

 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov

 

) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department. 
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Home - Summary Matrix
 

800 MHz Radio Communications for Departments other Than University Police 
and Environmental Health 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 

 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Steve Charvat, 206-897-8080, charvat@u.washington.edu, 
University of Washington, Office of Emergency Management 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  University of Washington. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 2.1.2 (Resolve 
interoperability gaps in 800 mhz trunked radio communication: 1) within the University of 
Washington internally; 2) with the University of Washington and City of Seattle and King 
County externally). 
 
 A.  Additional strategies this action plan supports:  1.5.1 (Partner with all 

levels of government and statewide associations to improve emergency 
capabilities and capacity). 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Currently at the University of 

Washington, only the University Police (and soon the Environmental Health and 
Safety Department) have trunked 800 mhz radio communication capabilities.  
Other essential University emergency response departments and the University's 
Emergency Operations Center can not communicate using 800 mhz radios with 
each other or with the City of Seattle and/or King County.  

 
 B.  What funding has been received to date including the source?  For this 

particular strategy none.  However, the University Police uses its operational 
budget to fund radios and the Environmemtal Health and Safety Department 
received funding from a federal Homeland Security grant to purchase its radios. 

 
 C.  What capability or capacity has been created to date?  Current radios at 

the University Police and Environmental Health and Safety departments. 
 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  20 trunked 800 

mhz radios with capabilities to communicate within the University and with City of 
Seattle, King County, and other regional emergency response groups.  Radio 
caches will be centrally managed by the University's Computing & 
Communications department and would be distributed as needed within the 
University's emergency response structure. 

 
 B.  What capability needs to be created?  800 mhz radio maintenance and 

operational process to be centrally managed by the University's Computing & 
Communications deaprtment. 

 
 C.  What capacity needs to be created?  1) Acquire 20 800 mhz radios. 2) 

Subscribe radios to regional trunked communication program. 
 

University of Washington 326



Action Plan #66 

 D.  What is the long term fiscal impact?  One-time acquistion costs 
(approximately $60,000) of radio equipment; monthly fees for subscription to 
regional trunked communication program (funded by the University of 
Washington); regular maintenance and operation costs of radios (funded by the 
University of Washington). 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  1)  Lack of equipment; 2) Lack of  participation in regional trunked 
communication program; 3) Lack of centrally managed maintenance and 
operational process.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  1)  Acquire and install equipment;  2) 

Enlist equipment in regional trunked communication program; 3) Create 
maintenance and operational process. 

 
 B.  What needs to be done in year 2?  1) Continue with participation in regional 

trunked communication program. 2) Provide on-going maintenance and 
operational support for equipment and capabilities. 

 
 C.  What needs to be done in year 3?  1) Continue with participation in regional 

trunked communication program. 2) Provide on-going maintenance and 
operational support for equipment and capabilities. 

  
 D.  What needs to be done in year 4?  1) Continue with participation in regional 

trunked communication program. 2) Provide on-going maintenance and 
operational support for equipment and capabilities. 

  
 E.  What needs to be done in year 5?  1) Continue with participation in regional 

trunked communication program. 2) Provide on-going maintenance and 
operational support for equipment and capabilities. 

 
 F.  What needs to be done beyond 5 years?  1) Continue with participation in 

regional trunked communication program. 2) Provide on-going maintenance and 
operational support for equipment and capabilities. 

 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1) Acquire equipment.  2) Enlist in regional trunked 
communication program. 3) Create maintenance and operational process.  
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 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1) 
approximately $60,000.  Priority 2)  approximately $500 per month but will be 
funded internally.  Priority 3)  Unknown at this point but will be funded internally. 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  1) Test equipment during exercises. 2) Use 
equipment during activations. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  $0 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan 1) Test 
equipment as recommended by regional emergency response authorities.  2) 
Test equipment during exercises.  3)  Use equipment during activations of 
emergency operations. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  None as of yet. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   None that we are aware of.  
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.
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Home - Summary Matrix
UW Data Center Cyber-Security 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Steven Charvat, 206-897-8000, charvat@u.washington.edu, 
University of Washington 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  At the University of Washington, the 
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offices of Computing & Communications, Facilities Services, Real Estate, and Capital 
Projects; and the University Presbyterian Church.   
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 4.1.2 (Conduct statewide 
critical infrastructure assessments) and 4.1.4 (Develop countermeasures to protect 
critical infrastructures). 
 
 A.  Additional strategies this action plan supports:  2.4.1 (Refine and develop 

where necessary effective cyber prevention and preparedness capability and 
capacity to protect the integrity and continuity of statewide information sharing 
and communication systems) and  7.1.1 (Identify funding opportunities to 
augment homeland security efforts). 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  A comprehensive assessment 

of data center infrastructure by category of vulnerability was completed in March, 
2004.   

 
 B.  What funding has been received to date including the source?  $316,920 

from the 04 U.S. Department of Homeland Security Urban Area Security Initiative 
grant awarded to the University of Washington.   

 
 C.  What capability or capacity has been created to date?  While actual 

dollars are not yet in hand, a project team has been formed to develop a work 
plan for implementing the security upgrades  to be undertaken with the initial 
level of funding described in B. above. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  Overall security for 

the University of Washington data center that is commensurate with that for a 
Carnegie I Research institution. 

 
 B.  What capability needs to be created?  Physical and operational access 

control in the following areas: 1) Securing the building and site perimeter from 
instrusion or unauthorized access; 2) Separating the building and parking access 
and users; 3) Controlling access to the data center; 4) Protecting the critical 
infrastructure from damage. 

 
 C.  What capacity needs to be created?  The ability to provide effective 

security measures through the integration of electronic systems with architectural 
elements, enhanced by security staff and procedures.  Through the synergy of all 
of these elements, control, detection, evaluation, and response to undesired 
activity, intruders, or other unauthorized individuals becomes possible. 
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 D.  What is the long term fiscal impact?  The funds being requested here are 
for one-time costs.  On-going maintenance and operations, equipment 
replacement, and staffing will be the long-term responsibility of the University of 
Washington. 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  1. Hiring of project manager; 2. Development of design and construction 
drawings and cost estimates; 3. Construction contract; identification of and move 
into temporary space; 4. Construction; 5. Purchase and testing of security 
equipment and software; 6. Construction completion and move-back; installation 
and implementation of security system. 7. On-going evaluation and maintenance. 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Development of design drawings and 

cost estimates; construction contract; identification of and move into temporary 
space. 

 
 B.  What needs to be done in year 2?  Construction; purchase and testing of 

security equipment and software; move-back; installation and implementation of 
security sytems. 

 
 C.  What needs to be done in year 3?  N/A 
  
 D.  What needs to be done in year 4?  N/A 
  
 E.  What needs to be done in year 5?  N/A 
 
 F.  What needs to be done beyond 5 years?  On-going evaluation and 

maintenance. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1. Development of design drawings and cost 
estimates; 2) Construction contract; 3) Identification of and move into temporary 
space. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  $300K 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  1) Construction; 3) Purchase and testing of security 
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equipment and software; 3) Move-back; 4) Installation and implementation of 
security systems. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  $600K 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan Security 
access control systems are in place and operational on Day 1.  This  includes 
having already secured funding for necessary staffing.  Data collected daily and 
regular (e.g. quarterly) security sytem reports are issued.  Goal is zero down-time 
of security system within a year.  On-going maintenance and equipment 
replacement funding identified within  2 years.     

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  Funding has been requested in the University's 05-07 capital budget.  
Funding levels for the University will not be available until the end of the 03-05 
biennium, and this project must compete for funds with hundreds of others within the 
University of Washington. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   None that we are aware of.   
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.
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Home - Summary Matrix
 

UW Medical Center Role-Based Security Infrastructure Software/Hardware  
(HIPAA Compliance) 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Gary Sugai, 206-543-7509, gsugai@u.washington.edu, 
University of Washington Medicine - Harborview Medical Center 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  UW Medicine IT Services, UW Medicial 
Center, UW Computing and Communications, Harborview Medical Center, UW School 
of Medicine 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Enables strategy to significantly 
enhance the security of UW Medicine computing resources.  Provides a basic, but 
significantly enhanced level of authentication, authorization and access to critical UW 
Medicine online computing medical resources.  Provides an increased level of 
protection against unauthorized access.  
 
 A.  Additional strategies this action plan supports:  Move UW Medicine 

towards HIPAA compliance for security of computer systems by April 2005. 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  UW Medicine currently operates 

with an internally developed, HIPAA non-compliant system for authentication and 
authorization.  Initial analysis has been completed and the need for an improved 
role-based security infrastructure has been identified.  The Authentication, 
Authorization and Access project has been identified to address the need.   

 
 B.  What funding has been received to date including the source?  $250K is 

available from medical center capital funding 
 
 C.  What capability or capacity has been created to date?  An existing 

internally developed system provides inadequate authorization, authentication 
and access capabilities today.  The system does not meet industry standards or 
fully comply with HIPAA requirements.  The system highly relies upon manual 
methods violating standard practices around userid and password management.   

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  An industrial  

strength, commercially available hardware/software package capable of 
providing for UW Medicine role-based security and compliance with federal 
HIPAA security regulations.   

 
 B.  What capability needs to be created?  The ability to securely create and 

manage a role-based security infrastructure to control and protect access to all 
UW Medicine computing resources.    

 
 C.  What capacity needs to be created?  This sytem will become the 

authoritative account and access directory for the UW Medicine enterprise.  
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 D.  What is the long term fiscal impact?  Ongoing operating costs would be 
borne by UW Medicine entities through internal cost-sharing. Future capital costs 
would compete for future grant funding or compete with internal medical center 
needs 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  The current system is an internally developed system creating a reliance 
on ever-changing development staff, significant manual processes and provides 
inadequate security surrounding account and password management.  Critical 
system security is compromised by this inadequate infrastructure leaving 
systems open to unauthorized access.  Auditing capabilities are limited at best.  
Compliance with federal HIPAA security regulations is questionable.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Define and implement improved 

infrastructure architecture for authentication, authorization and access.  Define 
and implement supporting processes including provisioning, deactivation and 
auditing.  Define requirements for single signon functionality.   

 
 B.  What needs to be done in year 2?  Complete implementation of application 

system interfaces for universal authentication mechanisms.  Implement single-
signon technology.  Define requirements for and implement two-factor 
authentication technology.   

 
 C.  What needs to be done in year 3?  nothing 
  
 D.  What needs to be done in year 4?  nothing 
  
 E.  What needs to be done in year 5?  nothing 
 
 F.  What needs to be done beyond 5 years?  nothing 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:   
  Priority 1. Define and implement new role-based security infrastructure (software and 

hardware.  
  Priority 2. Initiate application interface development for universal authentication 

mechanisms. 
  Priority 3. Define and implement supporting operational processes for role-based 

security. 
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 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
   Priority 1:  $400K.   
   Priority 2:  $100K.   
   Priority 3:  $0. 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:   
Priority 1. Complete implementation of application system interfaces for universal 

authentication mechanisms.   
Priority 2. Implement single-signon technology.  Define requirements for and implement 

two-factor authentication technology. 
 

D. What are the estimated costs of priority 1, 2 and 3 for year 2?  Priority 1:  
$100K; Priority 2:  $500K 

 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan Security 
incidents with unauthorized access as root cause.   

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  UW Medicine internal funding 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   None that would inhibit progress. HIPAA security 
is a regulatory issue. 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department. 
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Home - Summary Matrix
 

UW Medicine Class IV Data Center (HIPPA Compliance) 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

 
Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Gary Sugai, 206-543-7509, gsugai@u.washington.edu, 
University of Washington Medicine - Harborview Medical Center 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  UW Medicial Center, UW Computing and 
Communications, Harborview Medical Center, UW School of Medicine 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Provides critical 24x7 availability 
of essential patient care and associated systems for Level 1 trauma center and 
University of Washington Medical Center and their supporting entitites - specifically the 
4545 datacenter location.   
 
 A.  Additional strategies this action plan supports:  HIPPA compliance for the 

security of critical computer systems by April 2005 
 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Many of the new systems 

supporting Harborview and UW Medical Center operate from a low level Tier 2 
computer infrastructure within the 4545 building today.  Inadequate design leads 
to overheating; sub-par electrical design is a risk for sustained outages;  Planning 
for upgrades is in process to be completed 6/30/2005.  

 
 B.  What funding has been received to date including the source?  None 
 
 C.  What capability or capacity has been created to date?  The 4545 building 

provides some protection for key enterprise medical systems representing 
approximately 25% of total required secure data center space.  However, due to 
inadequate original design, upgraded security and availability requirements, and 
increasing computing demands, the datacenter at 4545 is in need of further 
upgrades to provide adequate facilities for systems. 

 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  An industrial 

strength centralized Class IV data center, augmented by satellite Class III data 
centers. The Class IV data center is currently the subject of a University of 
Washington Task Force. The upgrades to existing facilities are interim solutions 
which must suffice for the next 3 to 5 years. 

 
 B.  What capability needs to be created?  Short term capability of 99.9% 

availability, averaged 24x7 over the 3-5 year period. 
 
 C.  What capacity needs to be created?  Secure upgraded facilities of about 

2000 square feet of data room. 
 
 D.  What is the long term fiscal impact?  Ongoing operating costs would be 

borne by UW Medicine entities through internal cost-sharing. Future capital costs 
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would compete for future grant funding or compete with internal medical center 
needs 

 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  Redesign the layout of the space to improve HVAC capabilities, new rack 
facilities with probe-based monitoring capabilities, remote management, and 
redesign power distribution to the racks, hardware/software, security systems for 
ingress and egress, video cameras.  

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Improve PDU power and HVAC 

distribution, physical security locks, network security upgrades, card readers and 
cameras.  Migration of critical systems into the secured data center area. 

 
 B.  What needs to be done in year 2?  Complete the assessment of and 

conduct the analysis of critical application systems.  Migration of critical systems 
into the secured data center area.  Complete the definition of supporting 
operational procedures.   

 
 C.  What needs to be done in year 3?  nothing 
  
 D.  What needs to be done in year 4?  nothing 
  
 E.  What needs to be done in year 5?  nothing 
 
 F.  What needs to be done beyond 5 years?  nothing 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:   
  Priority 1. Security card key system, enviromental monitoring and cameras 
  Priority 2. Redesign and deployment of space (power, air and racks)   
  Priority 3. Network security and securied system support over network access (remote 

KVM with auditing).  
 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   
   Priority 1:  $128K.   
   Priority 2:  $87K. 
   Priority 3:  $282K. 
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 C.  In priority order, list the specific initiatives, pilots or demonstration 
projects for target year 2:   

 Priority 1. Assessment of critical application systems, migration of key systems into 
data center, definition of operational procedures.   

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   
   Priority 1:  $62K.   
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan System 
Availability, Unplanned Downtime Events, audit trail for all physical access to 
rooms, audit trail for  all admin access to systems.  

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  UW Medicine internal funding 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   None that would inhibit progress. HIPAA security 
is a regulatory issue. 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.

University of Washington 340



Action Plan #70 

Home - Summary Matrix
 

Critical Infrastructure Threat Detection and Protective Countermeasures UW 
Medical Center 

HOMELAND SECURITY ACTION PLAN TEMPLATE

Action Plan # 18 – Revision (Related Action Plan) 
 

UW Medical Center Surveillance and Monitoring Cameras 

 
(4.1.3 and 4.1.4) 

 
Coordinating Lead/Submitter name and organization: 
 Tamlyn Thomas, RN    phone: 206.598.2837 
 Disaster Response Coordinator   email:  thomast@u.washington.edu 
 University of Washington Medical Center 
 Seattle, Washington 98195-6155 
 
Collaborating Agencies: 

 

 University of Washington Police Department 
 University of Washington 
 Washington State Hospital Association (WSHA) 

Strategy this Action Plan Revision Addresses: 
 4.1.3 – develop threat detection capabilities for critical infrastructures 

4.1.4 – develop counter measures to protect critical infrastructures 
5.4.2 – optimize regional medical surge capacity for victims of terrorism 

 

5.4.5 – build hospital decontamination capabilities and capacity statewide 
 
UWMC qualifies as a critical infrastructure by virtue of its proximity to both UW Seattle 

campus as well as Husky stadium.  Recent announcements from Homeland Security and 
intelligence sources have identified both athletic events and universities as high risk soft targets 
for terrorists.  UW campus has already experienced terrorist events in recent years (the arson 
attack on the Urban Horticulture Center).  Victims of an event in either of these locations will 
seek assistance at UWMC. 

UWMC requires the ability to secure its buildings against encroachment by crowds in the 
case of terrorist events nearby which might result in large numbers of victims seeking care as 
well as preventing contaminated victims from gaining access to the medical center resulting in 
contamination of the interior of the building, staff, and current patients. 

UWMC is a regional referral center for 5 states – Washington, Wyoming, Alaska, 
Montana and Idaho (WWAMI) as such it is critical that it not be compromised by either 
contamination or security issues. 

Baseline Assessment: 
 What is the status of this strategy today? 
 
 Develop threat detection:  Exterior cameras at 17 access points have been installed in 
the recently constructed Surgery Pavilion.  The infrastructure for monitoring these cameras is 
already in place. 
 Develop countermeasures:  Currently UWMC has already obtained an estimate for the 
installation  
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of security doors on 55 possible access points to UWMC.  The new system will allow one touch 
restricted access to all points of entry to the medical center.  UW Health Sciences which links 
contiguously with UWMC already has a similar system in place which can be activated by the 
nearby UWPD 24/7. 
  
 
 What funding has been received to date, what is the source of the funding? 
 
 $155,000 for exterior door security system.  WSHA distribution of HRSA grant funds for 
2004. 

Pavilion. 

  
 See above status of strategy today. 
 

 Internal funds, placement of current exterior cameras incorporated in cost of building 
Surgery 

 Internal funds creating infrastructure for monitoring exterior cameras. 
 
  

What capability or capacity has been created to date? 

End State Goal: 
  
 What is the end state you wish to achieve long term? 
 
 Development of full monitoring capability of all exterior access points in addition to 
secure the  

building rapidly if a threat is detected.  

f. Development of target hardening techniques for specific critical infrastructure sectors 

 One time use of funds to purchase and install 33 cameras on the remaining unmonitored 
exterior  

 

 
What capability needs to be created? 

 

g. Ability to absorb a large surge of patients without compromising the security of staff 
or the internal functioning of the medical center. 

h. Ability to treat contaminated victims without placing the medical center at risk for 
interior contamination. 

 
What capacity needs to be created? 

 
What is the long term fiscal impact? 

 

exits. 
 Continued incorporation of cost of monitoring cameras and maintaining response 
capability for 

restricting access to the medical center as part of operations costs as they 
currently are. 

Gap Analysis 
 
 What are the major gaps between your baseline and your desired end state? 
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 Purchase and installation of additional 33 exterior cameras. 
 
Targets to close the gaps: 
 
 What needs to be done in year 1? 
 

 What needs to be done in year 2, 3, 4, 5? 

 Assess planned construction, incorporate purchase and installation of security cameras 
as well as  

 
Initiatives, pilot projects, and demo projects – priorities and estimated costs:

 Purchase and installation of additional 33 exterior cameras. 
 

 
 Evaluation of ability to adequately monitor and respond to incidents covering the current 
exterior  

of UWMC.  Evaluate systems and make recommendations for improvements. 

Ability to restrict access to any new or remodeled locations at the Pacific Avenue 
UWMC campus.  

 
 
 $99,000:  33 exterior door cameras – purchase and installation at $3,000 each 
 

 
How will you measure success? 

 
 Successful completion of bi-annual drills testing identification by monitoring staff of 
exterior  

disturbance / security risk and appropriate institution of restricted access using 
the security door system. 

 Successful identification and apprehension of abductor during infant security drills. 
 Successful response to real life situations as they occur. 
 

What funding sources have been attempted or will be attempted? 
 
 UASI2 funds for 2004. 
 

Are there policy or legal issues that need to be considered as part of this 
revised action plan? 

 
 None anticipated.
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Home - Summary Matrix
 

Videoconferencing Capability for UW Medical Centers and the UW EOC 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 

 
Progress will be measured for each action plan at least annually.   

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Steve Charvat, 206-897-8080, charvat@u.washington.edu, 
University of Washington, Office of Emergency Management 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  University of Washington, University of 
Washington Medical Center; Harborview Medical Center. 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 2.1.2 (Resolve 
interoperability gaps in enhanced communication between University, Regional Trauma 
Center, and State Emergency Response Center). 
 
 A.  Additional strategies this action plan supports:  Strategy 1.5.1 (Partner 

with other state medical centers with University of Washington and Harborview 
Medical Centers by using high capacity statewide network; 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Currently, there is no 

videoconferencing communication capability between the University of 
Washington Emergency Operations Center, University of Washington Medical 
Center Command Center, Harborview Medical Center (regional trauma center) 
and the State Emergency Operations Center. 

 
 B.  What funding has been received to date including the source?  None. 
 
 C.  What capability or capacity has been created to date?  None. 
 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  Videoconferencing 

capabilities to enhance communication between critical medical centers and 
emergency operations centers.  Ability of site emergency responders to 
communicate using this technology.  Provide capability of some other medical 
centers to communicate via videoconfereing using statewide K-20 network 

 
 B.  What capability needs to be created?  Three videoconferencing systems 

need to be acquired.  Communication facilities (ISDN) need to be installed to 
centers. 

 
 C.  What capacity needs to be created?  Secure facilities at each center to 

store equipment and terminate communications facilities. 
 
 D.  What is the long term fiscal impact?  One-time acquistion costs 

(approximately $40,000) of videoconferencing equipment; one time installation 
costs ($1,500) of videoconferencing equipment; one time installation costs for 
communication facilities ($750); on-going equipment service, maintenance and 
user training (provided by the University of Washington); and monthly cost for 
communication facilities (funded by the University of Washington). 
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6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  1.  Lack of equipment and communication facilities; 2. Lack of user 
training.   

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  1.  Acquire and install equipment and 

facilities;  2. Create maintenance plan.  3. Provide user training . 
 
 B.  What needs to be done in year 2?  Provide on-going maintenance and 

training. 
 
 C.  What needs to be done in year 3?  Provide on-going maintenance and 

training. 
  
 D.  What needs to be done in year 4?  To be determined. 
  
 E.  What needs to be done in year 5?  To be determined. 
 
 F.  What needs to be done beyond 5 years?  To be determined. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1.Acquire and install equipment.  2.Install 
communications facilities (one time only charge). 3. Train end users.  

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Priority 1: 

$41,500.  Priority 2:  $750.  Priority 3:  $0. 
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  1. Test systems during exercises. 2. Use systems 
during activations. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  $0 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
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the Washington Statewide Homeland Security Strategic Plan 1. Test 
systems quarterly.  2. Test systems during exercises.  3.  Use systems during 
activations of emergency operations.  4. Provide user training yearly. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  None as of yet. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   No.  
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.
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Home - Summary Matrix
 

UW – Replace Outdated Fire Alarm Reporting System 
 

HOMELAND SECURITY ACTION PLAN TEMPLATE 
 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Rick Benefiel, Manager 
Life Safety Systems,  206.685.2758 benefiel@u.washington.edu 
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2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  University of Washington, Facilities 
Services, Campus Engineering & Operations 
 

3. STRATEGY THIS ACTION PLAN ADDRESSES:  Prepare at all levels to 
effectively respond in the event of a terrorist attack and secondary impacts. 

 Minimize the damage and effectively respond to and recover from 
attacks that do occur. 
 
 A.  Additional strategies this action plan supports:  Partner with the 

"Feasibility Study" which is 90% complete - Funded By EH&S @50K; next step to 
secure 200K for design study; final step secure 1 million for impelmentation. 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  "Feasibility Study" 90 % 

complete 
 
 B.  What funding has been received to date including the source?  50K for 

the Feasibility Study. 
 
 C.  What capability or capacity has been created to date?  Identified potential 

vendors capable of performing the work 
 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  Replacement of 

Fire Life Safety Reporting system to protect the entire UofW campus and UW 
Medical Center 

 
 B.  What capability needs to be created?  Design study, Capital Project for 

installation 
 
 C.  What capacity needs to be created?        
 
 D.  What is the long term fiscal impact?  Reduction of on-going costs to 

vendor of approx. 20K per month 
 
6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?   Protection plan funding.   
 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Design Study 
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 B.  What needs to be done in year 2?  Capital Project for installation 
 
 C.  What needs to be done in year 3?  Commission system 
  
 D.  What needs to be done in year 4?  n/a 
  
 E.  What needs to be done in year 5?  n/a 
 
 F.  What needs to be done beyond 5 years?  Reassess and adjust plans. 
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  Completion of Feasibility Study  and conducting a  
design study 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  Design 

Study - 200K;   
 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2:  Capital project for installation 
 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  Capital 

Project - 1 million (est) 
 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan The University 
of Washington currently utilizes a Form 4 McCulloh Loop reporting system to 
monitor fire alarm services in approximately 145 buildings on the main campus in 
Seattle.  This technology is one of the oldest forms (1930's) of a signaling line 
circuit and is very difficult to maintain.  It has limitations that could put the 
university and it's patrons at risk.  This includes the University of Washington 
Medical Center, high-rise residential buildings and a variety of research and 
academic facilities. 

 
A combination of limited amount actual information being transmitted from each facility, 

potential for misinformation due to competing codes and a long delay in capturing 
that information and forwarding it to a central station, provide for an inadequate 
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system that does not meet current codes.  The overall system is also reaching its 
capacity to accept new protected premises to be added on.  The current system 
will need major modifications to accommodate the campus master plan build-out 
over the near future. 

 
The Communication Center (existing 911 facility) on campus functions similar to a 

proprietary central station by monitoring alarm signals from University owned 
facilities.  However, it does not currently notify Seattle Fire Department Dispatch 
that is has received an alarm.  The facility itself and process in place currently 
would not satisfy UL and NFPA requirements for a proprietary station and as 
such the university must rely upon an outside third party to act on it's behalf to 
dispatch the local fire department. 

The replacement of the existing antiquated system would provide the university with a 
 

reliable and sustainable monitoring process ensuring the safety of all its 
occupants for the foreseeable future.  With additional information that would be 
received, faster and more appropriate response could be achieved.  A self 
monitoring system (not currently in place) would ensure that the system is 
operational and no outside sources (terrorist activity) have tampered with the 
components.  Lastly, a new system would provide a means for the university to 
respond under a major catastrophic event at the communications center by 
having back up facilities. 

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  50K for Design Study 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   Regulatory Life Safety Fire Protection in 
accordance with the NFPA 72 and the City of Seattle Fire Code. 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department.
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Home - Summary Matrix
Emergency Responder Training 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 
 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

 
Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

Progress will be measured for each action plan at least annually.   
  
 
1.  COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 

 (Identify 
yourself, phone number and e-mail address plus your agency, department, jurisdiction, 
facility or other identifier):  Assistant Fire Marshal Steven L. Kalmbach, (360) 570-3119, 
steven.kalmbach@wsp.wa.gov, Washington State Patrol – Fire Protection Bureau. 
 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN:  Washington State Patrol 
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3.  STRATEGY THIS ACTION PLAN ADDRESSES:  Strategy 5.1.2 (Enable statewide 
WSP first responders the opportunity to attend Homeland Security WMD regional 
training and participate in regional exercises.) 
 
 A.  Additional strategies this action plan supports:  5.2.1 (Exercise for WMD 

preparedness), 5.2.2 (Leverage existing resources for exercise programs),5.2.3  
(Use NIMS/ICS in state and local exercises and real world events). 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today?  Identifying regional WMD 

training and exercise for responders to participate in. 
 
 B.  What funding has been received to date including the source?  No 

outside funding for this strategy has been identified. 
 
 C.  What capability or capacity has been created to date?  None 
 
5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term?  The ability to have 

all WSP first responders WMD trained and the opportunity for them to be 
involved in HLS regional and statewide exercises. 

 B.  What capability needs to be created?  The ability to have WSP first 
responders trained in WMD events and allow them to participate in regional and 
statewide exercises. 

 
 C.  What capacity needs to be created?  A funding source to allow these 

responders the opportunity to attend both WMD training and exercises. 

 D.  What is the long term fiscal impact? None 
 
6.  GAP ANALYSIS:

 

 

 

 

 
 A.  What are the major gaps between your baseline and your desired end 

state?  Currently there are limited discretionary funds within the WSP budget 
that allow WSP first responders to attend either WMD training or regional and 
statewide exercises. 

7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?  Train WSP first responders in WMD 

response and involve them in the regional and statewide exercises. 
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 B.  What needs to be done in year 2?  Once training is given keep WSP 
responders involved in continuing participation of ongoing exercises.  Obtain 
additional funding to continue ongoing training. 

 
 C.  What needs to be done in year 3?   
  
 D.  What needs to be done in year 4?   
  
 E.  What needs to be done in year 5?   
 
 F.  What needs to be done beyond 5 years?   
 
8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:  1. Allow each district of the WSP the autonomy to 
send its first responders to training and exercises as they becomes available. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?  

Priority 1:  
• District 1 -  $10,000 
• District 2 -  $10,000 
• District 3 -  $10,000 
• District 4 -  $10,000 
• District 5 -  $10,000 
• District 6 -  $10,000 
• District 7 -  $10,000 
• District 8 -  $10,000 
• District 10 - $20,000 
• TOTAL      - $100,000 

 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?  None 
 

 
 C.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2.  None 
 

9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented.  Tracking WSP first responders trained and the number of 
regional and statewide exercises attended. 
 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan  
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10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED:  None 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:   None 
 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department. 
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Home - Summary Matrix

Alert and Warning Information Management System 
For Eastern Washington University 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 

 
Focus acquisition strategies to achieve statewide interoperability and ensure all 
equipment purchased meets national standards (7.2.1) 

Purpose:  This process is the next step in the implementation of the Statewide 
Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 

  
 

 

 

 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

1. COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION  
Thomas McGill, Director of Public Safety and Chief of University Police 
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(509) 359-7999 
tmcgill@mail.ewu.edu
Eastern Washington University (public institution of higher education) 

 
2.  WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 
COLLABORATED ON THIS ACTION PLAN: 
Eastern Washington University Office of Public Safety 
Spokane County Department of Emergency Management 
 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:   

 

2.1.1-2.4.1; 3.1.3-3.1.6; 7.2.2 
 

The primary strategy this action plan addresses is 7.2.1 (Communications 
Interoperability Focused Procurement). 

A. Additional strategies this action plan supports: 

4.  BASELINE ASSESSMENT: 
 

A. What is the status of this strategy today 

 

Eastern Washington University was the first public institution of higher education in 
the state to develop and implement a formal emergency plan.  This plan resulted 
from lessons learned from previous emergency responses to two bomb threats on 
campus and an evaluation of those responses.  The emergency plan is consistent 
with the other agencies of the state and meet today’s standards of operations.  The 
computerized plan includes building floor plans that identify the sources for water, 
power, and tunnels, a detailed map of campus, photographs of the exteriors and 
interior spaces of buildings, and identification of an emergency operation center. 

 
B. What funding has been received to date including the source? 
University operating funds in the amount of $250,000 were used to hire a 
consultant to develop the emergency management plan and purchase police car 
sirens, public address systems, and megaphones.   

 
C. What capability or capacity has been created to date? 
At present police car sirens, public address systems, and megaphones are used 
to give general warnings and instructions, and runners are used to announce 
warnings inside campus buildings.  Phone trees, cellular telephones, computer 
networks, pagers, the campus radio station, and the media are all used to ensure 
the broadest possible communication or potential emergency.   

5.  END STATE GOAL: 
 
 A.  What is the end state you wish to achieve long term? 

What Eastern needs is an information management system to notify the campus of 
an emergency event. There is currently no single system on the university campus 
that can be used to meet these requirements. Campus buildings lack public address 
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systems and there is no external public address capability except at the football 
stadium. There is also no community siren system. 

 
 B.  What capability needs to be created?   

A comprehensive interoperable communications system is required to fill the gaps in 
Eastern’s emergency plan and improve the time and quality of the response. What 
needs to be accomplished is to procure, install, and implement communications 
technologies that will alert the monitoring system, contact all university computers 
and activate the phone trees with a prescribed message. 

  

1. Implementation of a comprehensive interoperable communications system on 
the Eastern Washington University campus consistent with the institution’s 
emergency management plan.  2.  The integration of this system with existing 
technology to allow for the interoperability of all participants and of operational 
protocols for its use. 

The costs of new interoperability technology for the Eastern Washington University 
campus is expected to cost approximately $1.4 million.  Currently the university has 
numerous, extensive communications resources to support day-to-day operations 
and all of these systems are used during an emergency situation. 

 
 

C.  What capacity needs to be created?   

 
 D.  What is the long term fiscal impact?   

6.  GAP ANALYSIS: 
 

A. What are the major gaps between your baseline and your desired end 
state? 

What Eastern lacks is the capability to effectively advance warn the campus of 
an immediate or impending emergency that requires further action and/or 
evacuation of campus such as severe weather or a hazardous material spill. 
Accurate and timely warnings allow emergency management officials to respond 
quickly to minimize the impact to the campus and surrounding community.   With 
a population base of over 11,000 people consolidated on 365 acres and a limited 
highway system for the movement of this population, accurate and timelier 
warnings are needed to assist emergency management officials to minimize the 
effect of the incident. 
 
To avoid confusion and inappropriate response, it is imperative that instructions 
be very specific and clearly communicated to direct people to assembly points for 
transportation to leave the campus and/or the city.  A comprehensive 
interoperable communications system would fill the gaps on our plan and 
improve the time and quality of the response. What needs to be accomplished is 
to procure, install, and implement communications technologies that will alert the 
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monitoring system, contact all university computers and activate the phone trees 
with a prescribed message.  

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1?   

The building interiors are the first priority and a dedicated system of monitors with 
voice messaging capability should placed in the hallways just outside the 
classrooms, in the common areas and the residence calls during the first year.  
Appropriate monitors should be identified, installed and tested during the first year. 

 
 B.  What needs to be done in year 2?   

Building exterior and parking lot systems would be installed during the second year.  
Appropriate systems should be identified, installed and tested during the second 
year. 

 
 C.  What needs to be done in year 3?   

What needs to be accomplished in year three is the consolidation of the various in-
house communication areas into one area to improve efficiency. 

 
 D.  What needs to be done in year 4?   

Testing and re-assessment of the comprehensive system will occur in year four 
along with formal information sharing and training to the campus community. 

E.  What needs to be done in year 5?   

 

Continuation of reassessments and adjustments as the emergency plan and the 
comprehensive interoperability system are used and integrated into the 
infrastructure activities of the university.   

 

  

Year five will be used to reassess and adjust protocols as necessary. 

F. What needs to be done beyond 5 years? 

8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 
 A.  In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 1:   
The building interiors are the first priority and systems should be installed in the first 
year. 

 
 B.  What are the estimated costs of priority 1, 2 and 3 for year 1?   

The cost estimate for the first priority including installation is approximately 
$750,000. 
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C. In priority order, list the specific initiatives, pilots or demonstration projects 
for target year 2: 
The exterior of the buildings and parking lots systems would be installed in target 
year two and the consolidation of services the following year. 

 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   

The target year two priority is expected to cost approximately $250,000, and the 
third approximately $350,000. 

 
9.  HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 

A. What performance measures support your action plan? = Performance 
measures need to reflect where we need to go (future) – indicator of 
preparedness.  Performance measures will be included in the next draft 
of the Washington Statewide Homeland Security Strategic Plan 

apply the selected interoperability solution in a timely manner upon receipt of 
funding; implement systems in1-3 years according to timeline; test systems, assess 
operation protocols, and adjust protocols as necessary; share information and train 
campus community; evaluate campus community’s knowledge and ability to 
effectively use systems; refine training and public relations protocols as necessary to 
determine projected timeliness and quality of a campus-wide emergency response. 
  

10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 
ATTEMPTED: 
Any formal grant opportunities through the state office of homeland security or through 
other state or federal agencies will be pursued as appropriate. 
 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:    
Implementation of this project will be with the approval of Eastern Washington 
University’s Board of Trustees and in consultation with cooperating public safety and 
law enforcement agencies. 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department 
Identify specific systems to.
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Home - Summary Matrix

 
State Identification Card and Driver’s Licensing Scanning Capability 

 
HOMELAND SECURITY ACTION PLAN TEMPLATE 

 
Purpose:  This process is the next step in the implementation of the Statewide 

Homeland Security Strategic Plan to articulate specific actionable items.  The following 
template provides a consistent process to allow easier evaluation, prioritization and 
resource allocation.  The results of this process will continue to build statewide 
capability (what can be done) or capacity (how much can be done). 
 
Instructions:  An example is placed in each of the template areas below.  Typing in the 
shaded area will replace the example.  Once each area is complete, press the Tab key 
to move to the next section and begin typing.  Save your completed template with a 
unique name for your agency and strategy (e.g., "mildept-strategy1.1.1").  Note:  You 
may combine multiple strategies into one action plan.  Initial action plans must be 
completed by Aug 1, 2004.   Please submit your action plans electronically to 
nancy.bickford@mil.wa.gov.  
 
Action Plan Steps: 

Each action plan starts with an assessment of your strategies to determine the 
current status (baseline) = “Where are we today?” 

Next will be a visualization of the desired end state = “Where do we need to be 
in the future?” 

  
 

 

 

 
Conduct a gap analysis = “What is the difference between today and the 
future end state?” 

 
Determine the broad target areas = “What are the key overarching areas that 
must be addressed to close the gap?” 

 
Specify the initiatives, pilot projects or demonstrations needed in priority order 
starting with year one to year five = “What needs to be accomplished, in what 
order and at what cost?” 

 
Progress will be measured for each action plan at least annually.   

1. COORDINATING LEAD/SUBMITTER NAME AND ORGANIZATION  
Peter D. Teets Administrator Driver Examining 
Washington State Department of Licensing 
360-902-3960 
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pteets@dol.wa.gov      
 

 
2. WHAT AGENCIES, OFFICES, ASSOCIATIONS AND INDIVIDUALS 

COLLABORATED ON THIS ACTION PLAN: 
• Washington State Department of Licensing (DOL) 
• Peter Teets Administrator Driver Examining (DOL) 
• Derek Goudriaan Project Manager Driver Examining (DOL) 
• John Hadden DOL Information Technology manager (DOL) 

 
3.  STRATEGY THIS ACTION PLAN ADDRESSES:  3.5.1 (Define roles and 
responsibilities and work on actions to improve the northern border area security.) 
 
 A.  Additional strategies this action plan supports 

Improving the protection of the individual pieces and interconnecting systems 
that make up our critical infrastructure (e.g., economy, government, 
information and telecommunications, transportation, banking and finance, 
postal and shipping). 
 

 
4.  BASELINE ASSESSMENT: 
 
 A.  What is the status of this strategy today? No funding is in place to address 

this deficiency in our identification process.  We have identified scanners and 
software produced by Viisage Corporation which would allow us both to save the 
image of the identification presented at the time of application, for future 
reference, and to verify the authenticity of the document at the same time 

 
 B.  What funding has been received to date including the source?  None 
 
 C.  What capability or capacity has been created to date?  DOL has 

developed the imaging storage system and the communication links between our 
offices to handle both the capture and the retrieval of these documents  

 
5.  END STATE GOAL: 
 

A.  What is the end state you wish to achieve long term?  Implementation of 
scanning and imaging technology will allow identification documents to be saved to 
an individual’s permanent file, making the documents available for audit purposes, 
forensic examination, and identifying ongoing staff training and correction needs.      

 
 This will enhance public safety by: 

• Allowing better identification of training needs in document acceptance 
• Allowing better auditing functions 
• Allow easier and more rapid fraud detection 
• Reducing identity crimes 
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 B.  What capability needs to be created?  Acquire and train staff on the usage 

of the scanners and the software this grant will allow DOL to purchase 
 
 C.  What capacity needs to be created? No additional capacity would need to 

be created.  DOL has already created the Imaging system and has the network 
set up to transfer the data to a central data warehouse.   

 D.  What is the long-term fiscal impact?  Long-term fiscal impact would be the 
need to pay for yearly servicing contract for the scanners, and to replace the 
scanners every five years.  DOL would absorb this cost using current funding.  
Software would have a yearly licensing fee which DOL would absorb using 
current funding   

 

 

6.  GAP ANALYSIS: 
 
 A.  What are the major gaps between your baseline and your desired end 

state?  Funding to acquire scanners and software to allow DOL to image 
documents presented at the time of initial application 

 
7.  TARGETS TO CLOSE THE GAPS (list by year to be accomplished): 
 
 A.  What needs to be done in year 1? Purchase and install scanners and 

software in field offices and headquarters.  Make modifications to the Driver 
Examining Field Computer system to allow capture and retrieval of scanned 
document.  Train staff  

 
 B.  What needs to be done in year 2?  Pay for scanner servicing fees.  Pay for 

software licensing fees.  
 
 C.  What needs to be done in year 3?  Pay for scanner servicing fees.  Pay for 

software licensing fees.  
  
 D.  What needs to be done in year 4?  Pay for scanner servicing fees.  Pay for 

software licensing fees.  

 E.  What needs to be done in year 5?  Pay to replace all scanners.  Pay for 
software licensing fees.  

 F.  What needs to be done beyond 5 years?  Reassess enterprise information 
technology and procedures to determine if there is additional or new technology 
we could utilize to further enhance the security of the documents we issue. 
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8.  INITIATIVES, PILOT PROJECTS AND DEMONSTRATION PROJECTS – 
PRIORITIES AND ESTIMATED COSTS: 
 

A. In priority order, list the specific initiatives, pilots or demonstration 
projects for target year  

 
1. Purchase Software and scanners for installation in all field offices and 
modify the Drivers Field System to integrate the need to image source 
documents on all initial issuances. 
2. Within the first 90 days, design training program and manual to ensure 
uniformity of compliance 
3. Within the next 180 days present training to all staff on scanner usage and 
how to use the imaging system in a field office. 
4. Work with the Departments Public Information Office to inform customers of 
changes in procedures, which may negatively impact customer wait times, 
while increasing the security of the document. 

 
B. What are the estimated costs of priority 1, 2 and 3 for year 1? 

$892,165 
C. In priority order, list the specific initiatives, pilots or demonstration 

projects for target year 2 

N/A 
 D.  What are the estimated costs of priority 1, 2 and 3 for year 2?   
       $50,000 
 

9. HOW WILL YOU MEASURE SUCCESS (PERFORMANCE):  Performance 
measures should be SMART – Specific, Measurable, Accountable, Results 
Oriented, Time Oriented. 
 

An average of five employees a year participate in fraudulent activities such as 

issuing original documents to clients who do not have the correct information.  We 

estimate an 80% reduction in this activity the first year with the goal to have no one 

committing this type of fraud within two year 

 
 A.  What performance measures support your action plan? = Performance 

measures need to reflect where we need to go (future) – indicator of 
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preparedness.  Performance measures will be included in the next draft of 
the Washington Statewide Homeland Security Strategic Plan  

 
  
10.  WHAT FUNDING SOURCES HAVE BEEN ATTEMPTED OR WILL BE 

ATTEMPTED: First attempt at funding this idea.  Attempt could be made to the 

legislature to fund this in a future budget package. 

 
11.  ARE THERE POLICY OR LEGAL ISSUES THAT NEED TO BE CONSIDERED 
AS PART OF THIS ACTION PLAN:    

No 
 
For questions on this template, please contact  Nancy Bickford at (253) 512-7712 
(nancy.bickford@mil.wa.gov) or Joe Huden at (253) 512-8108 
(joe.huden@mil.wa.gov) at the Washington Military Department. 
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